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TexHonorna NFC

« NFC = Near Field Communication
 TexHonorna bnmxHero B3anMmoaencTBus
— Paboyaga yactota 13.56 Mhz
— OcHoBaHa Ha TexHonorum RFID

— CKopocTb nepeaayn AaHHbiX Ao 424 kout/c
(106, 212 kbuT/C)

— bbICTpoe BpemMsa yCTaHOBKN KaHana nepegayu
OaHHbIX (t<0.1c)

— He TpebyeT «npamMon BUANMOCTU» MexXay
B3aMMOLENCTBYOLLMMU YCTPOUCTBAMMU

— O4eHb HU3Koe 3HepronoTpedbneHmne




CpaBHeHune NFC ¢ gpyrumm 6ecnpoBogHbIMU

TEXHOJTONMNMAMU nepenayvm AaHHbIX

Data
rate

1Gb Wireless USB/

Ultrawideband

100Mb
10Mb m

1Mb { Bluetooth

100Kb |

0.01m 0.1m im 10m 100m 1km 10km Range




dusnyeckaa cxema B3anuMoaencTeus

Onpawmnsaowee ycrponcTso MNone o MpocnywwBaowee ycTpoucTso
3ﬂeKTpOHHaﬁ : 3 3neK7p0Mar“"mo"e > 'I aﬂeK'IPOHHan
cxema LN none ) cxema
Havubie

* WMHOYKTMBHAaA CBA3b
 AMnnuTygHasa moaynaums

 OOK (On-Off-Keying) ¢ pasnu4Hon rnyounHom
Moaynauum




Pexumbl paboThl YCTPOUCTB

AKTUBHOE [TlaccuBHOE Yctpoucteo 1 reHepupyet PY-none

[TaccuBHoe [TaccuBHoe B3anmogencreme HeocyLLEeCTBUMO




[TpmeHeHune TexHonornm NFC

« Bsaumogencteue aneKTPOHHbIX YCTPOUCTB
— OOGMeH AaHHbIMU
— ConpsixeHne yCcTponcTs
 WNpeHtTndounkauuns
— CKnago4Hble KapTol
— KapTbl 4ns KoHTponsa gocTtyna
* MobunbHasa onnara
— BbecKkoHTakTHbIe nnaTexm
— bunetbl Ha MeponpuAaTUA




[TpmeHeHune TexHonornm NFC

ConpsixkeHne MOOGUNbHbIX
YCTPOUCTB
YmHble «lnakaTtbi»

Onnara



be3onacHocTb NFC

MoBpexaeHne faHHbIX KpunTtorpacdumsa + ataku o6HapyxuBaroTcsi
ycTpoucTBamu

BcTaBka AaHHbIX ATaka peanusyema, HO C KpunTtorpadwusa
CyLeCTBeHHbIMU
orpaHu4yeHnsaMn

MITM-aTaku - -




[laccuBHaa npocnyllka KaHana

« Bo3moxHa c pacctosaHusa go 10 meTpos
« Cbem c NoMOLLbK HanpaBneHHON aHTEHHbI

* Kcnonb3oBaHue LWNpoBaHUA NO3BONSET U3bexaTb
aTaku




[loBpexaeHne nepegaBaemMblX AaHHbIX

« AHanor ataku Tuna «oTkas B 0b6cnyXnBaHum»

« 3acopeHune kaHana nepegadun AaHHbIX CryYanHbIMM
NaHHbIMM

° ATaKy JNierko orcrnegnTb n3-3a BCriJyieCKkoB MOLWHOCTMN,
co3laBaeMbliX MNnosfiemM 3J10ymMmblLLUJIEHHNKA




Moagundukauusa nepenaBaeMbiX gaHHbIX

e 3aBUCUT OT CXEMbl KOONPOBAHUS N KO3 PULMEHTA
Moaynauum

— MHBepTupytotcs sBce bmThb

— NuBeptupytotca 1 Ha O, B cny4dae, ecnu nepen
butom ctosina 1.

« B kayecTtBe 3alnTbl MOXHO MCMNONb30BaTh
KpunTtorpaduyeckmne mMeTtoabl

e CyliecTBYyeT BO3MOXHOCTb ObHapyxeHus PY-nons
3NOyMbILLUIIEHHNKA B MOMEHT nepenaym




ATaKka BCTaBKU AAHHbIX

» [locbinika oTBeTa paHblue NermMTMMHOro yCTpoucTea
B kayecTBe 3awWuThI:
— Kpunrtorpaduyeckme cpeacraea 3aluThl

— [1pocnywka KaHana BTOpPbIM YCTPOUCTBOM BO
BpeMs nepegayu, c Lenbio BbiABIEHUS
3NOoyMbILUNIEHHUKA

— lcnonb3oBaHue npeaBblYUCIEHUN ONA YCKOPEHUS
oTBeTa




Relay-ataku

e «YBenuyeHue» paguyca genctemsa nctodHmka NFC-
CUrHarna 3acyeT CbemMa curHana nermTMMHOro
YCTPOUCTBA U NEPECHINIKM €ero no nodbovyHomMy KaHany

« MeToabl 3aWUThI:

— OKpaHnpoBaHue
— Distance-bounding Protocols

— TpeboBaHue AOMOSTHUTENbHbLIX aKTUBHbLIX JEUCTBUN
OT Nonb3oBaTens




MITM-aTaku

« [Ina nobbix KOHPUrypaunimn obLlaoLLnXCs YCTPOUCTB
MOXeM ODHapYXUTb aTaky u NpekpaTuTtb 0bmeH
nHdopmaumeun

« [1ns koHdUrypaumm «akTUBHOE-aKTUBHOE» HE MOXEM
nocnaTb coobLLieHne TONbKO OAHOMY agpecaTty

o Jlna «naccuBHOE-aKTUBHOE» HE CMOXEeM naeanbHO
nogobpartb 0ba nons, YTobbl HE NCKa3NTb COOOLLIEHUSA




CneundnyHbin ansg NFC anroputm yCTaHOBKW CEaHCOBOIO KIto4a

Send: O/0, 0/1, 1/0 1/1 : Signal A/B
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* Hwuskasa BblYMCIUTENBHAA CIOXHOCTb

« (O0ba ycTponcrTea CUHXPOHN3NPOBAHbLI U NOCbLINAaKT
CrnyyanHble JaHHble B KaHan

* HoBbIn 6UT BbIODUpaeTcs ¢ BEPOATHOCTLIO 50%




[TepeyeHb pekomeHaauum ansa obecnevyeHus
be3onacHoro kaHana nepeaayn gaHHbix no NFC

* Vlcnonb3oBaHne LWNdppoBaHnS
OKpaHUpoBaHNE YCTPOMNCTB
Distance-bounding npoTtokorbl
* [logTBepxaeHne nepegayn




[1pOTOTUN CUCTEMbI CUHXPOHM3AL NN NONb30BaTENbCKUX
OAaHHbIX C ycTaHOBKOW Be3onacHoro kaHana rno NFC
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