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MOTVIBI/IpOBKaZ nocnenHMe pesynbTaTbl NO N3yHEHNE
BOMpOCOB <<ﬂpaKTI/I‘-I€CKOVI>> p€ann3daunm KBaHTOBbLIX
dTakK

® M. Grassl, B. Langenberg, M. Roetteler, R. Steinwandt, Applying
Grover's algorithm to AES: quantum resourse estimation.

= M. Amy, O. Di Matteo, V. Gheorghiu, M. Mosca, A. Parent, J.
Schanck, Estimating the cost of generic quantum pre-image attacks
on SHA-2 and SHA-3
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KBaHTOBasi MexaHuKa. JKCKypC

MocTynaT 1

C KaXkJoin M301MPOBaHHON PU3NYECKOI CUCTEMOI CBS3bIBAETCS
KOMMMIEKCHOE BEKTOPHOE NPOCTPAHCTBO CO CKAMISIPHbIM
npou3seefeHneM, T.e. runbbepToBO NPOCTPAHCTBO, KOTOPOE Mbl Dygem
panee obosHauath kak HY, rae d — pasmepHOCTb MPOCTpaHCTBA. ITO
BEKTOPHOE MPOCTPAHCTBO HAa3bIBAETCS MPOCTPAHCTBOM COCTOAHWUI
cuctembl. CoCTosiHME CMCTEMbI OMUCLIBAETCSI BEKTOPOM COCTOSIHUS,
KOTOpbI SABNAETCA €4NHNYHBIM BEKTOPOM B MPOCTPAHCTBE COCTOSHUIA.
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KBaHTOBasi MexaHuKa. JKCKypC

Mprumep

MpocTeiiweli KBAHTOBOMEXaHNYECKON CUCTEMON SIBSIETCS KYOUT.
MpocTpaHcTBO CocTOsiHMIA KybuTa aBymepHo. ObosHaumm
OPTOHOPMUPOBaHHbIE Da3nCHble BEKTOPbI MPOCTpaHcTBa kak [0) u |1).
[pon3BONLHBIVE BEKTOP COCTOSIHMS B 3TOM MPOCTPAHCTBE MOXKET

npefcTaB/eH B BUAE
) = al0) + b[1),

roe a n b — komnnekcHble Yncna. YCioBme equHNYHOCTM BEKTOpA [1))
3KBUBaNeHTHO ycnoeuio |a|? + |b|? = 1. HedbopmansHo rosops,
BasucHble BEKTOPbLI COOTBETCTBYIOT Kiaccuyeckum butam 0 m 1, a
obwnii BMA BEKTOpa COCTOSIHUSI COOTBETCTBYET COCTOSIHUIO
cynepnosuymy. byaem rosoputb, 4To NUHeliHas KoMbuHaums
> ili) aBnseTcs cynepnosuumeil cocTosiHuiA [1);) ¢ amnautygamm
Q.
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KBaHTOBasi MexaHuKa. JKCKypC

Moctynat 2

IBOIOLMS 3aMKHYTOI KBAHTOBOW CMCTEMbI OMUCLIBAETCS YHUTAPHBIM
npeobpa3oBaHuNeEM, T.e. COCTOSIHNE CUCTEMBI [Y)) B HEKOTOPbIE MOMEHT
BPEMEHMU t; CBSA3AHO C ee COCTOsiHMEM [t)') B MOMEHT BpemeHu to
NOCPeACTBOM yHuTapHoro onepatopa U, 3aBncsiiero Toabko ot
MOMEHTOB BpeMeHN t1 1 to:

|¢/> = U(tlv t2) W :

I_IOCTynaT 2 NOKa3blBaeT Kak CBsi3aHbl Mexay coboli cocTosHUsA
KBAaHTOBOW CUCTEMbI B ABa pPa3HbIX MOMEHTA BPEMEHNU.
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KBaHTOBasi MexaHuKa. JKCKypC

Moctynat 3

KBaHTOBbIE U3MEPEHNS ONNCLIBAOTCA HAabOPOM onepaTopos
n3meperus {M,}. MNpu atom ecnm nepen n3mepeHneMm KBaHToBast
CNCTEMA HAaXOAMIacChb B COCTOSIHWN [1)), TO B pe3y/nbTaTe N3MEPEHUs
ByaeT nonyyeH pesynsTaT m C BEPOSITHOCTHIO

p(m) = (W] M}, Mn [¥),
a nocne VI3MepeHI/IF| KBAHTOBAA CUCTEMaA 6y,£I,ET HaXOp,VITCﬂ B COCTOAHUN

Mm |4)

O MM ()

Cuctema onepaTopoB U3MepPEHNS YAOBAETBOPSIET YCAOBUIO MOJHOTHI,
T.e. CYMMa BEPOSITHOCTEN BCEX BO3MOXXHbLIX UCXO40B U3MEPEHMNIA paBHa
efnemue.




KBaHTOBasi MexaHuKa. JKCKypC

MocTynat 4

MpoCTpaHCTBO COCTOSIHUIA COCTABHOM CUCTEMbI NPEACTaBNSET cobOiR
TEH30PHOE MPON3BEAEHNE MPOCTPAHCTB COCTOSIHUIN BXOASILUNX B HEe
cnctem. bonee Toro, ecnn paccmaTpuBaeTcst coctaBHasi cuctema U3 n
MOACUCTEM, a CUCTEMA C HOMEPOM | HAaXOZUTCS B COCTOSIHUM [1);), TO
COCTOSIHNE COCTaBHOI CUCTEMBI OMUCLIBAETCS BEKTOPOM

Y1) ® [12) @ ... ® |tn) .
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KeaHToBble cxembl. OaHOKYOUTOBBLIE ONepaTopsi

Oneparop [Maymu X ( )
0 -
Omneparop [Haym Y ( : ()1 )
0
Omnepatop Ilaymm Z ( )
Omepatop Agamapa % (
DazoBbIiT onepaTop (
: E—m/& 0
Omneparop 7/8 ein/8 A
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KBaHTOBble cxeMbl. MHOrokybuTHble onepaTopsi

Mycts U — nponssosibHas yHUTapHas onepauust Ha ofgHOM KybuTe.
Onpegenum gByxkybutoyto onepauunto ynpasaemoe U cnepytowmm
obpasom. OpvH n3 KybUTOB SIBNAETCS ynpasastoLwUM, a LpYroi
ynpasasiemsim. [pyn 3TOM, ecnn ynpasasiowmii KybuT ycTaHoBNEH B
eAnHNLY, TO K ynpasasiemomy Kybuty npumensietcs onepatop U, B
NPOTMBHOM CJly4ae ynpas/isieMblii KybuT He n3MeHsieTcs, T.e.

) [t) = |c) US[t).

Puc.: Ynpasnsemoe «U»
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KBaHTOBble cxeMbl. MHOrokybuTHble onepaTopsi

MoxxHo 060bLNTL BBEAEHHOE ONpefesieHne Ha cny4aii bonbLluero
yncna KybnTos. lycTb y Hac ecTb cucTema U3 n ynpasastowmx m k
ynpassisieMblx KyouT, v yHuTapHblii onepatop U, geiicTBytowmnii Ha k
kybuT. Onpegenum onepaumnto C"(U) cnepytownm obpasom:

C"U) |xixa ... xn) [0) = |x1x2 . .. Xp) U220 |4 |

rae x1xs ...Xx, B BepxHeM ungekce U ectb npoussegeHne butos, T.e.
onepatop U npumeHsieTcst K ynpaBasieMbiM KybuTam TOJIBKO €C/in BCE
N ynpasastoUmx KybuT yCTaHOB/IEHbI B eVHULLY.

Puc.: Onepatop c gsyms ynpasnstowumu sxogamu. Onepatop Toddonn
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Anroputm [ poeepa. [NocTaHoBKka 3aga4u

MMycTb NMeeTCst HEKOTOPOE MPOUHAEKCUPOBAHHOE MHOXXECTBO 13

N = 2" snemenToB. TpebyeTcsi B 3TOM MHOXECTBE HalTU UHAEKC
3/1EMEHTA, YAOBETBOPSIIOLLErO HEKOTOPOMY KPUTEPMIO MOUCKA,
NPUYEM TaKOM 3NEMEHT CyLLECTBYET U eAMHCTBEHEH. MHbIMU cnoBam,
MOXHO CHMTaTb, 4TO 3afaHa HekoTopasi bynesa yHKLNS,

f:V,— Vi, npudem f(x) =1 Toraa n TosibKO TOrga, KOrAa SJEMeHT
MHOXECTBA C WHAEKCOM X YAOBIETBOPSIET KPUTEPMIO nomcka (x = w).
Mpu 3TOM cumTaeTCsi, 4TO yKa3aHHasi byHKUMs f peann3oBaHa Kak
YepHbIA AWMK, uanm opaky. [Npu peleHnn 3aAa4n Ha KIACCMHECKOM
BbluMCANTENE B 0DLWEM Clydae HeobxogumMo nepebpaTthb BCe
BO3MOXHbIE 3HAYEHUSI NHAEKCA, YTO B NTOre AaeT TPYAOEMKOCTb
nopsigka O(N).
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Anroputm [ posepa. KBaHTOBbIi nouck

Mpu peweHnn 3aaa4n Ha KBAaHTOBOM BblumcauTene anroputm [posepa
MMeEeT TPYAOEMKOCTb O(\/N) 1 npeacTasasieT coboii cneayoulee.
Mpexxae BCero, CYNTAETCA, YTO CyLLECTBYET KBAaHTOBLIV OpaKy,
NPOBEPSIOLLNIA BbINOAHEHNE KPUTEPUA NOUCKA, KOTOPLIA NpeacTaBaseT
coboii yHuTapHelii onepatop U, aelicTeytowuii cnegyrowum obpasom:

U, |x) =—1|x), ecnux =w,Te.f(x)=1 .
{ Uw |X> = |X>7 ecnnx # w,T.e.f(x) =0 ° ( )
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Anroputm [ posepa. KBaHTOBbIi nouck

YT100bI CBSI3aTL KBAHTOBbLIN OpaKy/ C Kiaaccuyeckoli bynesoii
yHKLMen f NCNONb3YIOT SKBUBAJIEHTHOE 3afjaHNe C UCMOJIb30BAHNEM
BCMOMOraTe/IbHOro Kybura:

{ UsIX)ly) =Ix)ly@l), ecux =w,te.f(x)=1 @

Us |X) ly) = IX)1y), ecinx # w,T.e.f(x) =0

man kpatko Uy, [x) ly) = |x) |y @ f(x)).
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Anroputm [ posepa. KBaHTOBbIi nouck

Jlerko ybeanTbes, 4TO €C/in BCNOMOraTesbHbIA KyOUT npuBeseH B
cocTosiHne |—) = \/li(|0> —|1)) = H|1), To peiicTeue onepatopa U, B
copme (2) skBuBaneHTHO 3agaHuio B dopme (1):

—[x)@[-)

Uo(Ix) @ |=)) = { Ix) ® |—)
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Anroputm [ posepa. KBaHTOBbIi nouck

DopmMUpyeTCcst COCTOsIHNE, SIBASAIOLLEECS PAaBHOMEPHOU Cynepno3uuueli
Bcex N = 2" 3HaveHnii aprymenTta x (Ans yero notpebyercs n KybuT):

1 N—-1
9= /5 2 -

K atomy coctosiHuto (nam K cocTosiHuMio |s) ® |—), B 3aBUCUMOCTU OT
cnocoba 3afaHnst onepaTopa opakyna) NPUMEHSIETCS OnepaTop
«uTepauum [poBepay, COCTOSLMNIA U3 NOCNELOBATENBHOIO
npuMeHeHns onepaTtopa opakyna U, u onepaTopa «pacceunBaHus
"posepa» Us,

Us =2]s) (s| — I

Mocne O(V N) nTepaunii BbINONHSETCA U3MepeHne BCex (MM nepBbix
n) KybuT, a pesynbTaT U3mMepeHus ¢ 6obLIOH BEPOSTHOCTLIO byaeT
A2BaTb UCKOMOE 3HaqeHue w.
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Anroputm [ posepa. KBaHTOBbIi nouck

men | | 2000~ 1, | | pren

i

Puc.: Cxema npumeHnenuns anroputma [posepa

CnoxHoCTb peannsauuu:

O(VN) - (tu, + tu,)
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Anroputm [posepa ans 6104HbIX WKdpos

PaccmoTtpum anroputm 6104HOrO WnbpoBaHNs C AJIMHON KAKOYa N 1
6noka m 6ut, E : V, X Vy, = V. MycTb n3sectHo HekoTopoe
KOJINYECTBO Map OTKPbITbIX U WNPOBAHHBIX TEKCTOB, MOJTYHYEHHbIX
npu wndpoBaHmn Ha ogHom u Tom xe kntove,C; = E(K, P;), i =1,t
1 pelaeTcs CTaHAapTHas 3ajaqa no BOCCTAHOBIEHMIO KatoYa. Ham
Heobxopumo 3agaTe onepatopl,. Vicxogs us pacctosiHus
eANHCTBEHHOCTU WKNpa KOMMHECTBO Nap TEKCTOB AOJIXKHO DbiTb
paBHbIM t = {#1 B atom cnyyae kntou byget ¢ bonbwoi
BEPOSITHOCTBIO €MHCTBEHHBIM, @ COOTBETCTBYOLWast byneBa dyHKUNs
opakyna f : V, — Vi onpeaensietcs cneaytowmmM obpasom

t
fx)= \z(E(x,P)& C)),
i=1
rae z 0 Vi — V4, npuuem z(x) = 1, ecnm x = 0™ un z(x) = 0 nHave.
17 / 35
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[Mpobnembl Npu peannsaunm aaropuTMOB Ha KBAHTOBbIX
KOMMNbIOTEpax

® Buibop «3nemeHTHOW» 6a3bl — onpeaensieT dusnyeckune
XapaKTEPUCTUKMN CMCTeMbI (AeKOrepeTmsaums)

B [IpyMeHeHMNe KBAHTOBbIX KOPPEKTUPYIOLLMX KOAOB — YUCIIO
peasnbHbIX hU3NYecknx KybUTOB CyLLECTBEHHO Bonblue Yncna
JIOrNYecKmnx

B JdpekTrBHAS peannsaumsi KpunTorpadnyeckoii cxemsl — banaHc
MeXAy YNC/IOM UCMONb3YEMbIX KyOUTOB 1 BpeMEHEM BbINOJHEHNS
npeobpasosaHnii (4ucna onepayuii)
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«DPusnyeckasy peannsauusa anroputma [ posepa

L VpOBeHb MaTeMaTU4eCcKoi Mo4enn anropnutmMma

m Jlornyeckast mogenb (Bbibop obpaTuMbIX OnepaTopos,
peasiM3ytoLnx KpUNTorpadpuyeckunii aaroputm)

® VpoBseHb ncnpasnenuns ownbok (peanusauyusi KBAHTOBbIX
KOPPEKTUPYIOLLNX KOZOB)

u Pusmnyecknii yposeHb (Tpebyemble pecypcbl: 4ucio kybutos/
BpeMsi peanu3auun)
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«DPusnyeckasy peannsauusa anroputma [ posepa

L ypOBEHb MaTeMaTU4eCcKoi Mo4enn anropnutma

® Jlornyeckast mogenb (Bbibop obpaTuMbIX OnepaTopos,
peasin3ytoLmnx KpUnTorpapuyeckunii aaroputm)
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Peannzauus kpuntorpau4ecknx CxeM Ha KBaHTOBbIX
komnbtoTepax. Beibop cTpateruu

® Vicnonb3oBaHue BonbLIero KOANYECTBa KyOUTOB — MEHbLIEE YMCNO
onepauuii

B OrpaHuYeHne Ha KOJIMYECTBO KYOUTOB — yBENUYEHNE YMCNa
onepauuii
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Peannzauus kpuntorpauyecknx cxem Ha KBaHTOBbIX
komnbtoTepax. [Tpobnema utepaTueHbIX

npeobpasoBaHuii
R
X 128 6ut 128 6ut X
R
— —
o 128 6uT f(X)128 6ut 128 6ut  f(x)

o 128 éut 8 out

9(f(x

128 éut

Puc.: Poct uncna kybutos npm ntepaTnsHbix npeobpasoBaHusix
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Peanunsauns kpuntorpadun4ecknx cxeM Ha KBaHTOBbIX
kKomnbtoTepax. [1pobaema nocnegoBaTenbHbIX
npeobpasoBaHuii

—

128 6uTt 128 out 128 out
X I f(x)
—h
128 6uT 128 6UT 128 6ut
0 f(x) , 0

Puc.: KomneHcauunst pocta 4ucna KybuTos 3a cyeT BBEAEHUsi ODPaTHbIX
npeobpasosaHuii
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Peanunzaunsa anroputma KysHeuunk. JneMeHTapHble
npeobpasoBaHus

® CnoxeHue ¢ koHcTaHToll KoHcTaHTl — NOT (ogHokybuToBbIii
onepaTtop)

m XOR - CNOT (amByxkybuToBbliii onepaTop)

= AND, OR, NOR ... — (MHorokybuToBble onepaTopsbl, onepaTop
Toddponn — 3 kybura)

B nepecTaHoBKa buT — becnnaTHo
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Peanusauus anroputma Kysmveunk. CTpykTypHble
npeobpasoBaHus

® CnoxeHue co 128-6utHoii koHcTaHTol (= 64 NOT)

® Cnoxetue co 128-6utHbim kitodom (128 CNOT, gononHutenbHble
128 KybuToB A5 XpaHeHUs pe3ynbTaTa)

® Jluneiinoe npeobpazosanue

= HenuneiiHoe npeobpasoBanue
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Peannzaunsa anroputma KysHeuuk. JInHeiinoe
npeobpasoBaHune

Haumenbluee yncno onepaunii XOR nonyyaetcs B ciyyae 16
NPUMEHEHWTI CONMPOBOXAAIOLLEN MAaTPULbl MUHUMABHOTO MHOrOYJIeHa
JINHERHON peKyppeHThI, 3ajatoLLeil NnHeliHoe npeobpa3oBaHue
anroputma. Yucno onepaumnii XOR (CNOT) B Takom cnyqae paBHo
6640. Takxe 310 npeobpazoBaHne NOTpedyeT MCNOABL30BaHUS
AONONHMTENbHOrO 128 KYBUTHOro perncTpa Ajist XpaHeHust GaHHbIX.
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Peannzaunsa anroputma KysHeumk. HenuneliHoe
npeobpasoBaHune

B pabote Bopucenko u Jyk Xo «Algorithms for determining logic
circuit implementing Boolean Functions of S-box with minimum
number of logic elements» nonydeHo npeactasnenne ans
HenmHeliHoro npeobpasosanus nmetowee 245 onepaunii AND un 412
XOR.
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Peannzaunsa anroputma KysHeumk. HenuneliHoe
npeobpasoBaHune

MpocToii cnocob peanusauuy NOACTAHOBKM — C UCMONb30BaHUeM 248
[OMNOJSIHUTESbHBIX KYDUTOB BbIYMC/ISIEM BCE MOHOMBI. DTO noTpedbyeT
S°1_5 (8) = 247 npumenennii onepatopa Tocbdbonn. PesynbTupytouee
npeobpasoBaHne MOXeET DObITb NOyHeHO NyTem npuMeHeHns 412
onepatopos CNOT. lNMonyyeHHble 3HAYEHNSA [OKHBI ObITh Y4BOEHbI
OJ151 NPUMEHEHNS 0bpaTHbIX NpeobpasosaHuii. B pesynbrate nonyyaem

494 onepatopa Toddonu n 824 onepatopa CNOT.
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Peannzaunsa anroputma KysHeumk. HenuneliHoe
npeobpasoBaHuie

B uenom HenuneiiHbli cnoii notpebyet 254 fononHUTENbHBIX KybuTa,
16 - 494 = 7904 onepatopa Toddosnn n 16 - 824 = 13184 onepatopos
CNOT.
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Peanuzayusa anroputma KysHeunk. VTepaunorHoe
npeobpasoBaHune

VtepaymonHoe npeobpazosatne notpebyet 254 nononHNTENbHbIX
KybuTa 128 + 6640 + 13184 = 19952 onepatopos CNOT un 7904
onepatopos Toddonn.
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Peanunzaunsa anroputma KysHeuunk. BeipaboTka
NTEPALMOHHOIO KJTHOYa

BbluncneHne kaxkgoro nTepaLmoHHOro katoya 3ageiicteyert 8
UTEPALMOHHBIX NMPeobpa3oBaHusl, KOTOPbIE NCMOJL3YIOTCS NpU
npumeHeHnn 8 ntepaunii cetn Peiictenst Kk BxogHomy 256 KybuTHOMY
BekTOpY. HanoxeHue kitoya npn 3TOM 3aMeEHSETCS HAIOXKEHUEM
UTEPALMOHHOIR KOHCTaHTLI, 3adelicTBytOWMM B cpeaHeM 64 onepauun
NOT.

BripaboTka kntoda notpebyer 254 pononHnTeNbHBIX KybuTa

19952 - 8 = 159616 onepatopos CNOT, 7904 - 8 = 63232 onepaTopos
Todpbdponm n 64 - 8 = 512 onepatopos NOT.
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Peanunzaunsa anroputma KysHeunk. Kntoyesas
pa3BepTka

MNpueeneHHas npoueaypa BbinonHsieTcs 4 pasa. Takum obpa3om Bcero
OJ15 KIIOHEBOVi pa3BepTKn 3aaelicTyeTcs 254 LOMOMHUTENBHBIX
KybnTa 159616 - 4 = 636644 onepatopos CNOT, 63232 - 8 = 252928
onepatopoB Toddonu u 512 - 4 = 2048 onepatopos NOT.
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Peanuzayus anroputma KysHeunk. VlTepaymorHbie
npeobpasoBaHus

B anroputme KysHeunk ntepaymonHbie npeobpasosaHus
NpUMeHsoTCA 9 pa3 B NOJIHOM BUAE M OAUH pa3 — B BuAe bUHANLHOIO
HaJIOKeHUs KatoYa. DTo TpebyeT 254 nononHuTeNbHbIX KybnuTa

19952 - 9 + 128 = 179696 onepaTtopos CNOT u 7904 - 9 = 71136
onepatopos Toddonu.
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Peanuzayus anroputma Kysneunk. Obuyne 3atpaTsl

B pesynbtaTe Ham noTpebyetcs

254 + 128 + 256 + 254 = 892 kybuTa,

636644 + 179696 = 816340 onepatopos CNOT,
252928 + 71136 = 324064 onepaTtopoe Toddonn un
2048 onepaTtopos NOT.
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Peannzauus anroputma [poeepa. Obuime 3aTpathbl

Monb3ysicb BblpaXkeHUeM 13 paboTbl 4/ OLEHKM YUCIA PECYPCOB,
HeobxoanMbIx ans peanusauun anroputma [posepa M. Grassl, B.
Langenberg, M. Roetteler, R. Steinwandt, Applying Grover's algorithm
to AES: quantum resourse estimation nonyuaem ouenky B 1.6 - 2150
onepaTopos, n 892 -2 + 1 = 1785 kybuTos.

35/ 35



