KpMnHanuctnyeckmm aHanms RAM:
obHapyKeHune, pacwmppoBaHue u
MHTepnpeTaumna 3amnPpPoBaHHbIX

KpmMntorpapuyeckmx o6 eKToB U
OAHHbIX



AKTYa/IbHOCTb

[lony4yeHue ooctyna K
3alUMLLEHHbIM AaHHbIM C
nomoLulbto aHannsa RAM

KpUTnyHble gaHHbIe B KpUTHUYHble gaHHbIe
OTKPbITOM Buae 3aWNPPOBaAHDI

 Full Disk Encryption

* YyeTHble 3anucum
nonb3oBatenen OC

* [laponun ot Beb-canToB




1O, ucnonb3yrouwee mexaHusmol
3alWNTbl AaHHbIX B NAMATHU

NMporpammHoe MexaHu3m 3awmTtbl | 3aiMdPpoBaHHbIE
cpeAacTBo AdHHbIE

WinRAR 5.20 for CryptProtectMemory [laponb OT apxmBa
Windows (OC Windows)

KeePass 1.28 (Classic) CryptProtectMemory Kntou wndposaHua

(OC Windows) b
KeePass 2.28 CryptProtectMemory Mactep-naponb
(Professional)* (OC Windows)
1Password 5.1 for CobcTBEeHHan MacTtep-naponb
Mac** peannsaums

* KeePass Professional xpaHuTt katoy wndpoBaHua b1 B oTKpbITOM BUAae
** 1Password for Windows xpaHUT KAtoY WMPpPoBaHMA B OTKPbITOM BUAE



3alnTa YYaCTKA NAMATU HA YPOBHeE
npuKknaaHbix nporpamm B OC Windows

* PaccmaTpuaetca cnydam Windows 8.1 x64

* Mapa ¢yHKUMI CryptProtectMemory/
CryptUnprotectMemory (crypt32.dll),
yrnpaBaeHue nepeaaeTtca
CngEncryptMemoryEx (cng.sys).

* PasanYyHble BapUaHTbl 3aLlUThI:

o OtcytctBue npuasku (CROSS PROCESS)
o MNMpwuBAa3Ka K nonb3osatento (SAME_LOGON)
o MpusA3sKa K npoueccy (SAME_PROCESS)



Cxema paboTtbl pyHKLUUMN
CryptProtectMemory

cng!RandomSalt

CryptProtectMemory
(crypt32.dll)

CngEncryptMemoryEx

(cng.sys)

_EPROCESS!Cookie

_EPROCESS!TimeCreated

SHA-1

(cng.sys)

cnglg ShaHash




CtpyKtypbl cnglg ShaHash u
cng!RandomSalt

=/ b 91 el-bv3
“fb97dd7e ¢ 3c-00
“tb97dd86 |ee 00-00

“+th97ddoe |ee P0-00
“tb97dda@ |@: 6 ef-fe
“th97ddb@ {0 e 00 -00
“th97ddc@ [ 70 0600
“tb97ddde oe 00-00

Mowuck B namaTtu cTpykTypbl cnglg ShaHash ocyuwectsnaerca no
Haya/NIbHOMY 3ano/siIHeHUto pernctpos SHA-1 n annHe bydepa

cng!RandomSalt — maccus pazmepa 0x10 6aunt
Ona kaxxkaon sepcun OC Windows cmeuweHmne cng!RandomSalt

oTHocutenbHo cnglg ShaHash pa3Hoe, HO anAa Bcex Bepcui obe
CTPYKTYPbI PacnosioXKeHbl HA 0AHOU cTpaHuue obpasa namaTtu



Ctpyktypa EPROCESS

e 334a4a NOMUCKa M BOCCTAaHOBNEHUA CTPYKTYP
_EPROCESS peweHa (Hanpumep, MO Volatility)

* [logxon 3aKnt0YaeTca B NOUCKe CUTHATYpPbI
cTpyKTypbl _POOL_HEADER 1 B UCKAtO4YEeHUN
HeBepHbIX BAPUAHTOB HA OCHOBE aHa/M3a

3HAaYEeHUM Nosen NpeanonaraemMon CTPYKTYpbl
_EPROCESS



BbluncneHue Kno4a WwndppoBaHua
dyHKuum CryptProtectMemory

# nepBOHa4YabHOE 3aNO/JIHEHNE MAccmBa CTPYKTYpbl cnglg ShaHash
buffer = g_ShaHash.buffer

# 4-6anTtoBoe 3HayeHune nonsa Cookie ctpykTypbl _EPROCESS
buffer += process[ COOKIE ]

# 8-6aMTOBOE 3HAaYEHNE METKU BPEMEHMU CO3AaHMS
# npouecca n3 cTpyKtypbl _EPROCESS
buffer += process[ TIME_CREATED ]

# 0x10 - pasmep kntoya wndposaHua AES-128
key = SHA1( buffer ).digest()[ O : 0x10 ]

# maccms cng!RandomSalt
iv = RandomSalt




[NocTpoeHne MmHOXecTBa KAHAUAATOB B KNHOYU
u.wubposal-wm U BEKTOPbl UHULUUNATNU3aALUUNUN

MHoO»ecTBo

CTPYKTYP
cngl!g ShaHash

MHoOXecTBO MHoOecTBO
CocTasuTb napy
CTPYKTYP CTPYKTYP
_EPROCESS cng!RandomSalt

(kntoy wudposanHus, V)

MHoXecTBO nap
KaHAMAATOB B KNOYU
wndposaHma n IV




3awmndpoBaHHble CryptProtectMemory
aaHHble B MO KeePass, WinRAR

KeePass 1.28 KeePass 2.28 WinRAR 5.20
(Classic) (Professional)

NpeHtndumkauyua CurHaTtypa (Ha Mepen 6bydbepom ¢ CurHaTtypa,
3aWMOPPOBAHHbIX  OCHOBE AaHHbIX 3aWMPPOBAHHbLIMMU dUKCMpPOBaHHaH
AaHHbIX n3 damna b1 —  paHHbIMKM pacnonoxkeH AaauHa (0x100)
T™n QWORD nam DWORD c
LWNPpPOoBaHUS, pasmepom bydepa
4YMCNO payHa0B)
3awundposBaHHblie  Knatou Maponb, xew (SHA-256) Maponb
AdHHble wudposaHma bl ot naponsa
lNpoBepkKa [lpoBepKa no BannaHblie gaHHbIE B [NpoBepKa no
pacwundpoBaHHbIX ¢anny b/1 TepmunHax UTF-8, danny apxmsa
AaHHDbIX COOTBETCTBUE OAHOMY

n3 xewewn SHA-256

10



Control Panel Home

@ Device Manager

@ Remote settings

@ System protection

@ Advanced system settings

System

At 1® » Control Panel » All Control Panel ltems »+ System
View basic information about your computer
Windows edition
I Windows 8.1 Enterprise N I

© 2013 Microseft Corporation, All rights reserved.

System
Processor: Intel(R) Core(TM) i7-36100M CPU @ 2.30GHz 2.29 GHz
Installed memory (RAM): 2,00 GB
System type: Iﬁd—bi‘t Operating System, x64-based processor I
Pen and Touch: No Pen or Touch Input is available for this Display

See also
Action Center
Windows Update

Computer name, domain, and workgroup settings
Computer name: TestPC
Full computer name: TestPC
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00261-80244-06317-AA520

v &

am Wi

Search Control Panel 2

ndows 8

Desktop - WinRAR (evaluation copy) - O

File Commands Teols Favorites Options Help

About WinRAR

- = oK L
RN I s |
= s Adembime
; Cor e BTty | remepe
B cecret Alexander Roshal L
gsecnﬂ Published by win.rar GmbH
| deskt
%% Dropk
@ KeeP3
Dsecret
40 days trial copy
= L] Total 2907 bytes in 6 files

%15

izl ENG

09.03.2015
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System

At 1® » Control Panel » All Control Panel ltems »+ System

Control Panel Home

@ Device Manager

@ Remote settings

@ System protection

@ Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition

Windows 8,1 Enterprise N
© 2013 Microseft Corporation, All rights reserved.

System
Processor: Intel(R) Core(TM) i7-36100M CPU @ 2.30GHz 2.29 GHz
Installed memory (RAM): 2,00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: TestPC

Full computer name: TestPC
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00261-80244-06317-AA520

W

Desktop - WInRAR (evaluation copy)

File Commands Tools Favorites Options Help

£°

A

Marm
..

ase
gse
@ de
3 Dr

@Ke
Else

Archive name and parameters

Archiving with password

(V] Search Control Panel el

A

Enter password

winrar-5-password

1ge settings

product key

EImO Selected 19 bytes in 1 file

Total 2907 bytes i

n & files

=0 (> ENG %19

09.03.2015
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I'Ipm\nep WlnRAR 5 (3)

POAE7A28EA - P 00 00 B 00
POAE7A28FA4 ee ee ee ee aa ee PO 00 ee ae ee ee ee ee aa Pe
PPAE7A2904: 0P 00 0O 00 ©0 PO 00 0O | 00 PO 0O 00 0O PO 00 00
POAE7A2914: |60 0B 60 00 00 PO 00 6O | 60 00 GO 00 6O A6 6O 60
POAE7A2924: |AE E3 58 C@ 5A 5B 46 27 | 4D F9 @D 3C 10 E2 89 C2
POAE7A2934: |D6 S5A 30 6B 20 12 3F CE | 9C 82 2C 95 8D 1F 71 8A
POAE7A2944: |C8 8C B5 9E BA FB 9C 4A | 2C 3F 6E Al 20 49 4D 3F
POAE7A2954: |F8 5B 6E AB 1D C7 36 F7 | @6 E1 DE 19 4B 3B @D AA
PRAE7A2964: |C7 31 3E F9 19 E3 @C 66 | A8 DD 3F 35 59 04 63 F4
POAE7A2974: |13 8E 7A F7 63 85 88 81 | 97 F5 21 9A BC AE CF 7F
POAE7A2984: |E7 7A FF 76 47 (D @F D4 | 15 CC 1C 6F OF 28 E6 9B
PPAE7A2994: |16 9B ED AA 82 13 3A DE | D2 6@ 20 6A BS5 C8 06 D7
POAE7A29A4: |75 64 B5 2C 67 F3 AF ©C | 87 72 E3 DD 1C F5 37

POAE7A29B4: |15 5F 7F CA 52 BC @7 78 | 46 4E B6 AD 8F 7C DE 2F
POAE7A29C4: |DF 37 84 F3 67 A6 Al 35 | 4A 45 12 FB A8 FB F4 78
POAE7A29D4: |DF CD 2D 59 9F AB 62 14 | 2E 27 SE 40 85 F9 A7 C9
POAE7A29E4: |33 28 68 A3 F@ 99 C3 C2 | 16 E2 1B 86 FA CE 51

POAE7A29F4: |86 ©5 E3 75 81 8C 3C BC | ©E 72 B8 41 7F C3 82 1E
POAE7A2AB4: |16 59 05 0@ 4F 16 FB 71 | C3 A@ 3F 40 5C 72 F5 4A
POAE7A2A14: |00 F@ 45 16 BA 7D AC 39 | E4 @FE C3 7F B6 29 1F @OC
PeAE7A2A24: BT 6O 60 01 00 00 00 00 | VO PO PO OO OO OO 0O 60|
PPAE7A2A34: 0P 00 00 00 ©0 PO 00 GO | 00 PO 0O 00 0O 00 00 00
PRAE7A2AAA: 0GP 00 0O PO O PO @0 GO | 00 PO 0O 0O 0P PO 0O 00
POAE7A2AS4: OGP 00 GO PO ©P PO 00 GO | OO 9O GO 00 0O 00 00 00




0OEOBA680O:
0OEOBA4690:
0OEOBA6A0:
0OEOBA6EO:
0OEOBA6CO:
0OEOBA6DO :
0OEBOBAGED:
0OEOBAGFO:
0OEBOBA 700 :
0OEBOB4710:
0OPBOBA720:
0BEBOBA730:
0OEOBA740:
0BEBBBA4750:
0BEBOBA4 760 :
0BBBeBA770:

I'Ipm\nep WinRAR 5 (4)

@ winrar->5
B0 -passwor
e d

68

68

68

68

68

68

68

B8

B8

B8

6e

6e

6e

B obuien cnoxxHoctm nposeaeHo 10 ycnelwHbiX 3KCMEPUMEHTOB C
PA3ANYHbIMKN ANnHaAMM napons (Ao 128 cumBONOB BKAKOYUTE/IBHO)




System

At 1® » Control Panel » All Control Panel ltems »+ System

Control Panel Home

@ Device Manager

@ Remote settings

@ System protection

@ Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition

I Windows 8.1 Enterprise N I
© 2013 Microseft Corporation, All rights reserved.

System
Processor: Intel(R) Core(TM) i7-36100M CPU @ 2.30GHz 2.29 GHz
2,00 GB
Iﬁd—bi‘t Operating System, x64-based processor I
No Pen or Touch Input is available for this Display

Installed memory (RAM):
System type:

Pen and Touch:

Computer name, domain, and workgroup settings

Computer name: TestPC

Full computer name: TestPC
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product ID: 00261-80244-06317-AA520

File Edit View Tools

ld @ E €

Help

Lo Do L B R |

KeePass

BB

v & Search Control Panel el

am Windows 8
_ ol

L&l |

O

later.
KeePass Website

License

About KeePass

KeePass Password Safe

Copyright © 2003-2014 Dominik Reichl.
KeePass is 05| Certified Open Source Software.
The program is distributed under the terms of the GNU General Public License v2 or

Acknowledgements
Donate

Help

Component
KeePass

X5L Stylesheets for KDEX XML
KeePassLibC (1x File Support)

Status / Version
228

Installed

1.28 (e0176)

0 of O selected | Ready.

5:21

ENG

09.03.2015
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System

1 1® » Control Panel » All Control Panel ltems » System

Control Panel Home

@ Device Manager

@ Remote settings

@ System protection

@ Advanced system settings

See also
Action Center
Windows Update

View basic information about your computer

Windows edition
Windows 8.1 Enterprise N
@ 2013 Microsoft Corporation. All rights reserved.

System
Processor: Intel(R) Core(TM) i7-36100M CPU @ 2.30GHz 2.2% GHz
2,00 GB

64-bit Operating System, x64-based processor

Installed memory (RAM):
System type:

Pen and Touch: No Pen or Teuch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: TestPC

Full cemputer name: TestPC
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software License Terms

Product 1D 00261-80244-06317-AA520

File E

4 &

Search Control Panel

v O

0 of 0 sele

- |

@ Create Composite Master Key

Create Composite Master Key

am Windows 8

=

tmp'sam

Specify the composite master key, which will be used to encrypt the database.

A composite master key consists of one or more of the following key sources. All sources you specify will
be required to open the database. I you lose one source, you will not be able to open the database.

| [eee]

Master password: | keepass-professional-password-with-keyfile
TP ea, PassWorg.

Estimated quality:

I b= ., 2
I Key file / provider- | C-\tmp'wmr exe vl

| Create. .. | |ﬁ Browse... |

Create a new key file or browse your disks for an existing one. I you have installed a key provider
plugin, it is also listed in this combo baox.

Windows user account

is source uses data of the cument Windows user. This data does not change when the Windows
account password changes.

’i. If the Windows accourt is lost, it will not be enough to create a new account with the same
user name and password. A complete backup of the user account is required. Creating and
restoring such a backup is not a simple task. i you don't know how to do this, don't enable
this option.

| tep | [ ok

W =
J

f=h i ENG

5:23

09.03.2015
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Mpumep — KeePass 2 (4)

Admini

- 131115>97»1~ui7 ) §0m B>A>IrL vW\oid = E>E>IrL vW\oil ?[Q Passworde ng;2> ] ?E> > 98T GFNLG [ xBl>n$2k™ 18m GFMLG [ x
E>n$2k™ 18- GFNLG [ xBE>n$2k”™ 18 Y*abuc3[ "1vord> >» *73Yohe\->¥"n§ I *75Yoke\->¥"n§Ie op&>k®%/9k§atall>» Y*elbuc3["1vord
» e Y*ebuc3["1vord> >» B> g ]0tmV/ a0\ rMhie- caP#96([0>E>%3E(» 789c5ud8m> > s enle U3 J@F\9™"H>d=_ > ri 896 =ebC-E: B> skar
BB TrL vW\oil » E>E>TrL "v¥\o1i) » B>B>TrL vW\oil e E>E> Tri vW\oil = Dod® . CY/ "ke¥*35da keepass-profess§ keepa
ss-professional-= keepass-professional-p® ke¥ keer G~1ET>3{m >3320 ke B0vesscfomdO N doral196=21 s oav 1 "#SHR ()*
+,-./9 keepass-professionals AEE\ ] nBEEE | T>E5 5+ Firet-S30ba>uneiSe e(d;va~E>$e/: -» OwlE> = -08&ktU_4"+ D3:0jeX5-M[ap> [
8>h keepass-profeli keepass-profes¥ keepass-professional-password-with-ke& keepass-professional-password-with-keyd keepass
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SHA- 256( ’keepass professmnal password W|th keyfile’ ) =
1063ce908562ae6eece8db593151cbe9264b1de04bbf503142802fe81867a35f



Mpumep — KeePass 2 (6)

x64 Administrator

Checking password "keepass-profess’
Checking password "keepass-professional-"'
Checking password "keepass-professional-p’
Checking password "ke"
Checking password "kee’
Checking password 'Gw!E$>${m“lﬁde39'
Checking password "k’
Checking password ' 20v4
oral5=¢ Lo oav 1 "H#EUE () *F+, - /"
Checking password ‘keepass-professional”’
Checking password '"4le\]o:3B0| [Aes|"
Checking password 'Lit-S3@ba>uneis’
Checking password "e(d;vei-Blge/: -*
Checking password '@wlﬁﬂ
-08ktU_4""*
Checking password 'réDjeX5+M[A$b[8>'
Checking password "keepass-profe’
Checking password '"keepass-profes’
Checking password '"keepass-professional-password-with-ke'
Checking password "keepass-professional-password-with-key'
Checking password '"keepass-pro’
Checking password "keepass-prof’
Checking password '%QqutVEijtU§T+'
Checking password * .éq"'l.%rHQ@”%'
Checking password '1+q39hQTﬂ!MSM+'
Checking password "keepass-professional-pas’
Checking password "keepass-professional-pass’
Checking password "TAA5}Té->-U|Axt0"
Checking password "keepass-professional-password-with-keyf®
Checking password "keepass-professional-password-with®
Checkine password "keepass-professional-password-with-kevfile'
[+] Password found: keepass-professional-password-with-keyfile

E:\keepass\memory> t
1 2 E 5 6 7 8 9 1a 11 12

Yl
el # e v euns

3/9/2015




Cxema 3awuTtbl AaHHbIX B namatu NO
1Password (Mac OS X)

* Bce KpUTUYHbIE AaHHbIe (B TOM YunChe,
MaCTep-naposib) XPaAHATCA B
KPUNTOKOHTEUHEPAX

* laHHbIe 3aWwndpoBaHbl ¢ nomoLlbto AES-256,
K/HOUU WM POBAHUA B NAMATM NEXKaAT B
OTKPbITOM BMAE

* B KOHTEMHEpPE AaHHbIe XPAHATCA B KOAUPOBKE
UTF-8



lNocTpoeHne MmHOXecTBa KaHAUAATOB B
MmacTtep-naponu

MHoOecTBO MHOKEeCTBO KIHOYEN
KPUNTOKOHTENHEPOB wundpposaHuna AES-256

PacwndposaTb,
NnpPoOBEepPUTHb Mo
UTF-8

MHOXecTBO KaHANAATOB
B MacTep-naponu
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Mpumep — 1Password (1)

@ 1Password5 File Edit View Item Window Help @® OO Tuet17:09 Q =

1Password 5

Version 5.1 (510035)

NG web ore

Copy to Clipboard

-"\\ Lovingly crafted by AgileBits in
/[A—i\ __ Toronto, Ontario - Lansing, Ml - St. Thomas,
: - : Ontario * Aurora, Ontario * Plano, TX *

Peterborough, Ontario - San Francisco, CA - Fort
1 &= Worth, TX - Colorado Springs, CO - Markham,

‘ ‘ Copyright @ AgileBits Inc. All rights reserved.
|

OS X Yosemite T

Version 10.10

Mac

Processor 2,97 GHz Unknown

Memory 4 GB 0 MHz DRAM

Startup Disk MacSystemDisk

Graphics Display 128 MB

Serial Number VMWVk1p1ROIsBnMKkVtn5XhsA

System Report... Software Update...

e
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Mpumep — 1Password (2)

Step 1 - collect possible AES keys

Key count: /7569

Step 1 ran in 311 seconds

Step 2 - collect possible opdata blocks

Full containers count: 35

Step 2 ran in 287 seconds

Step 3 - generate dictionary

AES key = 3a99377ac3548a97c51046c706eal3dc2bd7blf21ad45f75b3a7dab344t4edife?

password = {"title":"Login 2","ainfo":"login2", "ps":@}

AES key = 9e8c8fe28f544A16c1137F4ede54b53atac®78493d549a4c99b3c44092294195

password = {"fields":[{"value":"login2", "name”:"username”, "type":"T", "designation”:"username”}]}
AES key = 3a99377ac3548a97c5t046c706ea3c2bd7blf21ad45F75b3a7dab344f4ed7fe7

password = {"title":"Login 1","ainfo":"login”, "ps":1}

decrypted data = 0000000000007b227469746c65223a224c616769622031222c2261696e6661223a226c616769622]

AES key = 35422038ededcb5715ada7+97bl1be®AS5t3abc390c34133+3758d4a806c859F 3¢
password = ||lpassword-mac-password-2
decrypted data = 00000000000000003170617373776172642d6d61632d70617373776172642d32
AES key = 08el137ed72f88bf+35360e489774614a8975279c22873ac48cla2fecBlelaechB
password = {"fields":[{"value":"login", "name” : "username”, "type”:"T", "designation”: "username”},{"
Step 3 ran in 2 seconds
otal passwords: 1924

B obuien cnoxxHoctm nposeaeHo 10 ycnelwHbiX 3KCMEPUMEHTOB C
PA3/IMYHbIMM ANNHAMK MmacTep-napons (ao 128 cmmBonos
BK/IIOYMTENBHO)




Pe3ynbtaTtbl paboTbl

HasBaHue MO Pe3synbTaT (Ha OCHOBe aHanAn3a obpasa namaATu)

1Password 5.1 BocctaHoBNAeHMe macTep-naponA
(Mac) (He3aBMcKMMmoO oT 610KMpoBKKM B/1)

KeePass 1 (Classic) BoccTtaHOBneHMe Katoda wudposaHmna b

KeePass 2 BocctaHoBNAeHMe macTep-naponA

(Professional) (B TOM Yncne, B cny4yae UCNoab30BaHUA
KntoyeBoro ¢anna n/mam npuBsasKn K
JIOKaNbHOMY MOb30BaATENIO)

WInRAR 5.20 BocctaHOoBNAeHMe NaposiAa OT apxXmBa
(Windows)
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Cnacmbo 3a BHMMaHuel



