KOHbepeHuus

@ PycKpunTto

Peannsaumna nosepeHHOM cpeabl
nna MoObUNbHbIX YCTPOMUCTB Ha base
ctaHaapToB TEE n Secure Element

Mwuxann Oynapes, BUOUT



O cebe

Muxaun lyaapes - 3KcnepT B 06n1acTu
TexHonormnm Java Card n 6esonacHocTu
MOOUNBbHbBIX YCTPOWUCTB, TEXHNYECKNM

KoHcynbTaHT Global Platform. $ inva




O Hac

jCardSim - peanusauua JavaCardc  « Kem ncnonbsyercs
OTKPbITbIM UCXOAHbIM KOAOM,

NONYYMBLLUAA CAMYIO MPECTUMKHYIO - Thales, Yubico, BMW, Audi

MUWPOBYIO MPEMMUIO ANA Pa3paboTUMKOB - SimplyTapp (Android HCE)
nporpammuoro obecneyeHus Oracle

Duke’s Choice Awards 2013. - ByHuBepcuteTax Bcero mmpa
ans obyyenHms Java Card




KpaTKoe coaepraHue

CraHpapt Trusted Execution Environment

ApxutekTtypa Secure Element u ee
peannsauma Ha nnatdopme Java Card

Secure Element n NFC
Android HCE n ero npumeHeHue

Samsung Knox Kak npumep peanm3aumm
NOBEPEHHOW cpeabl — NAOCbl U MUHYCbI



OCHOBHble NPUHLMNbI NOCTPOEHUA
noBepeHHOU cpeapl

KOHTPOAb LEeNOCTHOCTU NAATHOPMbI
3allmnuleHHoe XpaHuauLle
N3onmnpoBaHHaA cpeaa UCNONHEHUS
NaeHTnPMKaumna ycTpoucTea
AyTEHTUPUKALMA YCTPOUCTBA

— YnaneHHaa atrectauma
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OCHOBHble NPUHLMNbI NOCTPOEHUA
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N3onmnpoBaHHaA cpeaa NCNOJIHEHUA
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NPUNOXKEHMUA
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Cpepa ncnonHeHusa Java Card
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AyTEeHTUPUKaLUMA YCTPOUCTBA U
yAaneHHaa aTTecTauus
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BapuaHTbl peannsaumm
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NFC n Secure Element
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ARM TrustZone

ARM Cortex-A57
ARM Cortex-A53
ARM Cortex-Al7
ARM Cortex-Al5
ARM Cortex-A9
ARM Cortex-A8
ARM Cortex-A7
ARM Cortex-A5
ARM1176



ARM TrustZone
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Samsung Knox

s

OcHoBaH Ha ARM
TrustZone

OTCcyTCTBYET BblAE/IEHHbIN
Secure Element

3aKpbITaa IKOCUCTEMA
ANCTpMbbIOLUK
NPUOXKEHUN
MHOro4YncneHHbIN OWNOKU
N YA3BUMOCTU, CBAA3AHHbIE
C NpeBblIWEHNEM
NpPUBUNETNIN Y
Heao0BEePEHHOro Koaa



BbiBOAbI

Ha TeKywmm momeHT e AMHCTBEHHOW XOPOLLO
n3y4yeHHOU U GOpPMasIbHO ONUCAHHOU peanmn3aumnen
nosepeHHoM cpeabl Asnsaetca Java Card

Heobxoanmo co3aaTb OTEYECTBEHHYO MOAE/b
b6e3onacHocTn anga Java Card c yuetom TpeboBaHMM
PErynATopos

[apmoHun3auma n ctraHaapTtmlauma APl Java Card ansa
PabOTbl C POCCMUCKOM KpunTorpadpmen

Peannsayma Habopa TecToB A/18 NPOBEPKM
KOPPEKTHOCTU peanmnsaumm pocCMNCKOU Kpuntorpadpmm
B Java Card



[IOKyMmeHTaLMA 1N None3Hble CCbIJIKU:

* Global Platform (http://www.globalplatform.org)

* ARM TrustZone (http://www.arm.com/products/processors/technologies/trustzone)
* TEE Emulator (https://github.com/Open-TEE)

Email: dudarev@bifit.com
Twitter: MikhailDudarev
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