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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Ha3nauenue

o [IpennazHauen g mpeoOpasoBanus 256-OmToBoro kimoda K u 64-O0HTOBOTO
WHUIMaIu3upytomiero Bekrtopa IV mnocne mmdpoBanus ouepennsix 1024 Gait

(8192 6uToB, min 256 64-0UTOBBIX 0JIO0KOB) HHGOPMAITUH.

e 3amudpoBaHue U pacuinpoOBaHUE OCYIIECTBIISICTCS Ha OCHOBE IIH(PYIOIIETO

npeoOpazoBanus anroputma ['OCT 28147-89 B pexxume ECB.
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Oobo3Hauenus

o k [0] = K - HauajapHOE 3HAYEHUE KIIIOYA;
o |V, [O] = |V - mavanpHOE 3HAUCHUE HHUIIUAIN3UPYIOIIETO BEKTOPa,

e B mpornecce mudpoBanus |-ro 6J0Ka OTKpHITOM HHpOpMaruu pasMepa 1024 Oaiit

3HauYEHUe MHUIaIu3upyouiero sekropa |V, [I] HEKOTOPBIM 00pa3oM IpeodpaszyeTcs

B 3HAYECHUE IVn[i], 1=0,12,...

3ameuanue. RFC4357 wue onpedensem cnocob6 mooupuxayuu eexmopa |V, [i],
1=0,12,... 6 npoyecce wugposanus na coomeemcmeyrowem kuove K [i], 1=0,1,2,.... Byoem
cuumams, umo 1V, [I] 8bIPAOAMBIBACC HA OCHOBE HEKOMOPO20 CIYHALH020 OMOOPAINCEHUS
@ :Vy, =V, maxozo, umo go(lVo[i]) =1V, [I]

T.o. IV, [I] u IV, [i], 1 =0,1,2,... mosicHo paccmampusamo Kak He3A6UCUMbLE CLYUALHbIE

8eUUUHDBL, PABHOMEPHO pachnpedenentble Ha Vo, .
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Anzopumm

1. 1=0;

2. Iludpposanne 1024 Gaiit mrpopmaumn npu k[i] u 1V, [i];
3. k[i+1]= decryptECB(k[i],C);

4. IV, [i+1]=encryptECB(k[i+1],1V, [i]);

5. i=i+1, nepexod na waz 2 ancopumma.

256-6uToBas koHcTaHTa C — mapaMeTp aJiropuT™Ma

C= {OX 69, 0x00, 0x72,0x22, 0x64,0xC9, 0x04, 0x23,

0x8D, O0x3A, 0xDB, 0x96, 0x46, 0xE9, 0x2A, 0xC4,
0x18, OXFE, OXAC, 0x94, 0x00, 0xED, 0x07,0x12, '

0xCO0, 0x86, 0xDC, 0xC2, OxEF, 0x4C, 0xAS9, OXZB}
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

DYHKUUOHATIbHAA CXema

Koncranta C =(C;,C,,C;,C, ) €V, 3anaetr GpyHKuuio nmpeodpasosanus Kimoueit f.:
fc :( fcl’ fcz’ fc3’ fc4 ) Vs = Vs
rae fo (X)=decryptECB(X,C;):Vy55 = Ve, 1=1,2,3,4.

VX Vo T (X)=fo (X)I fe, (X)II fe, (X) I T, (X).

C
b ,
s C,
!

A
k[]] —| 7o KID) || Ze, RED) || Ze (RLD) | | /e, (K20
Vool b b
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Baoicnoe naoarooenue

B 3a0annoii koncmanme C noobnoku C, eV, Vi =14, paznuunvl. B cuny mozo, umo

Kagicooe uz omoopasxcenui fe , fc , e, fc, asusemes Qynkyueii pacuugpposanus, mo ons

KasHc0020 3HAYeHUs KIYa omoopadiceHue fC oo01a0aem Cce8oUCMBOM NOOCMAHOBOYHOCHU

cneoyruezo 8uoa:

VX eVy fe (X)# e (X), k=114, (1)
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Bepoamnocmnaa mooenn

[Tycts  {f,}| f,:Vsy >Ve,i=14, - COBOKyIHOCTb OTOOPAKCHMIl, HMMCIOLINX

pPaBHOMEPHOE paclpeielieHUe U 00JIaJatolluX YKa3aHHBIM CBOMCTBOM!
vxeV,, f, (x)= f(x), k=lel4.
COBOKYITHOCTH 3TUX OTOOpaKEHUH COIOCTaBUM OTOOpaKEHUE f
f=(f,f,, ff,).

Tak kak ucxomubiil ko4 K[0]€V,y cunmraeTcsi paBHOMEPHO PacIpeNCICHHBIM Ha
V,, TO ¢ yuyerom (1), HaumHass C NEPBOTO BBIPAOOTAHHOIO KII0OYAa HA OCHOBE
oroOpaxkeHuss f, s3eMEHTHI KIIIOYEBOM IOCICAOBATECIIBHOCTH k[l],k[Z],... IpUHAIICKAT

y’Ke MHO)kecTBy B V.., KoTOpoe onpenesnsercs cieayomumM 00pa3oMm:

B:{(xl,xz,x3,x4)|xi # X; €Vgy,1 # | 61_4}
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Bepoamnocmnaa mooenn

Baxno: [locne nepsoco waea anecopumma evipabomxu kuodeu «CryptoPro Key
Meshing», we oepanuuusas obwHOCMU, MOJNCHO cuumams, 4YmMo OdilbHeliuee
npeoopa30sanue Kioueso020 MHONCECMBA OCYWECMBAAemCcs HA OCHO8E NPOU3BOJIbHO20
CAVYAUHO20 OMOOPANCEHUS:

f:B— B,

20e |B|=2%(2* —1)(2* -2)(2* -3) =1,157-10"".
B cuny paBHOMEpHOCTH pacmpeneneHus otoOpaxkeHuit f,, i=14, Ha MHOXECTBE
Bcex oroOpaxenuit V., -»V,,, otobpaxenne f Takke uMeer paBHOMEpPHOE

pacmpeeiaeHe Ha MHOXKECTBE BceX oToOpaxkeHuii B — B.
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Mowinocms mMHOMCECmEa Karoyell

K., K,,K,,... — mociie1oBaTe IbHOCTh KJIIOUEBBIX MHOKECTB. JTa IMOCIEI0BATEILHOCTD
IPEJICTABIISICTCS B CICAYIOIIEM BHUJIC:
K, =K,
K, =B,
K, =f(B),
K, = 7(B),
O0o3HaYNUM |B| = N. 3nece u nanee mist Mo0bIX Iy, 1, € N, I, > I, TOT0XKUM H() =1.
J=lp
Ilpenao:xxkenne (Mupoukun, 2014). Ilpu ycrosuu, umo f:B—>B — coyuaiinoe
DPAasHOBEePOSIMHOE OMoopadicerue, 0 106020 I = 2,3,... cnpaseoiuso paseHcmeo:
N N—-r+1 N—(k+t) r+t+m-2
S8 3 3 (R ED S I Y R EE
t=1 I1=1
Ctpanuna 9
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

I'pagh npeoopazosanusn

Ky — YUCIIO IMKJIMYECKUX Touek rpada otodpaxkenus f :B — B:
Ky ZHXE B|x= f(x)t,tzl}‘.

Ilpu ycnosuu, umo f — pasnoseposmnoe cnyuaiinoe omobpaxcenue B — B,

cnpaseonusa acumnmomurxa npu N — oo

Ex, ~ ﬂ

o X

e

s npoussonvroco omodpasxcenuss . X — X nazosem eenuuuny u

K03 Guyuenmom cocamus npu r -kpamuou umepayuu omoopasxcernus f .
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

I'pagh npeoopazosanusn

CaencrBue. [IpedenvHas oyenxka O cpeoHe20 3HAYEeHUs Kodaghguyuenma cocamuisi

,uff) 07151 00006weHnol moodenu evipabomku kuoyel areopumma « CryptoPro Key Meshingy

2256
J8l
(r) 2

12
xoa(ppuyuenma cocamus 1.’ npu ¥ — o paena 2°°°, |—.
T

/2 .
npu I — 0 no NOPsAOKY pPAaHA —. JIna smanoHHoUu moodenu npeoenvbHAasi OYeHKd
T
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

I'pagh npeoopazosanusn

IIpennoxenue (Paaxonae u Opabikko, 1989). Ilpu  ycrosuu, umo f saensemcs

CAVYAUHBIM PABHOBEPOSIMHBIM omobpaxcenuem B — B, cnpaseonuea acumnmomuxa npu

N — oo:
E|K;|~(1-¢e™ )|B| (2)
rne 7,=0, 7, =€"7,i=12,.
OTtHolIeHUE O, 1 =12,... cpeTHUX MOIIIHOCTEH MHOKECTB BBIPA0aTHIBAEMBIX KITFOUCH

st aTanoHHoro cirydas u «CriptoPro Key Meshingy:

- £(K) i (1-e K] i (1-en)
K| (1-e™)B]  (1-e™)

K|
B

>1.
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Omauuumocmso

PaccmoTpuM mocienoBaTenbHOCTS BeipabatbiBaeMbix kirodeit k([1],k[2],k[3], ...
Ka)k 11 DJIEMEHT IOCIIE0BATEIBHOCTH NMEET BHI:
k[T = {(ka[i] ko [, ks [i], Ko [i]) 1 [i] ks [i] € Vigoi = § €1,4},
OnpenenuM HEOOXOAUMBIM O0BEM BhIPA0ATHIBAEMOr0 Marepuaia |, Ha KOTOPOM
MOXXHO  OTIHYHATH  PAacCMaTpUBAaEMyK  KIIIOUEBYI0  IIOCIE€IOBATEIBHOCTH  OT

ocCjaeI0BaTeIbHOCTH, (OPMHUPYEMOM HA OCHOBE CJIy4alHOTO PaBHOBEPOSTHOTO

oroopaxenus F V., ->V.,.
Kaxapii 9meMeHT X, €V, CiydaifHOil mocienoBatembHocTH {X |, 1=12,..

IpeacTaBuM B CICAYIOIICM BHU/JIC:

=(K ), X Ve, =14
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Omauuumocmso

& — caydaliHas BEJIMYMHA, paBHAs HOMEPY IIEPBOro 3JIEMEHTAa paccMaTpuBaeMoi

MOCJIENOBATEIBHOCTH {Xi}, 1=12,..., B KOTOPOM CYIIIECTBYIOT COBIABIINE IOI0JIOKH

JUIMHBI 64 OMTa pacCCMOTPEHHOTO BU/IA.

O06o03HauuM yepe3 W MHOXKECTBO 3JIEMEHTOB CIy4alHOM IOCIEA0BATEIbHOCTH {Xi},
1=1,2,..., BKOTOPBIX €CTh COBIABIINE OJIOKHU:

W ={(x1,x2,x3,x4)|3i¢ jeld:x =xj},

cI'o MOIIHOCTD.
W|=C22% (2% —1)(2% —2)+ C;2% (2% —1)+ C52% (2% —1) + 2* ~ 3,76-10%.

Bnagumup MuponkuH, Pyckpunto 2015 Ctpanuua 14



O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Omauuumocmso

Ipennoxenue. [lpu ycnosuu, wmo f:B—>B — cuyuatinoe pasnoseposmmuoe

0m06pa9fceﬂue, obvema mamepuaia 0715 6bIABJICHUA HepaeHoeeposAmHocmu

8blpa6amb16a€M0d nocnedosamelbHocmuy  Kiuroyeu cocmaesisiem 1 ¢ 6EPOAMHOCNIBIO

p=324-10"" H IWLG ,20e T €1, M5 \W|+1.

i=0

CaencrBue. B ycnosusx npeonodcenuss cpeoHee 3HaueHue mpedyemoz2o mamepuand,

HeoOX00UMO20 071 6blAI6JIEHUA HepaeHoeepoAnHocmu 6blpd6€lﬂ”lbl@d€ﬂ/t0d

noc1e008amelbHOCmu mmqeﬁ, cocmaejisiem

VosgWI[+L k-2

5256 T 5256
2 2
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

JInuna ompeska anepuooudHoCmu nOC1€006amelbHOCMU Ka1oYell

G — rpad orobOpaxenus f B 0000menHol cxeme amroputMma «CryptoPro Key

Meshing.

75 (X) - oTpesok amepuoamdHOCTH 0TOOpakeHns st ciydaiiHoi BepiuHbL X € B —

yuciio pedep rpadga G, MpOHICHHBIX W3 BEPIIMHBI X JI0 MEPBOrO IOIMAJAHUS B YK€

BCTpEYaBIIytOCs BepiunHy rpada G:
75 (X) = rtrlkn(t| £(x) e{x, F(X),... f“l(x)}).

[IycTh |B|= N.
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

JInuna ompeska anepuooudHoCmu nOCj1€006amelbHOCMU KaroYell

Ipennoxenue. (Komuun, 1984). Ilpu ycrosuu, umo f sersemcs cnyuatinvim

pasHoseposmubiM omoopadicenuem B — B, cnpasednuso

P{r; >xJ2N} —> e u Ez, = ‘/%

N —o0

CaencrBue. Cokpaujenue cpedneco o0Ovema mamepuaia, Heoobxooumo20 OJis
OMAUUECHUSL 2eHePUPYEeMOll NOCIe008AMENbHOCINU OM  CAVYAUHOU PABHOBEPOSIMHOU C

UCNONBL308AHUEM ONUHbI ompesKa anepuodulmocmu oA 06061/148HH01/7 cxemsl ajieopumma

2128

ol

«CryptoPro Key Meshing» omrocumenvro smanonnoil, cocmasisiem
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Coenaoenue ompeskoe nocjieooeameibHOCmeu Kiruei

Ipenaoxenue. [Ipu ycrosuu, umo f — cayuatinoe pasnoseposmmuoe omoopasicenue
k
B — B, npoussonvuvie epuiunvt X, # Y, €S obpaszyrom xoanuzuio npu omoopasxceruu f
C 8epOSIMHOCIBIO

P{ f k(xo): f! (yo);xo - yo} _ 2(C2 ;l(z:l +1)Nz4minﬂ<z’“'l)tﬁ1(l_ﬁj+

1 N—2 min(k,N-I) Cy -1 Co 2t —I( pz—pl—l)—;/—l( | j
5 b}

)0 YRED WD YD YRR | B EE

t=1  p,=max(0,c3) y=0 p,=max(0,cs) i=2 N

2o0e Clzcl(l,tl,a):{k_al_tl“Ll—l, C, :Cz(l,a): —

k-t —1+1

CS:cg(I,tl):{ | 1,c4:c4(l,t1)=[kitl—,

2t, +1(p,+1)—y—N
05=05(I,t1,p1,7/)=[ Sl ll )
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O HEKOTOPBIX BEPOSTHOCTHBIX XapaKTEPUCTHUKAX aJIFTOPUTMa BbIpaboTKU Kitoda «CryptoPro Key Meshing»

Buvieoowt

PaccmoTpeHHBIE BEpOATHOCTHBIE xapakrtepucTukm «CryptoPro Key Meshingy»
CYIIECTBECHHO OTJIMYAIOTCS OT XapaKTCPHUCTHUK ISl STAJIOHHON MOJICIIN.
Otnuuune:
— IPONOPIHOHAIEHO OTHOIIICHUIO MOIITHOCTEH MHOXKECTB (DOPMUPYEMBIX KIIOUCH
Ha KaXXIOM M3 IIIaroB aJropuTMa BEIPAOOTKH KIIOUCH (XapaKTEPUCTHKA CKMMACMOCTH
KJIFOYEBOT'O MHOKECTBA),
— IPONOPIIMOHATIEHO KOPHIO 3TOTO OTHOIICHMS (OILICHKA Ha CPEIHHM MaTepHall
IUTS BEISIBIICHHSI HEPABHOBEPOSTHOCTH).
Cy11eCTBEHHBIN HEJIOCTATOK:

MHOKECTBO BhIPa0aThIBAEMBIX KIIOUEH CTPYKTYPHUPOBAHO.
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