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App1

Dalvik

Process
(UID 10000)

App2

Dalvik

Process
(UID 10001)

system_server

Dalvik

Process

(UID 10001)

A A

(/data/.../...app1 )

Linux kernel

(/data/.../...app2 l

/sys/*
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App1 App2 system_server
Dalvik Dalvik Dalvik
Process Process ‘Process
(UID 10000) (UID 10001) (UID 10001)
4 A
(/data/.../..app1 ) (/data/.../...app?2 l /sys/* | /devi* )

Linux kernel
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@aiin Tpaska [lonck Buwa Koagwposkw Cuntakcwc  Onuwn  Makpocer  3anyck  oarmeer Oxna 7 X
cHERRLAldaDloae/ty tEBR 1EDRLD EEDBE| EE

[ msastore 20120122 1 db enpt £/ [=] msgstore-2012-01-22 1.db ml

Addrezs o1 2 3 4 52 &6 7 8 % a b o d e f Dump i
00000000 53 51 4c 6% 74 65 20 66 f 72 6d 61 74 20 33 00 sSQLite format 3.
00000010 10 00 01 01 00 40 20 20 00 00 00 14 00 00 00 O7 ..... B o
00000020 00 QO 00 00 00 00 00D OO0 00 00 00 03 00 00 00 04 .. iine i i i e nnnnn
00000030 00 Q0 00 00 00 00 00 07 00 00 00 01 00 00 00 01 .. wwne e nnnnn
00000040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 v uuuuueeerrrnnnn
00000050 00 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 1d v wwne e e e e rnnnn
00000060 00 2d e2 23 O0d Oc c2 00 05 0Ob £f9 00 0d 9% 0d 47 .-B#..B...m..™ .G
00000070 Oc c6 Ok f£9 O0c 8f 00 00 00 00 00 00 00 00 00 00 ..M weeeerrnnn.
0000008000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e e e rnnnn
0000009000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e e oo nnnnn
0000008000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e s un oo oo nnnnn
000000000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e oo e rnnnn
000000cO |00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e n e oo e e ennnn
0000004000 00 00 00 00 00 00D 00 00 00 00 00 00 00 00 O0f. e n e e e e nnnnn
000000e0 00 Q0O 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e oo rnnnn
000000f0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e u e e e oo nnnn
0000010000 Q0 00 00 00 00 00D 00 00 00 00 00 00 00 00 O0f. e e e e e e nnnnn
0000011000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e e e e rnnnn
00000120400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e u oo oo ennnn
00000130400 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e n e e e e e nnnnn
00000140400 Q0 00 00 00 00 00 Q0 00 00 00 00 00 00 00 O0f. e e e e e e nnnnn
00000150400 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e wuue e oo nnnnn
0000016000 Q0O 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e et e nnnnn
0000017000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. e e e e e e nnnnn
0000018000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 O0f. v wuuu e e oo nnnnn

0000019000 Q0 00 00 00 00 00 00 00 00 00 00 00 00 00 O00f. ... v vnnnn
ONNnnTan 0N NN 0n nn nn nn 0n N0 AN nn nn nn nn nn 0N nm =
Hex Edit View nb char: 28688 Ln:0 Col:9 Sel:8 Hex BigEndian INS
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@aiin Tpaska [lonck Buwa Koagwposkw Cuntakcwc  Onuwn  Makpocer  3anyck  oarmeer Oxna 7 X
cHERRLAldhbloaeity 2 EBER 1[EDRLD EEDBE| EE

[=] msgstore-2012-01-22 1 db crypt mlEmsgsthJQGPZZW db ﬂl

Addrezs o1 2 3 4 52 &6 7 8 % a b o d e f Dump i
00000000 49 ef 23 ae ff £9 75 Oe c6 cd 5c a0 a5 9f 2d 35 Io#®amu.FH\.Tu-5
00000010 39 b e8 0b 21 60 bb £7 d%9 11 b3 47 37 2d 77 12 9%. | "»ull. iG7-w.
00000020 21 40 6% 08 b0 91 da b9 5e ad ac Oc 00 &3 09 7e !Pi.° BB —..D.~
00000030 57 2e 93 2f b2 5d 5d 20 de 30 10 29 df 47 0d 25 w.™/I]] L0.)AY9.%
00000040 8d 1b eb cb 19 23 f0O f4 f2 1a 27 8c 2a 8d 4d 92 ..nE.#pdr. "B*. M’ AES—192—ECB
00000050 90 2d £3 71 3f 31 98 59 5d a0 26 50 ad 07 c9 40 .-yg?l.¥Y].&P-.HG

00000060 4d 48 4f 14 ed 28 71 08 a8 8b df fb ba fb e7 el MIO.u(q.E<dmemust

00000070 38 81 8c 33 30 f5 39 74 82 67 54 a7 90 &5 a5 0d 8.HB30x9tRgTE. €.

000000808d 1b eb <5 19 23 f0 £4 f2 la 27 8c 2a 84 4d %2|..nE.#pdr. "B*. M’

00000090 )8d 1b eb b 19 23 f0O £4 f2 1la 27 8c 2a 8d 4d 92|..xnE. #pdr. "B*. M’

000000a0)8d 1b eb cb 19 23 f0O f4 f2 1a 27 8c 2a 8d 4d 92|..nE.#pdr. "B*. M’

0000000 I8d 1b eb <5 19 23 f0 £4 f2 la 27 8c 2a 84 4d 9S2|..nE.#pdr. "B*. 1

000000c0)8d 1b eb b 19 23 f0O f4 f2 1a 27 8c 2a 8d 4d 92|..nE. #pdr. "B M’ Key = ConSt
000000d0§8d 1b eb <5 19 23 f0 £4 f2 1la 27 8c 2a 8d 4d 92|..nE.#pdoB*. M’

000000e0|8d 1b ek <5 19 23 f0 £4 f2 la 27 8c 2a 8d 4d 92|..nE.#pdr. "B*. 1M’

000000f0)8d 1b eb b 19 23 f0O £f4 f2 1a 27 8c 2a 8d 4d 92|..nEl#pdr. "B*. M’

00000100f8d 1b eb <5 19 23 f0 £4 f2 la 27 8c 2a 8d 4d 92 TnE.#pdr. "B M’

00000110f8d 1b ek <5 19 23 £f0 £4 f2 la 27 8c 2Za 8d 4d 92|..nE.#pdr. "B*. 1M’

00000120)8d 1b eb b 19 23 f0 £4 f2 1a 27 8c 2a 8d 4d S2|..nE.#pdr. "HB*. M’

0000013008d 1b eb <5 19 23 £f0 £4 f2 la 27 8c 2a 84 4d %2|..nE.#pdr. "B*. M’

00000140)8d 1b ek b 19 23 f0O £4 f2 1la 27 8c 2a 8d 4d 92|..xnE. #pdr. "B*. M’

00000150)8d 1b eb cb 19 23 f0 f4 f2 1a 27 8c 2a 8d 4d 92|..nE.#pdr. "B*. M’

00000160f8d 1b eb <5 19 23 £f0 £4 f2 la 27 8c 2a 84 4d %2|..nE.#pdr. "B*. M’

00000170)8d 1b ek b 19 23 f0O £4 f2 1la 27 8c 2a 8d 4d 92|..xnE. #pdr. "B*. M’

00000180)8d 1b eb cb 19 23 f0 f4 f2 1a 27 8c 2a 8d 4d 92|..nE.#pdr. "HB*. M’

00000190)8d 1b ek b 1% 23 f0 £4 f2 la 27 8c 2a 8d 4d 92|..nE.#pdr. "B*. M’
ONnnnlan 8d 1k ekl -5 140 23 fn F£4 £2 15 27 9~ 22 24 44 a7 ok #rdm THE ML =
Hex Edit View nb char: 28688 Ln:0 Col:9 Sel:8 Hex BigEndian INS
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@aiin lpaeka [owck Bwa Koampoekm Cwetakcwc  Onuww  Makpocer 3anycek  [Moarwder Okna 2 X
cbHR s LBl4aRI2ciagl+ < BEIZ1ECEDCEEE G sH

[E= magstore.db enypt5 &3 =] msgstore.db crypt5 Eil

Address o0 1 2 3 4 5 & 7 8 9 a kb ¢ d e f Dump m
0oooooo0 05 65 d3 48 £7 c0 72 df 4k 30 7k 49 54 47 19 8¢ .eVHuUArdKO{I]G.B
0ooooo1o 79 76 88 0f ald 02 3b 9 63 7f OUe aa 39 83 b8 7 vve€...; »C..C90E3
00000020 60 ed 3d d3 1k 79 3e 05 T7a aa 79 d6 42 29 c2 £9 "mw=V.y>.zEylB)Bm
00000030 72 26 86 12 de dé ff b0 44 9e 3b 4d 39 d2 al al r&t.lIs"Dn;MSTYY
00000040 al a5 93 21 f4 5a c5 a4 37 ©5 b9 2d 05 ca 24 Se ¥ !¢ZE=7ER-.KSHB
00000050 £7 55 55 dS 58 fO c8 32 eb Oa &2 £8 eb 37 78 5f wUUNl.pHMin.bmn7x
00000060 2d ec 34 b7 56 7c £5 4c 83 7f 40 4d 23 72 98 b6 -m4 -V |xLr.e0MEr.q
0oooo070 3k 00 14 01 93 b8 %9a d8 3f 9c 60 73 8c ac 05 00 ;... ERI?® sH. .
00000080 4c 72 d9 8e ed 6d 3c 4d 2f aa bl 27 06 lc 02 48 LrIRum<M/cx'...H
00000090 43 82 1c 5c be b3 1c 34 19 3b 20 0a 7f ee 38 61 C,.\J1.4.; ..08a
000000al0 d7 bd 5b 7c bl 7e cb 27 8c 2c¢ f6 42 d6 2a 59 25 Ur[|+~JI'EB, uBLI*Y%
000000k0 fa 9%9a 9d 44 5e £5 25 66 £3 eb 06 b2 ba fe ea a7 =rB.D x%fvn. Iewox§
000000c0 52 12 af 42 43 80 % 98 3c 7e la el 1d 40 6d Sb R.IBCH>.<~.5.Em>
000000d0 c6 %9a 7o 43 1d 56 ba lc 4c al 09 £0 05 e8 f2 05 Er{C.Ve.L¥.p.uoT.
00000020 29 eb 8a 27 7a 03 97 7d £f5 59 7a af ef el Oe ad #ink'z.—1xVzInb.=
0D00000f0 d3 eb 76 c6 fb 1lc b3 92 9k 3e £7 e0 c3 30 a7 58 VrviEe. i’ »>ual' 08X
00000100 c3 4k 21 01 de al 67 c2 cO 7o da 6c df ad 7e c8 I'K!.E¥gBA{BlA-~K
00000110 a7 7b 21 66 fe 39 d9 9d £5 de 12 68 ¢3 38 a0 O0d §{!fwooll.x0.hl'8..
00000120 £ff 7d ee 55 31 dc d8 f£9 Oe 62 £8 5d 99 29 48 cc A2}oUlbllm. bm]™)HM
00000130 7c 24 dé f0 aa fd 6e dc c5 £5 af ¢c5 86 b0 90 06 |SlpEanbExIEt®..
00000140 51 36 94 45 bk 06 58 cb 45 75 aa 54 98 ac 0d 57 Q&"E».XJIEUcT.—.W
00000150 &3 11 a2 0Ok 73 35 11 66 12 36 2a fa £6 £2 cO bS5 r.¥.35.f.6*pmrAn
00000160 3a 7a £5 b6 bl eb 88 e6 el b0 kb 02 39 3f 4 79 :zxTtae=c"». 920y
00000170 1d 7f cd 14 3e dS 96 87 3f bbb e5 7k 85 &3 40 a% ..H.>I-f7?»e{erl@
00000180 ¢3 a5 17 43 71 46 d7 d1 49 02 fc a2 9f 7a 4b f0 I'T.CgFUCI.nyuzEp

00000150 b2 02 5a e8 cf 71 fl 3e 8k 5c da 3k 456 5S4 72 £8 I.Zullgc><\b;F”rm
ANNNnlan 7?5 OFf a9n 77 30 ok 77 ~a A3 A9 A7 Al Al 59 31 eac So—arOTw O hlT e Y T 7
Hex Edit View nb char: 45072 Ln:0 Col:9 Sel:8 Hex BigEndian INS
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MD5 ——{H—— Key

Account >
DataBase > AES-1£:9:2-CBC > db.crypt5
IV = const
OO o OXYGEN © OxecnmxeH CodpTaep, 2000-2015 .
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DataBase

Key File

A4

Qo
o o OXYGEN
°9 e SOFTWARE

\\4

AES-256-CBC
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Key File

A4

DataBase

&

AES-256-CBC

Qo
o o OXYGEN
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I ) Tabnnunbiii eua I .2/ Broku yaanerHbIX AarHbIX

# | 5|id |extrafiag |friendun |isValid |isread |issend |istroop  |longMsgCount |longMsgld  |longMsgindex | msgData | msqld
1 1 0 1 1 2 0 0 0 0 o1 1
2 2 0 1 1 2 0 0 0 0 %-+J-T SV eq¢ ly—-RS—, 2
3 3 0 1 1 2 0 0 0 0 drixPAUL~QD 1JQVzvQ+ 3
4 - 0 1 1 1 0 0 0 0 4
5 [V s 0 1 1 1 0 0 0 0 5
6 6 0 1 1 1 0 0 0 0 6
V] 7 0 1 1 1 0 0 0 0 RTUQPVQTQURYSVQR 7
8 8 0 1 1 1 0 0 0 0 RTUQPVQT 8
9 M 9 0 1 1 1 0 0 0 0 RTUQPVQT g
10 10 0 1 1 1 0 0 0 0 yi~z{zl 10
11 11 0 1 1 1 0 0 0 0 yi~vz{321 11
< | m
@-#- -0 -JHhdaA B
00000000: | 02 04 05 01 00 06 01 04 | 01 05 02 09 03 06 01 ozl ................
00000010: | 04 05 01 00 06 01 04 01 | 05 02 09 03 06 01 02 04 | vvvevvennennnnnn
< | I ]
Tabanue: 35 SnemenTo! SHA-2 Hash: 64f08d0cd792a6171238eb74090618dc05260c4bd ddff622724bada3d ad764f6
9
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T

er

7 KakaoTalk.db - Oxygen Forensic SQLite View

®Daiin WHcrpymenter Mogaepskka Cnpaska

oo ||y nean -

(g;qHacrpoifnm @9 Crpasxa

&JTasMH - ‘@ Tabrusreiiieva | 12/ BnoKy yaanerHbix aakHbX
T android_metadata (1/0) # 1@|_’d Iid ItVDe | chat_id w |messagef
m e T Fousy it ) oy gy i
- chat_logs_(19/0) 12 [ 12 765110413296805888 1 93397115766210 139457536  Ic6FNmk22dMZNtVRZ-+QjtV3rIAgJI +B5NGiugpfME]S 1S0AbG48p 4k +1nXallt. .
= @m d’at—'°°"‘f (I1/0) 13 13 765110513624496128 1 93397115766210 160650040  DrsNmjslAy5Z39+e5wkNznDsFcVpIAIKTsUBCy 1wRQI=
Em d:t—se"dfng—f’gs (©/0) 14 14 765110640074373120 16 93397115766210 160650040  rmHw2GWSRXgUDKT 3NSRfcFr 1qVfs/efOPoD7TLR{7FDRGB 138vymcOBMYQh2X. ..
Em 5 I_ema—'“'g’a“""s /o) 15 15 765111155176908800 1 9339711576210 139457536  L1UCVE3VO7IaQyTGFBWC 12PQZZyom40A 1p|318/91ZE =
™ E sdlite_sequence (/o) 16 16 765111245429880832 1 93397115766210 160650040  J+RaHPUIbpUcWH/LOrHUxg==
L 4 17 17 765111313620875264 1 93397115766210 QY248UGI0IpLEKhCXICOVrcH 1aMKSIL0414/5kn50dM=
18 [¥] 18  765111357828900864 1 93397115766210 139457536  487Hsm5ShxITzSFqt2/z60==
19 19 765111404343732224 1 93397115766210 139457536 W6CS/A14CDccoSTalosUKw==
< m ]
E-F-A-@0-c MA@ B
00000000: | 71 59 32 34 38 55 71 69 | 4F 4A 70 4C 45 6B 68 43 | q¥248UqiOJpLEKAC
00000010: | 58 44 43 4F 56 72 63 48 | 31 61 4D 4B 53 49 4C 30 | XJCOVrcH1aMKSILO
00000020: | 34 49 34 2F 35 6B 6E 35 | 30 64 4D 3D 414/5kn50dM=
3akaHumnsaerca yepes 35 gHein Twn daiina: sqlite Pazmep daiina: 56 Kb Tabnuuer: 6 3nemeHTbI SHA-2 Hash: 4b026e73e0116a5525fcf2c6ac2a582a2831e62:

Qo
Qo o OXYGEN
°9 e SOFTWARE
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password = const salt iteration count = const
PKCS#12 PBEWITHSHA1AND256BITAES-CBC-BC

A4

Msg > AES-256-CBC > EncryptedMsg
il
(+] OXYGEN © OkenmxeH Codtaep, 2000-2015
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key.dat

password kdf iter Salt | IsPassword | RndKey
] I ,
PKCS#5 PBKDF2 HMAC SHAI | B« const
v

bJI —— SQLCipher —» threema.db

9
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* Internal Storage

* lLiIndposaHme
— C PUKCHMPOBAHHbIM KIHOYOM
— C KNto4OM, NMPUBA3aHHbIM K Y4ETHOM 3anncu

— C KNto4OM, NPUBA3aHHbIM K YCTPOUCTBY
* [laponb oNAa NPUNOXKEHUA
* [INHammnyeckaa 3arpyska gaHHbIX

9
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0 MlpeanbHOro Bo BCex OTHOLLEHUAX
peweHnA NOKa HET

o MeToapl 3aWMTbl MUHTEHCUBHO
PA3BMBAIOTCA

© Ha aaHHbIN MOMeHT obecneymnBaeTcs
3allMTa OT OCHOBHbIX Yrpo3

o lMouemy 6bI Google He NpeanoXNTL
YAOOHbIN N HaAEXKHbIN MEXaHU3M
LEHTPaIM30BaHHOM 3aLWLUTbI

9
9 00 OXYGEN © Okcumxer Codreep, 2000-2015
°9 @ SOFTWARE http://WWw.MOBWbHbIA-KPUMUHANNCT.pd 19



o OXYGEN © OkenmkeH Codtaep, 2000-2015
J SOFTWARE http://WWw.MOBWbHbIA-KPUMUHANNCT.pd 20
09 @ 4.

00_




CMNACUEO 3A BHUMAHWE!

=

9 .
9 GQ OXYGEN © Okcnmxe Codraep, 2000-2015
el SOFTWARE http://WWw.MOBWABHBIA-KPUMUHANNCT.pd 21
09 ;



(] -

o 00 OXYGEN © Okcnmxe Codraep, 2000-2015
oY @ SOFTVARE http://WWW.MOBMALHBIN-KPUMUHANNCT.pd 22
0 9 :




Kopwposkw  Cunrtakcwe  Onywn  Makpocer 3

FELLELT FELIELITIE B8 % BOE | b8 sEe

| Addrezs o1 2 3 4 52 &6 7 8 % a b o d e f Dump |l

| oonooooo 51 69 70 41 72 63 68 69 76 65 46 69 Gc 65 56 65 QipArchiveFileVe
00000010 72 30 32 1a 00 00 00 68 83 72 61 02 00 OO0 00 Tc ;02....hcra....|
00000020 31 Q0 00 00 00 1la 0D OO0 00 68 63 72 61 77 00 OO Ll........ hcraw. .

00000030 00 67 73 6d 6e 4a 00 00 00 Vb 39 37 35 37 33 45 .gsund...{37573E
00000040 31 42 2d 32 35 43 32 2d 34 32 32 32 2d 41 35 45| 1B-25C2-4222-A5E
00000050 33 2d 43 32 43 43 35 34 30 46 30 41 44 45 7d 62 3-C2CCS40F0ADE}DL
00000060 62 72 6f 64 72 69 67 75 65 Va 40 71 69 70 2e V2] krodriguezlagip.r
00000070 75 7o 73 6d 65 74 68 Ze 73 74 61 6e 40 71 69 VOl ulsmith.stanBqip
00000080 Ze 72 75 0Z 00 00 00 QOO0 10 00 00 00 00 00 a3 76f rlU.weeeeeeenn Jv
00000090 87 d4 41 05 00 00 00 31 35 3a 31 30 77 00 00 0Of #¢A....15:10w...
000000a0 67 73 6d 6e 82 00 00 00 &7 73 6d 6e 4a 00 00 00f gsmn, ...gsmund. ..
0000000 7k 39 37 35 37 33 45 31 42 2d 32 35 43 32 2d 34) {97573E1B-25CZ2-4
000000c0 32 32 32 2d 41 35 45 33 2d 43 32 43 43 35 34 30| 222-A5SE3-C2CC540
00000040 46 30 41 44 45 7d 62 62 72 6f 64 72 89 &7 75 65| FOADE lbbrodrigue
000000e0 7a 40 71 68 70 2Ze 72 75 Fc 73 6d 69 74 68 Ze 73| zBgip.ru|smith.s
000000f0 74 61 6e 40 71 69 70 2e 72 75 02 00 00 00 01 10f tan@gip.ru......

00000100 00 Q0 00 00 00 cO 76 87 d4 41 10 00 00 00 31 35 ..... AviOA....15
00000110 3a 31 32 20 32 38 3a 30 38 3a 32 30 31 33 82 00 :12 28:08:2013, |
00000120 00 00 87 73 ed 6e 82 00 00 00 &7 73 6d 6e 4a 00] ..gsmn,...gsnnd.

00000130 00 00 Fkb 39 37 35 37 33 45 31 42 24 32 35 43 32)..{97573E1lB-25C2
00000140 2d 34 32 32 32 24 41 35 45 33 2d 43 32 43 43 35| -4222-R5E3-C2CCS
00000150 34 30 46 30 41 44 45 7d 62 62 72 6f 64 72 69 67| 40F0ADE }bbrodrig
00000160 75 65 Fa 40 71 69 70 Ze 72 75 7c 73 bd 69 74 68| uezlgip.rulsmith
00000170 2= 73 74 61 6e 40 71 69 F0 2e 72 75 02 00 00 00f .stanBgip.ru....

00000180 02 10 00 00 00 00 80 e8 00 b5 dl 41 10 00 00 00| v..... P pCA. . . .
00000190 31 35 3a 31 35 20 32 38§ 3a 30 38 3a 32 30 30 37| 15:15 235:08:2007
ONnnnl1=an L2 NN o nn NN w7 73 AAd Re B2 NN N0 NN A7 73 AAd Re ST T et T
Hex Edit View nb char: 1074 Ln:1 Col:1 Sel:0 Hex BigEndian INS
9
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DQaiin Mpaeka [Howck Bug Keogwpoekw Cwntakcwe  Onuww  Makpocer 3anyck  Maoarvner Okda 2 X
cHHBE 2B kDRt EBR S 1EIELCENNRE|IBSE

|=] SecureSMS-Preferences xml E3 |

1 <?xml wersion='1.0"' encoding='untf-8' standalone='yes' 2>
2 [H<map>
& <string name="pref identity public curve25513">BbEu3CShNEniDFZVIMKG6Z0MezdtL] GdyXR2FtOnS Tgoxd</string>
4 <boolean name="passphrase initialized" wvalue="true" f>
& <string name="pref identity private curve25’513" >1bmhEN6403Wa+WH1l=T7C0eDaphAqexFWnEAKWrZp2 971ALBVIKOESMEnzMvp/ /poHT]
6 <string name="master secret'>yafOoi+uTiQY6fD2fiCiéedben0SXgdelN] HHQSU/ 1ps /Fr/ 1P EAHENE8Q0VAThFRIXOMAo31jvxE31tzssL9:
T <string name="asymmetric master secret ourve25519 private">xjBEBJooQi TCoo/+yTwvHxzfUFfACATa=xrJRNLA1 yFRpVEX zFggZ 9]
8 <int name="passphrase iterations" wvalue="1250" S
9 <string name="mac_salt.">‘£pXrBCOnJ(K4VgH4oo/w44g='<."string>

10 <string name="encryption salt" >6RADQR3gjwayLD/6ZZsrFg=—</string>

11 <string name="asymmetric master secret curve25515 public":>BSyT5B1 InRtofrgGSU22 fFrLBT3IKT94iWEC2VnODJIzks </ string>

1z -/ map

i3

4 | 1 | b
eXtensible Markup Language file length: 993  lines:13 Ln:1 Ceol:1 Sel:0|0 UMNIX AMSI as UTF-8 INS
9
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SecureSMS-Preferences.xml

A4

PKCS#12 PBEWITHSHA1AND256BITAES-CBC-BC

Msg

A4

9 9
(+] Qo OXYGEN
00 O SOFTWARE

Vv

AES-256-CBC

© OkenmxeH Codteep, 2000-2015
http://www.MO6UNbHBIN-KPUMUHANUCT. P
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EncryptedMsg
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-

MTProto encryption

to be encrypted
shared key (auth_key) salt session_id payload * padding
persistent, generated via DH 64-Bit 64-Bit 0-15 bytes
Note:

msg_key -
128-Bit SHA-1

KDF
multiple SHA-1

AES key
256-Bit

AES IGE IV

256-Bit

Payload always contains time,

length and sequence number
to be checked by the receiving
party after decryption.

AES |IGE Encryption
auth_key_id msg key

embedded into transport protocol (TCP, HTTPR, ..)

NB: after decryption, msg_key must be equal to SHA-1 of data thus obtained.

© OkenmxeH Codteep, 2000-2015
http://www.MO6UNbHBIN-KPUMUHANUCT. P
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Daiin Wnctpymentol Moaaepxka Cnpaexa

Poron | o e

&irsﬁrmu A

ERT chat_settings (1/0)
BT cats (1/0)
BB T contacts (2/0)
ERT dalogs (4/0)
EBT enc_chats (2/0)
BT enc_tasks (0/0)
BT meda (70)
T media_counts (2/0)
BT params (1/0)

R T pending_read (0/0)
E T randoms (52/0)
T user_contacts_vé (3/0)
T user_phones_v6 (21/0)
ERT user_photos (0/0)
BT users (3/0)

BT walpapers (0/0)

RISISISISISISIS)

HEEEREEELE

JlmimHa C(

| B Tabnuarmit ena L, 2/ BRoKM yaanerHbiX A3HHbIX

boO1eHns TekcT cooOieHns

2 | | md | uid |read_... send... date | data out |
» 1 40678383 0 26.520147:03:42 1
21 2 40678383 1 0 26.5.20147:04:01 ™  niqmjkniy 7—yj7—yjasSMWhere are you? cH... 0
2 3 40678383 1 0 26.5.20147:04:42  gn"l  aj§imjkniqpurMpur™UbsSq-1  FPKs%E | 1
23 4 40678383 1 0 26.5.20147:24:37  gn™  nilymjxinily 7—yjpur ™SuSH didn't understand c... 0
24 5 36775318 1 0 26.5.2014 7:44:17  &in"©fbsa) §ymjEK-% 1qpur ™pur *CpSL0ur chat disap... 1
25 6 36775318 1 0 26.5.20147:45:13  Jho|- a§PpSal§imjzk-Y% lqpur pur *cS40ur ch... 1
26 7 36775318 1 0 26.5.20147:50:40  jn"flosal§imjEK-% 1qpur "pur™YTS |Lena?  cH= 1
27 8 36775318 1 0 26.5.20147:51:14  €jn"n/lbosa) §ymjEk-% 1qpur ™pur ™r7.SIHave you boug... 1
8 M o 36775318 1 0 26.5.20147:51:34  €n"  -%ImjK-%1,7—yj7—yjTTS  *ZAMQ@'E.. 0
B-A-A-8J-c A @A 2
100000000 | A £ T YE 6L X6 &7 02 oD )1 ejn"°llegalS.mizk
00000010: 02 B 99 nil.pur™uur™Ns, S
00000020: 00 00 00 [ 20 63 ED 3D 00 00 00 00 cH=....

2
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