Hosocnbunpckunii rocynapcTeeHHbIi yHUBEpCUMTET
JlabopaTopust COBpEMEHHBIX KOMMBIOTEPHBIX TEXHOOT A

MpumeHeHue romomopdcHoro

wudppoBaHna oSt NOCTPoOeHUs
KPUNTOCUCTEMbI C OTKPbITbIM KJIFOHOM

Eroposa Bepa BnagumunposHa

YeuynnHa [dapbs KoHcTaHTMHOBHA

HayuHbiii pykosoguTens: Kpenagenes Cepreit ®Pegoposuy

PaboTta BbinosiHeHa npu dpunaHcosoli noaaepxke MuHobpHayku PP
(morosop Ne 02.G25.31.0054).

Eroposa B.B., Heuynnna 1.K. PycKpunto Mocksa



3awnuieHHas 6a3sa gaHHbIX

Mpobnema

ObecneyeHue besonacHocTn nHdOpMaumn,
KOTOpasi XpaHMTCA B yfaneHHol base AaHHbIX.

Pewenne

o LlindposaHue paHHbIX.

@ licnonbsoBaHne romomopdHoro
wudppoBaHnst 415t BbINOAHEHUS onepaLuii
HaZ 3aWwmnpOBaHHBIMU LaHHLIMU.

Eroposa B.B., Heuynnna 1.K. PycKpun Mocksa



NlomomopdHoe wndposaHmne
O6wwnii npuHuun

k= (ki1,... ky) - CeKpeTHbIi BEKTOp
m € Z - mogynb

p < m - NCXogHoe Hncno

FomomopdbHoe WinpoBaHne CONOCTABASIET YUCY P BEKTOP C :

(¢, k) mod m =p

Eroposa B.B., Heuynnna 1.K. PycKpunT Mocksa



NlomomopdHoe wndposaHmne
leHepauus cekpeTHoOro kak4a

Byaem wudposaTh 4nucna pasmepa t 6uTt.
Beibepem mogynb m > 2°.

Crenepupyem

e maTpuuy W pasmepa n X n, obpaTtumyro no mMogynto m
TETm
@ BEKTOp U € , Uy <M.
Haiigem BekTOp k M3 CUCTEMBI NNHEHBIX YPaBHEHWIA:

(W k) mod m =1

CekpeTHblii koY - (m, k, W, u)

Eroposa B.B., Heuynnna 1.K. PycKpunT Mocksa



NlomomopdHoe wndposaHmne

LLIndpposanue

LLIndppoTekcT ¢ cTponTcs Kak NuHeliHasi KoMbruHaums

MobbIX § CTPOK W1, . .. Wy MaTpuubl W, s =2,..., n:
S
c=)> ow;
=1

KoadbcbuumenTsl a; Haligem u3 anodaHToBa ypaBHEHUS:

Ul + -+ Uslg =P

Eroposa B.B., Heuynuua [.K.



NlomomopdHoe wndposaHmne
Bbiuncnenus Hag wmndportekcramn

a=(ay,...,ap) b= (by,...,b,) - WnpoTekcTI

Mpobnema

Poct Pa3MEPHOCTN OAHHbLIX NMPU MOKOMMNOHEHTHOM YMHOXEHNN:

a-b= (albl,albg, e ,anbn) € Zn2

Pewenne

Ncnonesosanne Tabnuubl yMHOXeHNS - MaTpuubl (7V4jk) -

k=22 ai bj Vijk
i

Eroposa B.B., Heuynuna [.K.



MpumeHenHne romomopdcHoro wncpoBaHus

KpI/II'ITOCI/ICTeMbI C OTKPbITbIM KJTFOHOM!

@ JINHelHasA
@ MNOJINHOMMANbHAsA

OTkpbITbI K04

(Wi, ..., Ws, U1, .., Us, (Vijk)) :

(w;, k) mod m = u;

(7ijk) - Tabnuua ymHoXeHNs

Bynem paccmaTtpuBaTth cnyyaii npu s = 2.

Eroposa B.B., Heuynuua [.K.



leHepayuna knrouei
MNpumep

t = 8 bur, m = 659
W & I
—~ ——
12 6 14 9 ky 360
120 72 155 95 o N
528 313 184 42 | | kg | OO0 = | oz | 7
373 122 473 103 kg 97

k= (176 657 361 197)

w1

(12 6 14 9) uy = 360

wy = (120 72 155 95) up = 91

m,% - KOMMOHEHTbI CEKPETHOIO KNKO4a

w1, W2, U1, U2 - KOMMOHEHTbI OTKPbLITOrO KJto4a

Eroposa B.B., Heuynnna 1.K. PycKpunto 2015, Mockea



JlnHenHan KPpUNTocncrtema C OTKpbITbiIM KJIHOHOM

LWncpp Xunna:

D € Z - BEKTOP UCXOAHBIX AaHHbIX

m - MoAayb

A - cekpeTHasi maTpuua, obpaTuMasi MO MOAYIO 1M
LLIncbpoBaHue - 5To HaxoXAeHUEe BEKTOPaA C:

¢=(A-p) mod m

Pewenne

Mpobnema

VA3BMMOCTb K aTake C OTKPbITbIM MpumennTs k MaTpuue A
TEKCTOM romomopdHoe wndposaHmne

Eroposa B.B., Heuynnna 1.K. Mocksa



JlnHennasn KPpUNTocncrtema C OTKpbITbiIM KJIOHOM
leHepauuns kntouyen

CekpeTHbi KAtoY

m, k - KOMMNOHEHTLI CEKPETHOrO KJto4a roMoMopdHOro
LWnhpoBaHUS

A - KBagpaTHas mMaTpuua, obpaTuMasi no Moyt m

m — 659 3 57 18 144
B 4 |18 386 284 69
k= (176 657 361 197) T34 8 311 455

43 160 282 12

Eroposa B.B., Heuynnna 1.K. PycKpunto 2015, Mockea



JlnHennasn KPpUNTocncrtema C OTKpbITbiIM KJIOHOM
leHepauuns kntouyen

OTKpbITbIA K04

W1, W2, U1, U2 - KOMMOHEHTBI K/tO4A FOMOMOPMHOrO WndpoBaHNs
(7ijk) - Tabnuua ymHoXeHUs

Hom(A) - 3awndposaHHasi matpuua A

Hom(A) :
By = (6073548 5247570 9849301 547632) <2 q;, =3

has = (9981384 8623956 16186528 8999898) <™ g4 = 12

(vijk) :
Y= (319 77 626 452) ... 7, = (432 103 198 222)

Pasmep oTtkpbiToro kntoya - 5 Kbainr

Eroposa B.B., Heuynuua [.K.



JlnHennasn KPpUNTocncrtema C OTKpbITbiIM KJIOHOM
LLIndpposanue

BxogHble gaHHble:

BEKTOP LenbiX Yncen p = (pi,...,pp) = (222 11 92 79)

Hom _ 7

Q (p1,-..,pn) —— (C1,...,Cy) : (Gi, k) mod m = p;

222 — (42744540 25757574 55350260 33885615)

79—>(19578936 11798136 25352927 15521147)

Q@ Z=Hom(A)-(¢1,...,c)7"

1066890698089556665
7 879467018617813808
P = 612291890333685097
994161908462391361

Bektop wudpoTtekcTos Z - pesynbTaT WdpoBaHus.

Eroposa B.B., Heuynuna [.K.



JlnHennasn KPpUNTocncrtema C OTKpbITbiIM KJIOHOM
Oewndposarue

Q0 Z k= (Hom(A)-(a,...,En)T> k=A-p

11291395473983385489082
22674495037252408303312
19121881717745687015610
26949980904164015635937

Z- k=

Q@ A1 (Z-k)= (A_l-A-1_9> mod m =D

18 566 606 616 11291395473983385489082 222
139 111 276 262 22674495037252408303312 | [ 11
88 377 221 259 | | 19121881717745687015610 | — | 92
78 373 158 20 26949980904164015635937 79




NMNonnHommnansbHan KPpUNnTocncrtema C OTKpbiTbiIM

KJ1HO4HOM

RSA kak kpnnToCcMCTeMa C CEKPETHLIM KHOYOM:

p € 7 - NCXO4HOE YUCNo

m - Mogynb

e,d Takue, yto d = e~ mod ¢(m)
(m, e,d) - cekpeTHbIA KoY

LLIndpoeanune - 370 BbluucneHune p¢ mod m

OcHoBHas naes

MpeaBapuTenbHO WNdPOBATEL YUCAO P C MOMOLLBIO FOMOMOPdHOro
LNhpoBaHMS

Eroposa B.B., Heuynnna 1.K. PycKpunto Mocksa



NMNonnHommnanbHan KPpUNntTocncrtema C OTKpbiTbiIM
KJ1HO4HOM

leHepauuns kntoyen

CekpeTHbIii KoY

m, k - KOMMNOHEHTbI CEKPETHOrO KJtoHa rOMOMOPHOro
wndpoBaHms

m =659, k= (176 657 361 197)

OTKpbITbIA KNKOY

W1, Wa, U], U - KOMMAOHEHTHI KJIt04a FOMOMOPEHOro L poBaHus

(7ijk) - Tabauua yMHoXeHNs

e - uenoe 4mcsio, obpatumoe no mogynto ¢(m)

e=3

Pasmep oTkpbiToro kntova - 2.5 Kbaiita

Eroposa B.B., Heuynuna [.K.



NMNonnHommnanbHan KPpUNntTocncrtema C OTKpbiTbiIM

KJIOHOM
LLIncbpoBaHue

BxogHble maHHble: yenoe 4Yncno p = 123

Hom _ -

Q@ p——7c:(¢,k) modm=rp

27458280
16546176
12
37 | 35555055
21767475
Q z= (o

27458280\ © /360897386526156024805067154756
__ | 16546176 A77019133423387912922438809475
= | 35555955 | | 488782414123179226098993372132
21767475 522000667259504641607843920158

BekTtop Z - pesynbtaT wudposaHus.

Eroposa B.B., Heuynuna [.K.



NMNonnHommnanbHan KPpUNntTocncrtema C OTKpbiTbiIM

KJITHOHOM
Oewundposarue

Q (z,k) mod m = <(c)€,k> mod m = p°(mod m)

360897386526156024805067154756 176
477019133423387912922438809475 657
488782414123179226098993372132 | | 361
522900667259504641607843920158 197

mod 659 = 510

d
Q [ p® modm ) = ped(mod m)=p

d=e~! mod ¢p(m)
d =371 mod 658 = 439

510%%° mod 659 = 123

Eroposa B.B., Heuynuna [.K.



Cnacunbo 33 BHUMaHMe!

Eroposa B.B., Heuynnna 1.K. PycKpunto 2015, Mockea



