noaxoaA K NOCTPOEHUIO
) OBOBLWEHHOU MOAOENWU
KUBEPBE3OMNACHOCTW

JdOKMopP mexHuU4YecKux Hayk, npogeccop, I1. []. 3eax0a




Pazgen 1.
DBOTIOUUNA TEeXHOSTOMMMN
3alnThbl




Bpewms - BennyanumMm ns HoBaTopoB
Pooxep bakoH




/ * PocT yncna KoMnbOTEPHbIX aTak Ha CUCTEeMbI YNpPaBfieHUA KPUTUHECKUMUN TEXHONOrnsaMm
/ (Stuxnet, Flame, Duqu, Gauss, Red October, NetTraveler), kpaxun 6aHKOBCKUX aKTUBOB,
BbIBOA U3 CTPOSA IHEpProcucteMm, 06 LEKTOB AA€PHON MPOMbILLSIEHHOCTM.

// * PocT achchekTMBHOCTU CpeacTB paspyliarowero MHpopmaLMoHHOro BO3A4eMCTBUA KakK
2 cneacTtBue yBenUMYeHUsi BO3MOXXHOCTEM MH(POPMALIMOHHbIX CUCTEM.

« O6bEKTOM aTaku Bce 4Yalie CTaHOBATCA He AaHHble, a cpeaa ux o6paboTku n cuctemMbl
3 ynpaBneHus peanbHbIMU NPOMbILLNIEHHbIMU 06 bEeKTaMU U UH(PACTPYKTYPON.

y.

/ * ATakm CTaHOBATCA Bce Oonee TwWaTtenibHO NOAroTOBNEeHHbIMU, a npomn3BoaAcTBO CpeaAcTB UX
4 ocyuleCcTBJI€eHUSA nNpeBpaTUIiochb B CneLIVI(bVI‘-IeCKYI-O, HO BMOJIHEe nerajsibHyr IT-oTpacnb

S
* Mepexopn OT WKanbl ypoBHEeN 6€30MacHOCTU K OLleHKe YCTOMYMBOCTU CUCTEM U onpeaeneHuto
5 AONYCTUMOro pucka
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MOHUTOPUHI 1 ynpaBneHne 6e30NacHOCTbLIO B pacnpeaeneHHbIX ceTsXx,
nccrnenoBaHue YA3BMMOCTEN KaK HOBbIN NOAXoA K OLeHKe YPOBHSA
©e30MnacHOCTM!.

UHTerpaumsn 3apyo6exHbiX UHOPMALMOHHbLIX TEXHONMOMMM N OTe4YECTBEHHbIX
CpeacTB 3alMUThl.

Pa3Butue TeXHOMOrMuM BUpPTyanmM3aumm Kak MOLWHOIo MexaHM3ma 3almThbl
pacnpegeneHHbIX CUCTEM:
— 3allmTa COOCTBEHHbIX cpeacTe BUpTyann3aumm (D,OBepeHHbll‘;I rMnepBusop);
— NOCTpOEeHue 3allUnileHHbIX ﬂﬂaT(bOpM C ncnomnb30BaHNUEM TEXHOJITIOIMMA
BUPTYyanni3auunu.
WUHTerpaumsa cpeacTB ceTeBOM 3aliMThbl U BbIYUCIINTESbHBLIX KNacTepoB.

Pa3BuTne NoMcKoBbIX UCCeAOBaHUM B YacTU co3daHMA moaernen nonuTukn
6e30NacHOCTUN CUCTEM C Pa3MbITbIM NEPUMETPOM U «KHEKOPNOPATUBHbLIX»
CUCTEM U CpeAcTB KOHTPONSA U ynpaBrieHMA 6e30MacHOCTbI0O B TaKUX
cucrtemax.
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9BO JIFOLI

XapakTtep

3aWmThI
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CcCUCTEMbI

CrtaTtundyeckas OTCYTCTBYET
AKTUBHasA 4aCTUYHbIN
ApganTtmBHas YaCTUYHbIN
[uHamnyeckas MONHbIN
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OGBLEeKTbl MOHUTOPUHIa

O6bmeH ¢
OKpYy>XXaroLLen
cpenou

CocTosHue
CUCTEMBbI
3aWunThl

OTCYTCTBYET YaCTUYHbIN

aHanua
BXoOALLEN
MHJOOpMaLnK

OTCYTCTBYET

aHanua
BXOOALLEN
MHJOOpMaLnK

YaCTUYHbIN

aHanms

- BXOOALLEN
MOSTHbIN AALL

NHdOPMaLINN U
KaHanoB CBA3U

A TEXHONOINW 3aLlinTbl

MeToAabl
OLIeHKH
©0e30nacHoOCTM

OLieHKa no
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KOHTPOINb COCTOSIHMUS
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CUCTEMBbI,
OLIeHKa pUCKOB

———

OCHOBHbIE
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PUCTUKMU

ApQekBaTHOCTb
yrposam

HapéxHocTtb
aHanusa
BXoOsdLLEeN
MHJOOpMaLnK
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YA3BUMOCTSAM
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Pasgen 2.
deHoOMeHOoNornyecKnm
noaxoa K MmoaenupoBaHUIO
be3zonacHOCTK
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Mbicnb gormKkHa ObITb HanpaBneHa Ha HeOObATHOE
Mapcunuo QuyuHo
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http://images.yandex.ru/yandsearch?source=psearch&uinfo=sw-1255-sh-825-fw-1030-fh-598-pd-1&p=4&text=%D0%A0%D0%B5%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C %D0%B2%D1%81%D0%B5%D0%B3%D0%B4%D0%B0 %D0%B2%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B8 %D1%82%D0%B5%D0%BE%D1%80%D0%B8%D0%B8&noreask=1&pos=123&rpt=simage&lr=2&img_url=http://zdravbud.com/wp-content/uploads/2010/12/moya-model-kartiny-mira.jpg
http://images.yandex.ru/yandsearch?source=psearch&uinfo=sw-1255-sh-825-fw-1030-fh-598-pd-1&p=4&text=%D0%A0%D0%B5%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D1%81%D1%82%D1%8C %D0%B2%D1%81%D0%B5%D0%B3%D0%B4%D0%B0 %D0%B2%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B8 %D1%82%D0%B5%D0%BE%D1%80%D0%B8%D0%B8&noreask=1&pos=123&rpt=simage&lr=2&img_url=http://zdravbud.com/wp-content/uploads/2010/12/moya-model-kartiny-mira.jpg

Co3gaHne aBTOMAaTU3NPOBAHHOWM CUCTEMBbI
peweHna 3agad oDOOCHOBaHMA BblDOpa
dyHKUMN 3allnThl, ageKkBaTHbIX (MYHKUUAM
OECTPYKTUBHbIX BO3OEeNCTBUA Ha
KpynHOMacLUuTabHble reTeporeHHble
KOMMbIOTEPHbIE CUCTEMDI

12



> CkaHunpoBaHue 3awmueHHocTn (Nessus, xSpider, MaxPatrol)

> MopoenupoBaHmne KOHTpPMEP

> Tononorndyecku aHanns ysa3BMMOCTEN

> NMnTaunoHHoe mogenmpoBaHue

dyHKUMOHaNbHOe MoaenupoBaHuMe (momenu XapTCTOHA
(nAaTUMepHOe npocTpaHCTBO 6e3onacHocTn), Agent, ...)




H=<1C,,C,,..,Cn,T>

MHOXXECTBO MHGOPMaLIMOHHbIX [MpencrtasneHne

€AnHnL, BCEX CYLLHOCTEWN
CUCTEMBI (K TEX,
KOTOpble OTBEeYatoT

MHOXECTBO TUIMOB CBA3EN MeXAay 3a peanunsauuio

MHpOPMALIMOHHBIMM OCHOBHOIO
anemMeHTamu NHZOPMALIMOHHOIO

npouecca KC, u
oTBeyYaloLlmx 3a

oToDOpaXkeHue, 3agarolLiee CBA3N ynpasJieHne "
N3 NPUHATOro Habopa mexay opraHunsauuio
NHAOPMALIMOHHBIMU eanHULaMU 3aWNThI)




CocTosiHMe 6e3onacHOCTU CUCTEMBI Ha KaxxaoM ypoBHe uepapxmmn < O, R, Rul, Lij >

MHOXXeCTBO A0NyCTUMbIX 06bekToB {0;}

MHOXECTBO OTHOLLUEHUI, NOCTPOEHHOE N0 DMHAPHOMY NPUHLMMY, TUN
OTHoLLeHWN {R;;} onpeaeneH Ansa tuna oobekTa

npaBuna KOHTPOIS LIeNOYKM OTHOLLEHUA B COOTBETCTBMM C MOMUTUKOMN
6e3onacHocTU. LlenoYkn OTHOLLEHUIN CTPOATCS C UCMONb30BaHUEM
0OGBbEKTHOIO NOAXoAa C UCMONb30BaHMEM MPUHLIMMOB HacneaoBaHus,
WHKancynsumm, nonumopdunsma.

(byHKLI,VII/I nepegadun ot obbekTa K O6'I:>eKTy, NOCTPOEHHbIE Ha TUne
OTHOLLEHNN N BKITOYAIOT: 3anncb, YTEHNE, UBMEHEHME U T.A4.

- a4




[TocTpoeHmne uenoykn R X R Peanunsauusa
C MHMUmManmn3aumnen 4 OTHOLUEHUN R;

doyHKUNM L;;, 4TO NpnBOAUT N3mererne

YHELW Eijy PvISon COCTOSAHUS

K OENCTBUAM Had OObEKTOM CUCTEMb

O VNN N3MEHEHUIO SR y N3meHeHne

oTHoweHunn {0;} MHoXecTBa {0;}

(noeHTndoukaumsa 0;, 06beKT, UTo coxpaHsieT {0;},
ayTeHTupukaumns O;RO;, HO MOXET NPUBECTU K
dounbsTpaums no Y HapyweHusm Rul
napamMeTpam, OYHKLMN L;; DYHKUMKN, N3MEHSOLWNE
KpunTorpaduyeckue J 00bekT L%, yTo NnpuBoaAUT

npeoGpasosakms 0; — 0*) L _— k usmenenmio {0;}

dyHKUMM Be3onacHOCTU ‘ ‘\ PYHKUMWN, HE N3MEHSIOLLME
(

NHdopmMaLmMoHHbLIWM NOTOK F — nocieaoBaTenbHOCTb NapHbIX OTHOLLEHWI Y3MNO0B B
COOTBETCTBMW C Ha3Ha4YeHNeM CUCTEMDbI

4\\ 16/‘



Co3gaHue HOBOro o6bLeKTa, He BXOOALWEro B AOMNYCTUMOE MHOXECTBO
obbektoB O wunm nNyteM WU3MEHEHUSI MnapamMeTpoB (OTHOLLUEHMIA)
CBOMCTBEHHbIX CYLLUECTBYWOLWMM oObekTamM. [lpy OaHHOM MexaHu3me
BO3HUKAIOT criegytowme YacTHble criyyau.

YtBepxgeHne 1.1. CosgaHne «OeCTPYKTUBHOIMO» oO6bekta, 4To
npeacraBnsaeT cobon peann3oBaHHYIO amaky.

Y1BepxgeHue 1.2. Bo3mMoxHOe npeBbilleHWe 3agaHHOM CKOPOCTU
co3gaHus  «MnpaBUllbHbIX» OOBLEKTOB, YTO MNPUBOAUT K OTKasy B
obcnyxmBaHun. MNameHeHne napameTpoB OOBLEKTA uIM napamMeTpoB
doyHKUMKM ero npeobpas3oBaHust, Ha3bIBAETCA YSI386UMOCMAbIO.

117 )



U3meHeHUue (pyHKLMIN, NOCTPOEHHbIX HA TUME OTHOLUEHUMN.

LienenanpaeneHHoe nsmeHeHne (yHKUWA L;; — CNeACTBME MOSABMNEHNS

1 HOBbIX OOBLEKTOB (Kak npaBuno, 3TO HanpaBrneHO Ha HapylieHue
YHKUMIA 3alUNTbI U SBNSIETCA MEXAHNU3MOM aTakh).

2 He koHTponupyemoe, HO cTabunbHoe M3meHeHue L;; BCNeAcTBue
Hannuns ysi3BUMOCTH

3 LleneHanpaBneHHOe MCnonb3oBaHME  YSI3BUMOCTU, YTO SBMSETCS
MEeXaHM3MOM aTaku

- {1



U — MHOXeCTBO JMU-y4YaCTHMKOB  MHAOPMAaUMOHHOIO  rpoLecca
(noTeHuManbHbIX nosfib3oBatenemn KOMMNbIOTEPHOM CUCTEMDI),
OCYLIECTBNAWMX O0CTyn K wuHopmauum un ee 06paboTky WU
0OMeHMBaKOLMXCA MHGOPMaLEN.

| — MHOXeCTBO WMHMPOPMALMOHHLIX ODOBLEKTOB-KOHTENHEPOB(OOKYMEHTOB,
KHUWTI, nanok, oansnos 1 T. A4.), XpaHAawmnx nHdopmaumo. NHpopmauma He
MOXET CyllecTBoBaTb camMa Nno cebe — OHa XpaHUTCA B KakoM-Nnbo
KOHTEWHepe.

Buabl NOTOKOB:

FW < Uxl — oTHOoweHMe, onucbiBawLllee MOTOKWM OT norb3oBaTenemnm K
KOHTENHepaM;

FR < IxU — oTHoweHne, onucbiBawolLlee MOTOKM OT KOHTEMHEpPOB K
nornb3oBaTensm.

19
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1. [Ona kaxgou mHopmauum cyLecTByeT Mo KpanHeW mepe oauH
nonb3oBaTtenb ABMAWNNACA €€  008epPeHHbIM  UCMOYHUKOM.
[loBepeHHble UCTOYHMKN ONuUCbiBatoTCA pyHKUMen TrustSrc : |—-U.

2. [na kaxgoro nonb3oBartenst N3BecteH Habop vHdopmauun, angd
KOTOPOM OH SBNSETCS YMOMTHOMOYEHHbLIM MnoTpebutenem. ITu
nosIHOMoYmMA onnckiBatoTca doyHkumen Authority:U—l.

B Kaxablh MOMEHT BpeMeHu pacnpenerneHue nHgopmaunm B cMcteme
Xapaktepuayertcd creayloLwmmm OTHOLLUEHUAMMU Mexay
nonb3oBatenamu n tHdopmaumneu:

1. Know < Ux| — OTHOLleHne Uu3BECTHOCTU, KOTOpOEe onpenensaer
KaKomn nosib3oBaTenb 3HaeT Kakyto MHGopMaLmio.

2. Create < Ux|l — oTHOLWEHNE NOPOXOEeHUsA, KOTopoe onpeaenser
KaKomn nosib3oBaTenb NOCTaBMAAET KaKyto MHpopMauuio.

- 20 |



Kputepun 6e3onacHoOCT COCTOAHUA

1.

OTHOWEHNne  U3BECTHOCTU  He  MNPOTUBOPEYUT  OYHKLUUU
aBTopmsaumm Know c Authority.

. OTHOWEHNsT MOpOXOEHUsT He  MPOTUBOPEYNT  PYHKLUK

noBepeHHoro nctodHuka Create — TrustSrc.

Kputepun 6esonacHocT Ansa cUCTeMbl

1. Tekyuiee cocTosiHue cmctemMbl He3onacHo.
2. TpaH3nTMBHOE 3aMblkaHWe oTHoweHun Know u Create He

NMPOTUBOPEYUT akcromMam 6e30nacHOCTH.

21 )



B camom oOLuem Bnge mMexaHnsam aTaku M MexaHnsm 3alinTbl Ha
doyHKUMOHaNbHOM ypoBHe 3agaH hopManbHON MoAesbio
(M3MEeHeHne CTPYKTYpPbI U COCTaB Y3roB).

HeobxoamMmo 3agaThb cLueHapuii ataku

/ \

C cosgaHvem noxHoro ysna (cosgaHue bes co3pgaHuss NOXHOroO y3na Ha

MOXHOIMO y3rna W €ero onucaHve B HapyleHWn CBSA3M —  HapylleHue
opMate BCeX OCTanbHbIX Yy310B U COBMECTUMOCTUN N N3MEHEHNE (PYHKLINW
AO0ONONMHNTENbHAA XapakKTepUCTUKa  — pabo4ynx y3nos.

BEPOSAITHOCTb OOHaPYXXEHUS N yaaneHns)

[TpoLiecc ataku — NOCTPOEHNE HEKOHTPONMPYEMOro MapLupyTa Ha rpadge
CUCTEMbI, KOTOPbIW NPUBOAUT K BO3OAEUCTBUIO HA KPUTUYECKUIN pecypc.

{22



MNpenctaBneHne 3almnTbl U AOECTPYKTUBHOIO BO3AENCTBUS
1 HabopoM YHKUMA MO MOAAEPXaHUID UMW  UCKaXXEHUIo
MHPOPMAaLMOHHBLIX MOTOKOB B CUCTEME

2 BO3MOXHOCTb MOCTPOEHUSI MOMHOW rpynmnbl  COBLITUN
HapyLeHnn 6e3onacHoOCTH

3 Bo3MOXHOCTb nocnenytouieu KOHCTPYKTOPCKOM
KOHKpPETU3aLUun N nepexon Ha napamMeTpmuyeckne mogenm
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KubepnpoCTpaHCTBO - rrnoGanbHas cdepa B
NH(POPMaALUMOHHOM MNPOCTPaHCTBE, npeacTaBngalowas cobou

B3aMMOCBA3aHHYIO COBOKYMHOCTb NHMPPACTPYKTYP 7
NHPOPMAaLMOHHbIX TEXHOSIOMN, BKNo4vas NHTepHeT,
TENEeKOMMYHUKALUNOHHbIE  CETU,  KOMMbLITEPHbIE  CUCTEMBbI,

BCTPOEHHbIE NPOLIECCOPbLI N KOHTPOMMEPHI.

«mobancHaas  cdepa (OOMEH) BHYTPU  MHPOPMALMNOHHOIO
NpoCTpaHCTBa, npeacraenswowas cobonM - B3aMMOCBSA3AHHYHO
COBOKYMNHOCTb WHMPACTPYKTYP M MHGPOPMALMOHHBIX TEXHOSIOMMH,
BkntoyYaa VIHTepHeT, TeneKoOMMYHMKALUMOHHbIE CETU, KOMMbIOTEPHbIE
CUCTEMbI, BCTPOEHHbIE MPOLIeCCOPbl U KOHTponnepbl». («Onepauuu 6
KubepripocmpaHcmee», MO CLLUA, 2010 200).
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1POCTPAHCTIBO N KNOEPOE3

KUBEPMPOCTPAHCTBO

BuptyanbHast MH(popMaLMOHHO-KOMMYHMKALNOHHAs TeXHonornvyeckas cpeaa, obpasoBaHHas
B3anMocBsi3aHHbIMN KoMnoHeHTamn obecnevyenns MH@OPMALIMOHHBIX NMPOLIECCOB U YINPABNEHUA
nMu

KnbepnpocTpaHCTBO BKIHOYAET:

* cyOBbeKkTbl: NoNb3oBaTenn, agMMHUCTPATOPbI, 0BCNYKMBAOLWMUI NEePCoHan, onepaTtopbl CUCTEM N NX
abCTpaKTHbIE CYLLIHOCTM (YY4ETHbIE 3anMcy, MapKepbl AOCTyNa U T.M.) B UHPOPMALIMOHHbIX cUCTEMaXx

* o0b0nekTsl, Bknovad PECYPCbl U UHOPOPMALIMOHHBIE AKTUBDI:

- KOMNOHEHTLI CpeAbl Nnepeaavun MH(*)OpMaLIMVIZ rnoGarnbHble N NokanbHble KOMMNbIOTEPHbIE CETU, BKNO4YaaA CeTb MHTepHeT,
MynbTUMNPOTOKOJIbHOE CETEBOE o6opy,qosaHme, cpencrtea KOMMyHMKaLI,I/II;I

—  aKTUBHbIE KOMNOHEHTLI cpeaibl 06paboTku U XpaHeHUA UHopMaLMKU: MOBUIbHBIE CUCTEMBI, ONEPALIMOHHBLIE CUCTEMbI U CUCTEMBI
ynpaeneHns 6azamu AaHHbIX, NNaTOopPMbl CETEBbIX XPaHUIULL AaHHbIX Y BUPTYanM3MpoBaHHbIX CUCTEM (BUMPTYarbHble, 06rayHble 1
rpPMO-CUCTEMbI), @ TaKkKe KOMMOHEHTbI X MHAPACTPYKTYPbI 1 NOAAEPXKKM

—  KOMMOHEHTLI yNpaBnAoLWmUX, TeXHONOrMHYEeCKUX U UCNONHUTENbHbLIX CUCTEM: aBTOMaTU3MPOBAaHHbIE CUCTEMbI YNIpaBNeHUs
TexHonoru4eckmmu npoueccamu (ACY TM), ERP-cuctemsbl

- I/IHCbOpMaLWIOHHbIe pecypcChbl U XpaHunuila AaHHbIX, K KOTOPbIM OCYLLECTBIAETCA OOCTYN noodoro Buaa
*  CMUCTeMbl 3aWuTbl UH(hopMaLUK U ynpaeneHua HgopmaLMoHHOW 6e30NacHOCTLIO

*  BCE BO3MOXHble B3aUMOCBA3U U B3aUMOAENCTBUSA, YCTaHaBNMBaeEMble MeXay HUMK B npoLecce
OeATenbHOCTU

KMBEPBE3OMNACHOCTb

Komnnekc mep, HanpaBneHHbix Ha goctumxkeHne FAPAHTUPOBAHHOIO cocTosiHMA He3aBUCUMMOCTHU
kubepnpocTpaHcTBa 0T yuepba Bcnegcrene HapyLweHun B ero oyHKLMOHNPOBaHUN




a4 knbepbesonacHocTH

AHAINS

MEXaHNU3MOB HapyLUEHUS 3alnThbl
KnbepnpocTpaHcTBa, MOAENUPOBAHNE
paspyLuarLLmx Bo3gencTaum

CUHTES

CpeacTB 3alUnThl
KnéepnpocTpaHcTBa

KUBEPBE3OINACHOCTb

YMNMPABJIEHUE

Knbepbe3onacHOCTbIO, onpeaerieHme
30Hbl YCTONYMBOCTU OOBHLEKTOB
3alnTbl, aHann3 KMbeppuckos,

pa3paboTka cTaHOapToB U
HopMaTUBOB 6e30MacHOCTH
KndepnpocTpaHcTBa

KOHTPOIJ1b

TEKYLLEro COCTOAHUS U
dYHKLUMOHNPOBAHUSI KOMMNOHEHTOB
KnéepnpocTpaHcTBa




cnonb3oBaHue
AWHaAMNYECKON 3aluThl B
. KayecTBe cpeacTtsa
D,OHOHHI/ITeﬂbeII/I KOHTYP aKTUBHOIO
3allunTbl U NpoBEpKa NPOTUBOLAENCTBUA .
©e30nacHOCTN CUCTEM CosgaHne goBepPEHHOM
MOHUTOPWHra cpeabl Ha OCHOBE
BUpTYyanusaumm

YaoaneHHbIN KOHTPOsb

3aLUMLLIEHHOCTN CUCTEM
yrnpasrneHus cnonb3oBaHue

NCMONMHUTENBHbLIMU AOBEpPEeHHOU ceTun
MexaHu3mMamMu NHTepHeT

[lpMeHeHne cnctem
aKTUBHOW yOarneHHom
NpoBEPKN paboThl
(aBTOTECTUPOBAHMUE)

Co3naHue NoXHbIX
0OBbEeKTOB HanageHwa Ansd
KPUTUNYECKUX CUCTEM




Paspen 3.
A3bIK onucaHus
be3onacHoOCTH
KOMMNbIOTEPHbIX CUCTEM
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Tak Kak Bbl HE MOXXETE caenaTtb BCe, YTO XOTUTE,
TO >KenawnTe TONbKO TOro, YTo MOXeTe caenartb
TepeHuuu lNy6bnut u3 KapgazeHa




BO3MOXHOCTb aBTOMaTU3NPOBAHHOIO CUHTE3a CpeacTB 3aLuThbl
M aHanu3a 3alULLEHHOCTU KOMMbIOTEPHOW CUCTEMBI

V icnonb3oBaHue hopmanuama, rno3sonsoLLero 3agaBsartb U
aHanmanmpoBaTb 3HaHUSA 06 yrpo3ax, CUCTeEME 3alUnTbl N 3aLluLLLaeMOun
cucteme, npeacraBfieHHOW B BUAe CeEMaHTUYECKON CeTn

V

JNornyecknun npoueccop
/ (MoAQynb Nornyeckoro BobliBoaa) \¥

®OyHKUMOHANbHOE ONMcCaHMe aTaku, OueHka ya3BUMOCTU CUCTEMBI,

pyHKLMOHaNbHOE ONMCaHne CUCTEMbI Habop NOTeHUManbHO YCNELLHbIX

3alUMTbl, BONPOC O KOHCUCTEHTHOCTHU byHKLMOHanNbHbIX aTak,

CUCTEMbI 3aLUUTHI. HanM4mne NPOTUBOPEYNI B cUCTEME
3awmThl
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CeMencTBo COBPEMEHHbIX A3bIKOB OJ19 (oOpManbHOro OonmcaHns 3HaHun,
obecneumBawowmx 6HGanaHC Mexay BblpasuTENbHONM MOLLHOCTBIO W
BbIYMCNUTENBHOWN CIOXHOCTbLIO.

[OJ1 TecHO cBA3aHbl C A3blkaMW KOHUENTyasribHOro MoAdenupoBaHUA
(Hanpumep, ER-mogenamn n UML), 4yto genaeTt ux nogxoadwen 6asomn
O CUHTE3a CTPYKTYpPbl MOAYNEN CUCTEMbI 3aLLUTLI.

ey



4 . )
KoHuenT — ogHOMECTHbIN Nnpeankar

Ponb — ABYXMeCTHbIN npeankar
NHOnBmMa — KOHKpPETHasA CYLWHOCTb

\§ )\
Basa 3HaHuin [J1 coctouT M3 : KOMMMEKCHble  KOHUeNnTbl W pomnu
OBYX KOMMOHEHTOB: doopMuMpyroTCA Ha OCHOBE aTOMapHLIX C
1) Thox — TepMuHOMOrMA : MOMOLLbLIO KOHCTPYKTOPOB

(3agaeT cBsA3b KOHLIEMTOB

n poren) 5 \

2) Abox — Habop d@akToB,
T.e. yTBEpXAEeHun 06
nHaMBMAaXx,
cdropMynmMpoBaHHbIX B
TepMuHax TBox

BbipasutenbHasi MOLLHOCTb KOHKPETHOro
s13blKa, OCHOBAHHOIO Ha AECKPMUMNLMOHHbIX
norukax, orpaHu4yeHa Habopom
NCMNOSb3YEMbIX KOHCTPYKTOPOB

1 32)



NHTepnpetaums [ cCOCTOUT K3 Henyctoro MHoxectBa A/ (obnactu
NHTEepnpeTaumn) n MHTepnpeTmpyowen dyHKUUN, CTaBsiLLeW B COOTBETCTBUE
KakgoMy KoHuenTy A MHoxecTBo Al c A!, a kaxgow ponn R — GuHapHoe
oTHoweHne R c Al x Al

CemaHTMka _akcuoM TBox: wuHTepnpetauma [ YyOOBNETBOPSET aKCUOME
BxoxaeHna C = D, ecriv C! € D!, n oHa YyOOBNETBOPAET 3KBMBAJIeHTHOCTN C =
D, ecnu C'=D!. Ecnn T asnseTtca Habopom akcuoM, Toraa / yaosnetsopsieT 7,

€Cnun [/ yooBneTBopAaeT KaXxaomy anemMeHTy 7.

CemaHTuka akcmom ABOX:

I = (A',Y) oToBpaxaer aTtoMapHble KOHUEMTbl W ponM B MHOXEcCTBa MU
OTHOLLEHWNSA, KaKOoMYy MMEHW WHOMBMOA a CTaBUT B COOTBETCTBME OSMEMEHT
a' € Al. NHTepnpetauma I yooBneTBopsaeT yTBepXaeHuto o noHatun C(a), ecnu
a! € C!, n ynpoBneteopsier yTBepxxaeHuto o ponu R(a, b), ecrim (af, b’) € R'.
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* PacnpocTtpaHumMocTb MH(popMaLUU - MHOXECTBO BEPLUMH, B KOTOpPbIE MOXET nonacTtb
MHOpMaUna n3 onpedeneHHon BeplnHbl. PaccmaTtpuBasi cyllecTBylowme nytm u3
BEPLUNHLI, 0bnagarowen «UeHHON» NHopMaLnen, MOXHO onpeaennTb, HACKOMNbKO Aaneko u
HaCKOMbKO ObICTPO MOryT ObITb NepefaHbl 3aluMliaeMble AaHHble — Kak Npu HopMasribHOM
dYHKLUNOHMPOBAHUM CUCTEMBI, TakK U B Criydae HapyweHus NonnTukn 6e3onacHoCTu. )

» JocTXUMOCTb MH(hOpMaLMKM - MHOXECTBO CyOBLEKTOB, MMEIOLLMX OOCTYN K OI'IpeJJ,eJ'IeHHOIZ\
nHcopmaumm. JTo obpaTHasl, MO OTHOLWIEHUK K PacnpOCTPaHMMOCTU, XapaKTepUCTMKa,
KOTOpass MOXET CNyXWTb OCHOBOW, Hanpumep, ANs  BblYUCIIEHUA  BEPOSITHOCTU
KOMMNpOMeTauum Kakmx-nmbo [AaHHbIX — OMMCaHMEe KaXaoro cyObekTa coaepXut psg
napaMeTpoB, BNUSOLWMNX Ha 3Ty BEPOSATHOCTb (aKTUBHOCTb, YPOBEHb AOCTYNa U T.M.). y

\
* UHbopMMpoBaHHOCTL CyObEKTa - MHOXECTBO coepXawmx WHGPOpPMaLMlo BEPLUWH,
AOCTYMHbIX onpedeneHHoMy CcybbekTy. 3TOT napameTp oOTpaxaeTr HedopManbHYy
«MNPUBUNENMPOBAHHOCTbY CYObeKTa, 4YTO BMMSET, B TOM 4UCMe, Ha 3HA4YMMOCTb €ro
KOMMNpoMeTauuu Ass HapyLmTens.

J
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Pa3nen 4.
CueHapuu npoBeaeHUs
MoAeNupoBaHuS
be3zonacHOCTH
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TbicA4Ya nyTen yBOAUT OT LeNnu U NULLb OOAUH BeAEeT K HeW.
I/ILIJeﬂb ONKeM ae MoHTEeHb 36




YcnoBusa ocyLlecTBreHNs aTtana

KOHKpPETM3aLnu:
v’ Hanuuue Oasbl 3HaHUN,
cogepxaluen BO3MOXHbl€E

KOHCTPYKTUBHbIE BapunaHTHI

JTan STan peanusauum yana
abcTparmpoBaHus KOHKpeTn3aumm v CocTaBneHne MATPUL!
MapLlpyTOB C y4yeToM
KOHKPETHbIX MPOTOKOJ10B,

napamMeTpoB, OrpaHUYeHUn u
XapaKTeEPUCTUK CBA3N

Wpeonorna yHuBepcanbHOro peleHuss 3agadynm 06e30nacHOCTU —
U3BfeYeHne 3HaHWM O  Mpouecce 3a CYET  COXpaHeHus
HeonpeaeneHHOCTM ONMcaHus NPy LIUKNe YTOYHEeHUs Moaenu.




OnucaHne CTPYKTYpPbl CUCTEMbI KAK MMHUMYM Ha ABYX YPOBHSX:
TPAHCMNOPTHOM W NOTMYECKOM

Cucrtema 3agaeTcs Habopom
9NeMEHTOB (KaXkAabll BbINOSHAET
KaKyro-nmbo doyHKL MO n3
3agaHHOro Habopa) U  CBSA3ew
MEXAy HUMMU

Kaxgblh y3en 3apaetcad TepMoMm
(nm4, JoYHKUMOHanbHoe
Ha3Ha4eHune)

Hag  cuctemon  3agaHbl  OBa

NHPOPMAaLMOHHbIX MOTOKA:

1)

2)

pabouum (onpenensiet
NHdopMaLNOHHOE Ha3HayeHne
CUCTEMDI);

ynpasnfaowmm (3agaet
KOMaHAbl, MHULUMpyowme
doyHKLMM y3110B)

8 38



I'Ip|/| q)opmanmau,vm cueHapunda atakm Hy>KHO YETKO orpeaesrinTb.

1) dakT npeonosnieHns 3aWmThl:

v

v

v

HaxoXOeHne MapLupyTa, KOTOpbIM He 3alUUWEH — LENOYKM OTHOLUEHUN
R, Ha KOTOpOWN He peann3oBaHbl afekBaTHble PYHKUNW 3alnTbl L;j;
npeBbilleHNe Mepbl UHTEHCUBHOCTU BO3LEWUCTBUA Ha[ BEPOATHOCTbLIO
3awnTbl p(Rul) (CamMbin NPOCTON, HO HeXenaTerNbHbIM BapuaHT);

HaxoXgeHue B 3awmTe bpelun: NpUMEHEHNE HEYYTEHHOW YA3BMMOCTM,
Kpaka naponss — peanu3auma  QyHKUMKW U3  MHOXecTBa L™V |

npmBoadAWMmMxX K HapyweHuio b, 3agaHHon Rul.

2) daKkT OOCTUMXKEHUSA LEenu aTaku:

ANANEA NN

N

BHepeHne HoBoro oobekrta 0;;

YHUYTOXEHME cyuwecTsytowero yana 0;;

paspblB CBA3EN — N3MeHeHne oTHoweHunn {0;};

NOCTPOEHME MapLUpyTa K KpUTUYECKOMY pecypcy (Hanunume notoka FR
nnmn FWY Kk kputndeckomy pecypcy)

OOCTUXEeHMe 3aaHHON BEPOSATHOCTHOM OLIEHKN MpeumMyLlecTBa 3aliunThbl
p(Rul) vnwn HanageHus.
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Paspen 5.
[ilpuMep NnpuMeHeHus
npepsaraemMoro noaxoaa
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CpeaHun NyTb cambln 6e3onacHbIn
lybnuu Osuouu Ha3oH .

L)



OueHKa 3aluLleHHOCTH, Habop NoTeHUNanbHO
9P (PEeKTUBHbLIX aTakK, Hanu4yMe NPoOTUBOPEYUNiA

JTornyeckuin npoueccop

l’r DYHKLMOHANBHBIE QQ 06paboTKkKn 3anpocoB O

COCTOAHUN Be30nacHOCTH

ONMUCAHNA aTaK n
CUCTEMBbI 3aLLUNTHI

N3BnedeHne CemMaHTn4yeckasa
CeMaHTU4YeCKU-3HaYUMBbIX CeTb
CYLLHOCTEWN N cBA3ei

TepmuHonorndyeckasa tasa
< L L (OHTOMOrNN) Moaenen

CTOYHUKKU OaHHbIX ©e3onacHoOCTH

 ———

KoHuenTyanbHbIn
YPOBEHb

YpOBEHb JaHHbIX




OueHka 3aWuWEHHOCTN cermeHTa WHTepHeTa Belen K aTake
nogMeHbl OaHHbIX OT KOHedHoro ycTtpouctBa (GPS-patuyvka) Ha
OCHOBE aHanui3a Oyonupylowmx MapLipyToB, MO KOTOPbIM MOryT
nepenaBaTbCA NOTEHUMANbLHO NOAMEHSIEMble OaHHble (B criyyae
MCMNOMb30BaHNSA U3ObITOUHbIX CBA3EN WNU  PYHKLMOHMPOBaHMUA
KOHEYHOro YCTPOMCTBA B paMKax HECKOSNbKUX WMH(OPMaLMOHHbLIX
NnpoLeccoB, pearnm3oBaHHbLIX B cerMeHTe VIHTepHeTa BeLlen)

BbisiBNeHne BO3MOXHOCTU YTEYKU OAHHbLIX C KPUTUYECKU BaXKHOTO
MHOPMALIMOHHOIO pecypca Ha OCHOBE aHanu3a CeMaHTUYEeCKUX
CBOWCTB COBOKYMHOCTW [JaHHbIX, MOTEHUManbHO [OOCTYMHbIX
HapylwMTenio Ha BHeLWHeM nepumMeTpe cermeHta WHTepHeTa
BeLlew

W



Cepeepbl, cepBUCHble nnaTtdopmbl,
ynpaeneHne pecypcamu VIHTepHeTa Bellel

CbBop 1 aHanus
COBOKYMHOCTWN AaHHbIX C
BHELUHEro nepumeTpa
cuctembl (sensor fusion),

packpbirne

LLntosbl KOH chnaeHUManbHbIX
MHTepHeTa oc r::f:Szal-llEL H o;‘"r eil BusHec
BeL en

npouecca (B
NOrMcTUYECKUX Lensx)

[TogmeHa gaHHbIX
gaTyuKka (yroH MawmnHbl,
«HaKpyTKa» nokasaTtenei
yCTpolcTBa smart grid)

BupTtyaneHbie n dusndeckmne ycTpoictea VMIHTepHeTa Bellyel, OCHalY eHHble
GPS-gatunkammn n ceHcopamn oceeweHHocT (~1000 yctpoincTs)

—————————




BoisgsBrieHne akta Hanuuns  ysa3BMMOCTM  CUCTEMbI K
3agaHHOMY PyHKUMOHANbHOMY TUNY artaku (noaMeHa gaHHbIX
OT ceHcopoB NHTepHeTa BeLlen)

[eHepaunss Habopa TpeboBaHUM K CUCTEME 3allUThl,
obecneymBatolen YCTONYMBOCTb CUCTEMbI MO OTHOLLEHUIO K
MOOENUPYEMBIM aTakam

OueHka BEepPOATHOCTM [OOCTyna K KPUTUYECKOMY pecypcy
MHTepHeTa BeweuW Ha OCHOBe aHanMsa MapLupyToB
CeMaHTUYEeCKON CETU CUCTEMDbI

- &



KoHTpornb 6e30nacHOCTN COCTOSIHUS CUCTEMbI B BUAE peanu3aunm
NHOPMAaLIMOHHOIO NpoLecca U ero napamMmeTpoB npu cobnoaeHnn
MONMUTUKN 6e30nNacHOCTHU

OnucaHue nofHoro MHOXeCTBa aTtak B BUOE MCKaXeHUs CeMaHTUYeCKOro
rpapa cMCTEMBbI, YTO OaeT BO3MOXHOCTb OMMCaHMNA HOBbLIX (HENM3BECTHbIX)
aTaK

ABTOMaTM3aumsi MNOCTPOEHUSI CUCTEM 3alUUTbl C YYETOM 3a4aHHOro
MHOXeCTBa PYHKUMOHAIbHbIX aTak (@ He NX KOHKPETHbIX BUAOB)

MopgenupoBaHne nHpopmayMoHHOro npotTneobopcTea

[lokasaTenibCTBO AOCTMXKMMOCTM YCroBMM 6e30nacHOCTH
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CaHkT-lleTepbypr, yn.lMNonutexHnyeckas, a.29,
[ naBHOe 3aaHue, K. 173

Ten: +7(812) 552-64-89,
552-76-32

Web: IBKS.FTK.SPBSTU.RU
E-mail: ZEG@ IBKS.FTK.SPBSTU.RU




