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Icnonb3oBaHMe 0aT4YnKOB
Clly4anHbIX Yncen

[ eHepaunsa KpunTorpaguyecknx Krnroden.

['eHepauunsa cnyvYyamHblX 3HA4YEHUU ONA NPOTOKO10B
9NIEKTPOHHOWM NOANMUCU N YCTaHOBIEHUS KItova obMeHa.

[‘eHepauunsa cnyvYyamHblX 3HA4YEHMW ONA NPOTOKO10B
yCTaHOBIMEHNS 3aLlULLEHHOIO COeaNHEHNS.

[Mpoymne 3agayu 3almTbl MIHGOPMaLUK (Hanpumep,
paHgooMmnsaumns agpecos ¢ nomoubio ASLR).



Mopenb HapyLwuTens

e Hapywurtenb H3 cornacHo «MeToagnyeckmnm
pekomMeHgaumssm no  OobecrneyeHuto C  MOMOLLbIO
Kpuntocpeacts 6e30nacHOCTM NepPCOoHaribHbIX AaHHbIX
npn unx obpabdbotke B WHPOPMALMOHHLIX CUCTEMAX
nepcoHarnbHbIX [daHHbIX C WCMNONb30BaHNEM CPEOCTB
aBTomMmaTusaumm» ot 21.02.2008r.

e CnocobeH:
® BMMSATb Ha NONb30BaTENbCKME NPOLIECCHI;

e BO3JEeNCTBOBATb Ha annapartypy 7 cetu
9HeprocHabxeHus;
® NPOBOAUTbL CTaTUCTUYECKUN aHanus
nocnenoBsaTesibHOCTEN U3BECTHBLIMU MEeTOA4aAMM;
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CpaBHeHue cyulecTtByrowmx JCH

AHanusupyembin [1CYH

Buonornyeckune ACH (Kpuntollpo
CSP, PGP, ...)

BcTpoeHHblie AICH
(Intel Secure Key, VIA Padlock)

HdononHutenbHble ycTpouctea ACYH
(PCl-nnatbl u USB-TOKeHbI)

OCY Ha ocHOBe U3MepeHUs OTKNUKa
nepucgepunHoro o6opyaoBaHus
(CryptGenRandom, /dev/random)

OCY Ha ocHOBe nsmepeHus
NOrpeLHOCTU CYHETYNKOB BPEMEHM
(Mono., Cmbiwnsaes: PycKpunto’13)

ACY Ha ocHOBe U3MepeHUst BpeMeHU
AocTyna K namMAaTu
(Mueller: chronox.de)

Hanunune
NMOJTHOLEHHOIO
obocHoBaHUA
CITy4anHOCTH
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[TpnynHbI paccmMmoTpeHnss paboThl
C onepaTtuBHON NaMSATbLIO

e [IpocTOoTa KOHTYPOB B3aUMOAENCTBUA:

e BCTPOEHHLIN KOHTpOMSep NaMmATn (MCKNOYEH
«CEeBEPHbIN MOCT» Kak OTAEeSIbHbIN Yunn);

e CTabunbHoOe HanpsaxXeHne oT brioka NUTaHus;
® [OYHble YMHOXUTENM.

e Hanunumne cny4yamHon cocTaBnsOLLEN:.

e B npoueccopax Intel u AMD mncnosnb3yroTcs TEXHOMOMMN
9HeprocbepexxeHust, YTO NMPUBENIO K UCKIHOYEHUIO
MeXaHn3ma rosiHom ctabunusauum 4acToThbl;

e HecoBnageHne YacToT npoLeccopa U naMmaTu.



[lpeoBapuTenbHble yCnoBua ans

Nofly4yeHmnsa crnyydyamHblX AaHHbIX

e OTKNIOYEHME BCEX AOepP Npoueccopa, Kpome
OJHOrO.

e OTkntoveHue HyperThreading n ynpaBneHus
9HepronoTpedneHnem.

e OTKNIOYEHME NOAOEPXKKM annapaTHOW
BUPTyanusauun.

e 3anpeT annapaTHbIX npepbiBaHumn (cli).
e OTKNIOYEHME KIWMNPOBAHUSA:
e YctaHoBka 31-ro buta B CRO;
e HyxeH kernel-mode (ACH B mogyne aapa / gpaneepe).
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AINropuTM N3MEPEHNA BPEMEHN
OOCTyna K ornepaTuBHON NaMATK

NHuuymanusauyua cyetydunka (k:=0).
OxnpaHue koHsenepa (CPUID).
3amep BpemeHn (RDTSC).

3anommHaHne Bpemenn B RDI:

1. mov edi, edx
2. shlrdi, 32
3. mov eax, edi

3amep BpemMeHu ¢ cepuanunsaumen (RDTSCP).
3aHeceHune pasHocTu (5) n (3) B maccus.

If (++k < MAX_LIMIT) goto (2).

3aBepLUeHne anroputma.
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IamepeHne BpeMeHN NCNONTHEHUSA
MHCTPYKUUN (C KALL-NAaMATbIO)
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NamepeHne BpeMEHU NCNONHEHUS
MHCTPYKLUWUN (0e3 KILL-NamMaTn)
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VickniovyeHne nepnoanyHoOCTH

e [lpencraBum NonyyYeHHyo NocneaoBaTeNbHOCTb Kak LMdpPOoBOW cuUrHarn.
e [lycTb:

e N — 4YMCNO U3MEPEHUN,

e {x;} — MHOXeCTBO U3MEPEHUH,

o {X,}=AlIP({x,}) — pesynbTaT gucKkpeTHOro npeobpasosaHnsa dypoe,

P, = {1, ecau | X,,| = p,

, rae € ]R, — MHOWKATOP TOro, Yto amMniintyga npeBbilLlaceT p,
0, comn [X.| < p. BEP i p yaa np p

o (), = Yo [P, — YNCHO rapMOHUK C BbICOKOW aMNIUTYOO0N,

o 9, = p 10w 5%
p = N — Aond rapMoHUK, Ybd aMIiiJintyda nonagaeT B 070 UHTEepBarl,

e 0, = (). £(0) = 0,f(max(|X,]) = 1 = Ip': max(f) = 6,,

0,,ecmu|X;| >p'ui =0,
o X', =<X;_j,ecmu|X;| >p'ui >0,
X;, ecnm | X;| <p'.

e x' =FT 1({X}}) — ucTuHHO cnyyaiiHasa nocneaoBaTenbHOCTb.
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Howmep

cTeHAa

TecToBble CTEHAObI

KoHdurypauusa

AMD Athlon FX-4200 (Bulldozer), DDR3-1866
AMD Athlon X2, DDR3-2400
Intel Core i7 (Sandy Bridge), DDR3-1866

Intel Core i5 (Haswell), DDR3-2400
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3HayeHHe MOYJIsI AMILIHTYAbI, 10°

PasnoxeHue B pag dypbe
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[lona rapMoHUK B
paccMaTpuBaeMoM UHTepBarne
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Pe3ynbTaThl unbTpaymnmn

Homepa dona dpunbTpyembix
Moporosoe 3HauyeHue p’
cTeHAa rapMoOHMK
1 106334 20.4%
3 68198 18.2%
4 55410 19.8%
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OueHKa Nnpon3BoAUTENBHOCTU
CBOUCTB

Homep CpenHee SHTpONUA 3NEeMeHTOB Bpewms NMpounsBoau-

CcTeHAa OTKIJIOHeHue o | nocrfieaoBartesyibHOCTU | reHepauuu TeNnbHOCTb

(éuTt / 1 anemeHT) (cek.) (KouT / cek.)
1 50,4 5,3 13,50 43,13
3 36,4 5,0 14,10 38,96
4 42,8 5,2 13,80 41,39

[Iporiaensl Bce TecThl M3 HaOopa NIST SP800-22.
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HapgeXHOoCTb peann3aunmn
npeanaraemoro 1CY

e OTCyTCTBYET 3aBMCUMOCTb MEXAy CTaTUCTUYECKUMU
XapakTepucTMKkaMn BbIXOAHOW NocrenoBaTenbHOCTU U
crneayroLwmnMmn BenminHamu:

® CpeaHUM 3Ha4YEeHUEM HanpsikeHust npoueccopa (B LTaTHOM
auanasoHe);

® CpeaHUM 3Ha4YeHUEM TemnepaTypsbl npoueccopa (B LUTaTHOM
auanasoHe);

® COMPOTUBIIEHNEM U SHEPronoTpebsieHNeEM YCTPOUCTB,
NoAKMNIOYEHHbIX NapannensHo K IBM.
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Cnacmnoo 3a BHUMMaHue!

sagafyin@gmail.com
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