[€ Pyckpnnro

lNepexon Ha annapaTtHblie CK3U

O5nAdA MaCCOBOro nosyib3oBaTtersns




O KoMnaHum

BUPUT ocHoBaH B 1999 roay

OCHOBHOe€e HanpasfieHvne oeATesIbHOCTU —
pa3paboTka u npoasmxeHue AbO «iBank 2»

2015 r. — 38,5% poccunNCKnx 6aHKOB
MCNONb3YyKT cuctemMy «iBank 2»

BUDOUT nmeet JlnueHsnum ©Cb PO
(pa3padbotka CK3U, roctanHa)




Yrpo3bl 1BO

Yrpo3a xuweHunn B 1BO HOCUT MaccoBbIN
xapakTtep ¢ koHua 2007 r.

AHaTOMMUA Yrposbl:

* 3apaxeHue padbouyero MecTta KrnumeHTa
cneuuanuanpoBaHHbIM BpeaoHOCHbIM 1O

* cosaaHne MOLLEeHHWN4YeCKOro rnrsartexa
OT UMEHU KIMTneHTa
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Yrpo3bl 1BO: mepbl npoTMBOAEUCTBUSA

BUOUT npoTMBOCTOUT Yyrpo3e X1LeHUU
B A1BO no BCcem HanpaBrneHUsAM:

* MCNONb30BaHUe NepcoHanbHbIX
annapaTtHbIX KpuntonpoBanaepos
(noapepkka B cucteme «iBank 2» ¢ 2008 r.)

* BbIsIBJZIEHUE U NPOTUBOOEUCTBUE
cneumanusnpoBaHHOMY BpeaoHocHomy 10
Ha pabo4ynx MecTax KriMeHTOB

e BbIfiBJIeHUe MOLUeHHUYeCKUX nnarexeun
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Yrpo3bl 1B0O: Tekywme TeHAeHUUN

1. PocT xuweHuu
2. YcnoxHeHune BpeaoHocHoro 10
3. YcnoxHeHue cxemMm MoOLleHHun4YecTBa

4. Yrpo3bl CO CTOPOHbI nnerutumHoro 1O




BpeanoHocHoe MO: ctatuctuka no knmentam AbO

4,45% KOMNbHOTEPOB KIIMEeHTOB 3apaXeHbl
cneyunanm3npoBaHHbIM BpegoHOCHbIM 1O

BpenoHocHoe NO gna yaaneHHoOro
yrnpaBrieHust KoMmnbloTepom — 94% 3apaxxeHuwu

PocT Konun4yectBa pa3sHOBMAHOCTEN
3a nocnegHue 6 mecsaueB — 40%
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AnnapaTtHble CK3U 3awuwalot oT yrpo3bil - 4
yAaneHHoOro ynpasneHus FIT
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Cpena MaccoBOro KfiueHTa - TotaribHO BpaXXaeoHas

PaHee cpepa paboTbl MaAccoBOro KnueHTa -
KOMNbOTEPbl, CMapT(POHbI, NNaHWeTbI -
cyuTanacb HegOBEpPEHHOU

CerogHs cpeaa MaccoBOro KnneHTa — ToTaribHO
BpaxaeobHasn

Ucnonb3oBaHue nporpamMmmHbiXx CK3U maccoBbIM
KIIMEHTOM CO3[aeT HernpuemMremMblie PUCKU <




Pucku xuweHun no AbO

O6opoTbl No AebeTy c4ETOB 518 994 mnpa. py6.
KOpropaTmBHbIX KnNueHToB B 2014 .

[lonsa nnaTtexen B 9fIEKTPOHHOWN popme 91%

Ob6beM MOLLEHHUYECKMX MIaTEeXEN Ha KaxKable

1 MnH. py6. 060poTOB 38,63 pyb.

[odoeol 06BLeM yepo3bl XUuweHUU:

18,244 mnpo. py6.




[Mepexop K annapaTtHbIM CK3U Ha cTOpOHe KrnueHTa

PeweHue npobnembl:

1. MNMonHbIK O0TKa3 ot nporpammHbix CK3U
ANA MaccoBOro KrfiMeHTa

2. lNepexon K CNONbL30BaHUIO annapaTHbIX
CK3U gnsa Bcex kpuntorpacdpmnyeckux
npeobpasoBaHUN




AnnapatHble CK3U: TpeboBaHuA

1. HensBnekaemoe XxpaHeHUe Kriro4veu

2. BbinonHeHne yCTPOMUCTBOM BCeX
Kpuntorpadpunyecknx oyHKUNN:

* 3NeKTPOHHada noanuchb
 wudpoBaHUue
*  X3W-PYyHKUMNA

3. Hanwn4ywune ceptucdukara »Cb PP

4. Ucnonb30BaHMe KapTO4YHbIX YUMNOB KakK
3awumuwieHHon nnatcdopmbl (CC EAL 5+)
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BapuaHTtbl annapatHbix CK3U

1. CmapT-KapTtbl (ISO, NFC)
2. USB-TOKeHbI
3. Bluetooth-TokeHbI

4. TrustScreen (USB, Bluetooth)
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AnnapatHble CK3W: Hawu pa3paboTku

BUDOUT paspaboTan cnepyrowme peLleHUs:

1. BbicokonpousBoantTenbHbin USB-TOKeH
Ha 6a3e 32-60MTHOro KapTo4yHoro yuna ST33

2. BbicokonpoussoguTernbHbIN TrustScreen
PaboTtaroT 6e3 nporpammHbix CK3U Ha xocTe

CkopocTb xaw-pyHkummn 1 Moéaut/cek




AnnapatHble CK3U gna nonb3oBaTtenen A1bO

1. OTKa3 oT nporpaMMHbIX KOMMNOHEHT
(Ana BbluUCeHUA XaWw-pyHKLMN Ha XOCTe)

2. PacwunpeHue cnektpa annapatHbix CK3WU
c pyHKLUMEeNn OTOOpaKeHUs1 OKYMEHTa

3. NMopopepxka MOooOUNbLHLIX NNnatdopm
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AnnapatHble CK3U gna nonb3oBaTtenen A1bO

1. Ob6sa3aTeNnbHOCTb UCNOJSIb30BaHUSA
annapatHbix CK3U maccoBbIM KITUEHTOM

2. Jlnbepanusauuna auctpuoyummn CK3U ansa
MaCCOBbIX KITUEHTOB
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[€ Pyckpnnro

Nepexoa Ha annapaTtHbie CK3WU

O5A MaCCOBOro noJsfib3oBaTtersns

Cnacmnbo 3a BHUMaHue!
Bonpocbi?

CrtaHucnas LUvnosB
shilov@bifit.com




