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JlaHawadpT coBpemeHH

KnbepnpectynHocTu

* AKTUBHAA KPMMMUHAIN3ALMA XaKEPCKOU
dKTUBHOCTHU

* ATaKu yepes counaszibHble, ceTeBble CeEPBUCDHI

e ATaKu Ha 0b6s1a4Hble TEXHONOTUU N U3 HUX:

— My/bTUBEKTOPHbIE aTaKM

— TeppopuncTUYECKNE OpraHM3aLMmM Havyanum
BblJaBaTb «rPaHTbI» Ha Pa3paboTKy MeToA0B
MPOHUKHOBEHMUA ...
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ATaKu NepexoaAaT Ha YPOBEHb MPUIOKEHUN U
nenatoTca Bce bonee U30LpPEHHbIMU
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InfoWorld st

Xopol1iire HOBOCTHU: 3TO He HOBBIN SKCILJIOUT
I YSI3BUMOCTb.

[Lnoxue HoBocTH: Kribep-TeppopHuCThI 1
XaKepbl YBEJIMUUBAIOT YCIIEIITHOCTh CBOU
aTaK. L o E
SASSER WORM
@il
Yaxke ceriuac eCTh MHOKECTBO MPUYMH

JIS BOJIHeHU .




What’s New

Kubep npecTymHUKY 1 U30IIPEHHBbIE XaKePhl YBEJIMYHUBAIOT CBOU
«yCIeIIHbIE IOCTHKEeHUA» B YaCTHU HaIlpaBJIEHHBIX aTaK IIyTeM
IIpUMEeHEeHUA COBPEMEHHbBIX TeXHUK. TakMX KaK TEXHUKHU 00X0/1a.
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Hackers stole data on Pentagon's
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LARIFICATION TO THIS ARTICLE
nis article about Stuxnet, a computer worm designed to damage industrial control systems, said that a controk-system
alfunction in & natural gas pipelin resutted in the explosion and fire that kiled eight people last month in San Bruno, Calf
=deral investigators say they have not et established a link between the blast and the accidental malfunction, which an
«pert quoted in the article cited as an ilustration of the kind of damage that could be done intentionally with Stuxnet

Obama makes a villain out of Wall Street 1 Pentagon Producer

WASHINGTON (CHNN) — Thousands of confidential files on the U.S. military's most tech
fighter aircraft have been compromised by unknown computer hackers over the past tw
senior defense officials.

The Internet intruders were a
data related to the design anc
systems of the Joint Strike Fic
computers of Pentagon conir:
designing and building the ai
the officials, who did not want
because of the sensitivity of f

J.8. power plants at risk of attack by computer worm like
Stuxnet
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VVashington Paost Staff Writer
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In addition to files relating to ©
gained entry into the Air Force
systems, according to the offi
in, the Internet hackers were
information as the locations

‘ sophisticated worm designed to
nfiltrate industrial control systems could
»e used as a blueprint to sabotage
nachines that are critical to U.S. power
Jlants, electrical grids and other
nfrastructure, experts are warning.

[he discovery of Stuxnet, which some

inalysts have called the "malware of the i R .
entury” because of its ability to damage A0 ranian securiy man stands ne;

tury . ﬂﬁ) buiiding at the Russian-buit Bushehr nuclear power plant in southern
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- Omar Reygadas, 56, who has 6 children, 14 grandchil
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News
Cyberattacks raise e-banking security fears
Government, business groups urge banks to upgrade security controls as
attacks grow

By Jaikumar Vijayan

March 10, 2010 07:35 AM ET D Comments (2) + Recommended (18} [ [£] B3 Share

Computerworld - The unabated plundering of online bank accounts belonging
to small and midsize businesses is raising significant questions about the
authentication and fraud-detection mechanisms now used by financial
institutions.

Such cyberthefts have led multiple businesses to file lawsuits against their
banks and prompted government regulators to call on financial institutions to
improve their security systems.

The FDIC recently disclosed that during the final 2009 quarter alone,
cyberthieves stole more than $150 million from small and midsize business
accounts )



POB C He
VA3BUMOCTAMMU B 1 KBapTane

25,0% -

20,0% A
15,0% -
10,0% -
N l l l l
l

0,0%

\&
o@" ('>°’

Ry s+
& VQQ \Q’ & S

‘9 S

O
2
O
&

& <&
IBM-X-Force-Vulnerability-Threats-1H2010



Percent of 2010 H1 Percent of Critical & High 2010 H1

endar Disclosures with No Patch Disclosures with No Patch

All Vendors -
2010 H1 Average

Sun

Microsoft

Mozilla

Apple

1=1]

Zoogle =

Linux 8% 20%%
Oracle 7% 2296
HP 7% 3%
Cizco 6% 2%
M owel| 5% 10%
Adobe 3% 2%

IBM-X-Force-Vulnerability-Threats-1H2010



ATaKM Ha pecypchl

[10 82% MHUMAOEHTOB, ABNAIOTCA Pe3yNbTaTOM aTaK U3BHE CUCTEMbI

BHYTpPeHHue
11%

napTHepbI
7%

“2009 Data Breach Investigations

/Antievasion Verizon Buziness

BY: STONESOFT




nartyeMm y nonynsipHbIX BeHAopoB

Kopnopauua Microsoft, BbinycTMBLIas HeAAaBHO oYepeaHYH NoOpLUM
CMO/IKHYAACL C MPYOHOCMAMU NpU PACAPoOCcMpaHeHuU 3anaamokx.

MpeacTtaBuTenn KomnaHum Symantec, 3adBUAN, YTO B COCTAB OKTAOPbLCK
3an/1aTOK BOLUIM NaTyYM ANA AblP, SKCNIONTbI ANA KOTOPbIX VHKE LUPKYAUPY
NHTEpPHETE.

B aHBape-¢peBpane 2009 snugemmna yepsa Conflicker ctana BoamoXkHoM
TONbKO 61arogapa TOMy, UTO BO MHOTMX KOMMaHUAX He BblJIN yCTaHOBNEHDI
obHoBNeHNA Be3onacHoCTH, onybanKoBaHHble B okTAOpe 2007 .

AAMUHUCTPATOPbI NPOCTO He YCNeBatloT YCTaHaB/AMBaTb NaTuu!

— WHorpa pnAa yctaHOBKM nNaTya Hago notpatutb Ao 30 gHen (1)
(US Air Force)

MNoasnsAloTCcA cTaTbu N0beaHOro coaeprKaHuA
—  «Yogp. Ceco00HA namyu MOMXCHO He cMmasumb»
— «BupmyanbHbili namy cnacem om amak»

— WUop.
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[leyanbHO NpU3HaBaThb, HO...
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Jm Sorry Will m?orgweme
NHGOPMaLIMOHHbIE pecypChbl He3aLMLLEHbI.

E)XeaHeBHble onepauun n H6M3HEC NoABepratoTca PUCKY .

J10)KHOe YyBCTBO 33LULLEHHOCTUN Ae/1aeT OPraHM3aumm
NIerKko MULLEHbIO.

BonbwmnHcTBO (>90%) cCOBpeMEHHbIX YCTPOMCTB
6e30nacHOCTU He NOAroToBJ/IEHbI U HE MOTYT
obecneunTb 3aLUMTY.
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UccnepoBaHusda

StoneSoft BbiABMA HOBbIE cneunPUYHbIE TEXHU
obxopna (evasion techniques), KoTopble MmoryT 6bl
MCNONb30BaHbl NI CKOMBOUHUPOBAHbLI B 1t0H6OM
nopsaake, 4yTobbl 060MNTU BO3MOXKHOCTb
NETEKTUPOBAHUA YCTponUCTBaMM 6€30NacHOCTH.

AET (Advanced evasion techniques,
ANHaMUYeCcKmne TexHUKn obxona)*

...n HOBbIN BUTOK roHKM ANTI-EVASION TexHukK
npuemos Ha4anca!

* - StoneSoft HaBepHsika He eAMHCTBEHHasA opraHu3auus, Kotopas 3To OGHapyXun
KOCBEHHO NOATBepPXXAAeTCA HEOObACHUMbIMU KMUCTUYECKUMUY» UHLIMOEHTAMMU

/AEntievasion
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Texauka ooxoza (Eva

OnpedeaeHue

Texnuku o6xona asnawres cpeacrsom COKPbITH

/v I3MEHEHMS aTax C I1eJIbio U30eKaTh

oOHapy:keHUs U OJIOKMPOBAaHUS CPEACTBAMU 3aIIUT
TexHuKY 00X0/1a ITO3BOJIAIOT UCKYIIIEHHBIM

3JIOYMBINIJIEHHUKAM JOCTABJIATH 1100011 BpBaOHO Hbl
KOHTEHT, DKCIUIOUT WJIN aTaKy [0 y}IBBI/IMOf/i CUCTEMBI
0e3 ee 06Hapy3fceHuﬂ, XOTs1 0OBIYHO BosneﬁCTBHé ObLIO
O6bI 0OHAPYKEHO U OcTaHOBJeHO. CpeJicTBa 3alUThHI

OKa3bIBAIOTCA HE3(OPEeKTUBHBIMHU NpPOTHB

TAKUX TEXHUK o6xozna. (anano2uunbiM 06pasom ucmpebumensv-cmenc
Moxcem HaHecmu yoap, He 6yOyuu 0OHApYHceHHbIM padapom u Opy2umu cucmemamu
3awumot)
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cCJIeIOBAaHUA B 00J1acCTH
METOJIUK 00X0/aa

IlepBbIli TEKCT 00 aTakax IMPOTUB cucTeM IDS nosBusicsa B
1997

OOHO U3 NEePBBIX ITOJTHOIIEHHBIX OIMMCAHUI aTaK ObLJIO JaHO
Ptacek and Newsham B TexHmnueckoMm otuere 1998

B 1998, nosiBuiack ctaThAB KypHasie Phrack ¢ onucanuem
METOJINK 00X0/1a CeTeBhIX CHCTEM OOHAPYKEHU
BTOP>KEHUU

Handley u Paxson nmpeio:Kuim HOpMaaIu3aIiiuio B 2001
Gorton 1 Champion npeajioXuau KOMOMHAIIUN B 2004

Moore u Caswell ob6cyxmanu TexHuku o6xoa Ha
koHpepennuu Black Hat B 2006
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DUMEHEHUE TEXHUK

BonbLIMHCTBO TEXHUK 06X0aa ABNATCS
HopMarnbHbIMM MeToAaMmn paboTbl NPOTOKONa,
KOTOPbIE MOBCEMECTHO NCMONb3YIOTCS.

IP fragmentation TCP segmentation

MSRPC fragmentation ,
. TCP urgent poi
SMB fragmentation MSRPC alter context
TCP TIME WAIT IP random options

OB6bI4YHO TEXHUKM 0OX04a HE HapyLUaoT Kakon-rmbo us
ctraHgaptoB RFC, Hanpumep, noatomy moaynu pasbopa

NPOTOKOJSIOB MX He pacrno3HaloT.
Antievasion ’
BY: STOMESOFT |



C Opyrom CTOPOHbI:

= Kaxpasi cuctema IPS nmeet npnmepHo 3000—4000
cUrHaTtyp

= B OonblIMHCTBE peleHnn npu BKNKYEHUN
pononHutenbHblix 1000 curHatyp HabnogarTcA
npobnembl NPON3BOANUTENBHOCTU

= Ecnun xota 6bl 1% 13 MHOXecTBa KomObuHauum AET
BO3MOXeEH 1 paboTaerT, To 310 AacTtb bonee 1

MunnmoHa!
/Zntievasion /
BY: STONESOFT



cBOeu IIpupo/e.

Tekyliee KOJTMUECTBO TEXHUK 00X0Aa.

31

(Ha mpaKTHuKe)

AETSs — 3TO nuHaAMHn4ecKue,
O6e3yCc/I0BHBIE, UMEIOIIIHE
BUPTYAJIbHO O0€CKOHEYHOE
KOJIMYECTBO Bapuaiuu, 1

HEPACIIO3HAaBaA€MBbIE ...1 OHO IIPOJOJIZKAEeT YBEJINYUB
TPAAUIIMOHHBIMHU METOJaMU
JIETEKTUPOBAHMUAA.

(c TEXHUUECKON TOUKH 3PEeHU)

X MOXXHO CTEKHPOBAaTh U OHU MOTYT
paboTaTh Ha Bcex ypoBHAX cTteka TCP/IP
PaBHO KakK AJI1 PAa3HbBIX IPOTOKOJIOB U

X KOMOWHAIINU OJTHOBPEMEHHO.
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Moaenb OSI

TunoBoe
NpUMeHeHne

Hble
KOMOMHaUUu
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BY: STOMESOFT

TeopeTnyeckoe
KONM4ecTBO
KOMOUHaLUnn

pPa3nn4yHbIX TEX

2X

5 32

1 1 2048

2 4

16 65536 17175186918
64

6 1099516162777

o




MSRPC Application

C Ethernet )
(" VLANTags )

IPv6

(D

[ NetBIOS HTTP

C Application )
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NaHTbl NCMNOJ1b30BaAHI

He Bce kKoMObuHaLmMn BO3MOXKHbIX,
MOCKONbKY TEXHUKN 06X0aa 3aBUCAT OT
NMPUMEHSAEMOro NpoToKona, 1 He Bce
KOMOWHAaLMM OQHOIO N TOrO e YPOBHS TexHVkn obxona 3aBUCAT Takxke

MO>XHO MUCMONb30BaTb OAHOBPEMEHHO NPUNOXeHUKs/LUenu atakm, Nocko
MO/cnctema nogaepxnBaeT Ton

OnpeAereHHbIe MpOTOKOMH

MSRPC

SMB | | SMB2 HTTP
TCP

TCP | | UDP IPv4

IPv4 | | IPv6
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yTb cucrembl IPS (= virtual patch)

3aluTa ysa3BUMbIX (Y3JI0B) CUCTEM U CEPBEPOB OT y/AaJIeHHbBIX
AKCIJIOUTOB

«TyTyOOKasi MHCIIEKITUS» TTAaKETOB

® Hopmanusanus tpaduka u uaeHTuGUKAINA SKCIIOUTOB
®  npumepsr: M3 knacca NG, IDS/ IPS u UTM

IIpumep uCIoJIb30BaHUA

® TIlosBosser aAMUHUCTPATOPAM YBEJIUYUTH BpEMsA Ha YCTAHOBKY

IraTda

® TlosBossieT GoJiee TIATEIHLHO TECTUPOBATD IATUYH IIEPE]]
YCTAaHOBKOM Ha «00€BbIE€» CHCTEMBI

® MHMuorpa matya OT BEH0pA IS YSI3BUMOCTH HELOCTATOYHO, a IPS

Aa€eT ,Z[OHOJIHI/ITGJIBHYIO BaH_[I/ITy
Antievasion
BY: STOMESOFT



TexHonorna «BUpTyanbLHOro
natya»

Virtual

internet

IPS netekTnpyeT ataky u GrokMpyeT NoaknioYeHus K ysi3BUMbIM cepBucam |

Antievasion
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Sion» MOXHO CPaBHUTL CO CKPbITbIM
KaHarnoB 4OCTaBKU

IPS nnn MO He BUaAaT aTaky!

AET enabled
® ® ¢ ©

Hacker

internet

Antievasion
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RAMICII0Ib30BaHKEe A

*M3011peHHbIe HAllpaBJIEHHbIE aTaK! IIPOTUB
XOPOIIO 3AIHUIIEHHBIX CUCTEM.

*OpraHn30BaHHBIMHU IIPECTYIIHBIMU
IPyNOHUPOBAKAMU, UMEIOINMHA IITHPOKUM
apceHaJI CPeJICTB U CUJIbHYIO MOTHUBAIUIO.

C Touku 3peHusa xakepoB, AETs paboraet
KaK YHHUBepCaJIbHASA OTMBIYKA KO BCEM
3aMKaM. TeXHUKU ITO3BOJIAOT CIIOKOUHO
nepedbpaTh SKCIJIOUTHI U BHIOPATH TOT,
KOTOPBIN paboTaer.

*TeXHUKU ABJIAOTCA CTPAXOBKOU OT IOWUMKHU.

Antievasion
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Hopmasinsanusa

Hopmanmszanusa NpoToKOJIOB — 3TO CIIOCO0 ﬁopbﬁbl C
TeXHUKaMHu 00xoaa

CyTh «TOTOBHOCTHU K 00pb0€ ¢ TEXHUKaAMU
o0xoxa» (Anti Evasion readiness) 3asucur ot
crrocooHocTer U 3PEKTUBHOCTHU CUCTEM OCYIIECTBIIATH
HOPMaJIM3aIUI0 HA BCEX YPOBHSIX

ITO 03HAYAET, YTO OCYIIECTBJIAETCA HOPMAINU3AIUA AJIA
BCEX IIPOTOKOJIOB IIPH JIEKOAUPOBAHUH, 4 SKCIIJIOUTHI
MOTYT OBITH 1€TEKTUPOBAHBI CPABHEHHEM II0 PETYJIAPHBIM
BBIPAKEHUAM -> HY>KHO TOJIBKO 3HATh, KAK BBITJIAUT
AKCILIOUT

Antievasion
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root@ipforge:/usr/local/predator# sh pwn-through-snort
Initializing IPForge based on the configuration..
-Using random key 201864582972067482338388580272033223522
Started at IP 10.0.1.101, MAC de:ad:01:00:01:02. Attacking against 10.0.1.200
Exploit run 1: TCP evasion: time_wait, MSRPC fragstyle: 16byte, MSRPC evasion: big_endian,alter_context}
-Failed to connect to shell
Exploit run 2: IP fragstyle: 16byte,8byte,out_of_order,fwd_overwrite,last_first,24byte, TCP fragstyle: 1byte, SMB fragstyle: 16byte
Exploit run 3: IP fragstyle: random_order,8byte,last_first,256byte, TCP fragstyle: 1byte, MSRPC evasion: random_object}

Exploit run 4: IP fragstyle: 16byte,8byte,out_of order,last_first,one_duplicate,256byte,24byte, TCP evasion:
time_wait,urgent_ptr, MSRPC fragstyle: 16byte

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

Ecsin HopMmanusanus He paboTaer, To
SKCIIJIOUTHI IPOXOJIAT «HACKBO3bY....

...a TEXHOJIOTUS IIPEeAOTBPALleHUA BTOPZKEHUI. .

...OKa3bIBA€TCA

Entievasion
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PaccueTHbin ypoB

eHb OonNy6NMMKOBaHHbLIX TEXHUK U YPOBHMU

3awmThbl (AMHAMMYECKMUEe VS. cTatuveckKme).

Konuuyectso
onyb6/AMKOBaHHbIX
TdXHUK 06X0Aa

O6wee uncno
onyb6aMKOBaHHbIX
TeXHUK obxopa
(TpaguuMOHHDbIE +

AVHaMUUecKue )
N —

BbiasneHue AET

pd
~

LT
----------------------
wsm

CraTuueckas /aMHamuyeckas 3awmTa

>

Time 2010-2011

Security gaps



«MbICAKN BCAYX»

CornacHo ntobomy ctaHaapTy (Hanpumep
EP UBBC), oueHKa akTyanbHOCTU yrpos
6e3onacHOCTU N LenecoobpasHOCTU
NPUMEHAEMbIX MEP MPOTUBOAENCTBUA AO0NKHA
OCHOBbIBATbCA HA BEPOATHOCTAX peann3auum
3TUX Yrpos3.

He3ameuyeHHana aTaKa Ha
HenponaT4yeHHble pecypchl
AaeT OYeHb BbICOKYIO
BEpPOATHOCTD !



Tekyiasa curtyarl

AETSs He paboTaioT TpaIUITUOHHBIM

00pa30M U TEKYIIHM YPOBEHD 3AIIIUTHI OT
HUX OJIM30K K HYJIIO.

He nMeerT 3HAaUEeHU A

* Yeu npoaykT y Bac ucnosabayercs A
A

>
@

* HackobKO 4acToO OH OOHOBJISIETCS
* Kakwue Harpajabl OH IMOJIYYUJI
* Kaxkwue TeCThl OH IIPOIIeJT

Antievasion
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IIpo061eMpbI

VcripaBiieHH€e WIN NePENChIBaHUE CTEKA IIPOTOKOJIOB
3aHUMAaeT BpeMsl

VcrpaBJieH€e WX NePEIChIBAHNE CUTHATYP AJIs
BKJIIOUEHUSA BCEX «TEXHUK 00X0Z1a» 3aHUMAET elle 00JIbIiie
BpEMEHU

N nentudukaimsa Bcex BO3MOXKHBIX TEXHUK 00X0/1a U UX
KOMOMHAIINU

TecTupoBaHMe HAa BO3MOKHOCTD Pean3aliii TEXHUK
06x0/1a aBTOMaTU3UPOBAaHHBIM CIIOCOOOM

...4 B OOJIBIIMHCTBE CBOEM, 3a4aCTyIO IIOYTH

HCBO3MOZEKHO.
AEntievasion ,
BY: STONESOFT




HaOop yruiaur
orpaHuvYeH

Ectp YTUJINTBI, B KOTOPbIX PROFESSIONAL

3AJIOKEHO HECKOJIBKO TEXHHUK

obxoza MEGaASPLOIG

OzHAaKO, 3TU YTUJIUTHI i g3
OPHEHTUPOBAHBI HA DKCILJIOUTHI, a BreakmgPomt_

Find it before they do.”
He Ha TEXHUKU 00X0/1a

ITostHOIIEHHOE HCCIIeloBaHue /
HaJINYE YTUJINT JIJIs TECTUPOBAHUS
B 00JIaCTU TeXHUK 00xo/1a
OTCyTCTBYET

Antievasion
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Texymue “YBEK/IEHNA”

Hert I10, KoTOpO€E M03B0JIsJIO ObI HCII0JIb30BaTh HECKOJIBKO TEXHUK 00X0/1a
Ha Pa3HbIX YPOBHAX CTeKA IPOTOKOJIOB OTHOBPEMEHHO
BBIBO/: MO3TOMY 3TO JOJ2KHO OBITH HEBO3MOKHO

Taxoi HUHCTPYMEHT IOTpeOyeT co3/TaHl€e BPYUHYIO CTEKA
11poTok0Ji10B TCP/IP, opueHTHPOBAHHOIO HA TEXHUKU

obxo1a.
BBIBO/I: HUKTO He OyJeT 3TUM 3aHUMATHCA — 3TO
HeleJ1ecoo0pas3Ho.

“Takum 00pa3oM, TEKyIIero ypoBHs TeCTUPOBAHUA HEJOCTATOUYHO. M cnmob3yercsa
TOJIBKO HEOOJIBIIIOE YHCJI0 H3BECTHBHIX TEXHUK 00X0/1a B, 00JIee TOro, OH!
peanus3yroTca TOJbKO M0 OTHOU U TOJBKO Ha 3aJaHHBIX YPOBHAX CcTEKa”

Antievasion
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Texymue “YBEK/IEHNA”

B KOHIIE KOHIIOB, XaKepPbl U IIPECTYIMHUKH C
0O0JIBIIINM KOJIMYECTBOM PECYpPCOB He OyayT
HUYEro /JieJIaTh HECTAaHAPTHOTI0, HE TaK JIN?

.../ OH: OrpaHUY€eHbI U3BECTHBIMHA YTUJIHUTAMU
U TEXHUKaMH 00x0/1a.
He npaBaa au?

Entievasion
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HeMHOTIO cratucTtu

Figure 18. Techniques Used to Evaluate
Effectiveness of Security

el Figure 20. Techniques Used to Evaluate
. Effectiveness of Security Technology
. By Percent of Respondents
mated tools
Security audits Security audits
by external l:lrgailf'lizminn by internal staff L
Penetration testin
E=mail mﬂnﬂuﬁng software hy internal sta
s Sanur'rtj,r_auqits Figure 17: Techniques Used To Evaluate Security Techology
mmitnn}:lﬁ'{auaftl:\t-:aﬂg by external organization
None Automated tools No technigques 13%
Web activity External pen testing [48%
monitoring software Internal pen testing 47%
CSI/FBI 2006 Computer Crime and Secy E-mall monitoing software I A i
Source: Computer Security Institute Web monitoring 49%
: None External audits 49%

0% 200 Automated tools
Internal audits

55%
64%

CS12007 Computer Crime and Security Survey 0
Source: Computer Security Institute
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Predator 3.0

cpejla MCCJIECEAOBAHMA ceTeBbIX CPECTB

3alUTHI, IOCTPOEHAA IJI A8MOMATNU3UPOBAHHO20
TECTUPOBAHMUSA

Evasion fuzzer

«UTPaeT» mapaMeTpaMu IPOTOKOJIa-KOHTENHED,
OCTaBJIsAS B IIEJIOCTHOCTU MOJIE3HYIO HAarpy3Ky (POBHO B
TOM BHJIE€, B KOTOPOM €€ UHTEPIIPETHUPYET 1EeJIb)

CriocobeH OJHOBPEMEHO HCII0JIb30BaTh HECKOJIBKO
CJIy4aliHO BBIOMPAEeMBbIX TEXHUK 00X0a Ha Pa3HbIX

YPOBHAX

Antievasion
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Apxurekrypa « XHUIITHUKA»

He nucnosnb3yetr TCP/IP crex OC

° Hapyumiaer nmpaBuia KOHCEPBATUBHOU
nepenauni/coboguoro npuema (RFC 791)

* Hcnoab3yeT 00J1ee OJIHOI TEXHUKU 00X0/a 3a pa3

* He nosnaraercsa Ha yOeKAeHMs, UTO HUKHUE YPOBHHU CTEK
TCP/IP cratTudeckue 1 XOPOIIIO 3aIHIIEeHbI

* TIloctpoen Ha 6aze IPForge

® TCP/IP crek co3mas Ha 6a3e Ruby, HesaBucumo ot creka OC

® TIlosBossier TeCTUPOBATH HA BCEX YPOBHAX
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BY: STOMESOFT -




PazButrue « XuimHuKa»
IlepBas Bepcusa B 2007

® 12 TexHuK 00X0/1a, KOTOPHIE HE CTEKUPOBAJINCH

Texymiast Bepus 3.0 umeeT 06oJiee 180+ TEXHUK
006X0/1a, KOTOPBIE CTEKUPYIOTCs. 11 pa3BuBaercH...

2180 — 1532495540865888858358347027150309183618739122183602176

180! —

20089606249913429965695133689846683891754034079886777794043533516004486095339598094118013811209730973563159410103739960967103213218633149527360959I 53196673
097294565355881980647506435385685815744504080920956035846331964466489111425643001782414179675381819233864230269332781873198603960320000000000000000000000
0000000000000000000000

CTaHOBUTCSIHEBO3MOKHO IIPOBEPUTH BCE
KOMOWHAIIUU

IPv6 mobasisieT 60J1bIliee IIPOCTPAHCTBO BADUAHTOB
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IHoaTrBep:xaAeHUA CO CTO Cert

#{ Track Flight Status for (D... Yn Titalehti.fi | Suomen suuri... Y Arvopaperi XY_ Arvopaperi x] [ CERT-FI- CERT-FI State... E =] =
€« C | @ www.certfi/en/reports/2010/vulnerability385726.htm a8

@ Tama sivu on kirjoitettu kielella Haluatko kaantaa sen? Asetukset~
Cer c ’ Viestintdvirasto

suomeksi | pd svenska

2010 Home Page > Reports = 2010 = CERT-FI Statement on vulnerabilities discovered by Stonesoft
+ CERT-FI Statement on rcl
L R EE CERT-FI Statement on vulnerabilities discovered by Stonesoft e [Eaep [
oneso
+ CERT-FI Advisory on bzip2 Target More Information
+ CERT-FI Advisory on Quagga
¥ o CERT-F1:n lausunto |
+ CERT-FI Advisory on Cisco ASA Stonesoftin I6ytamista k-
S b s =(EIRE haavoittuvuuksista
+ CERT-FI Advisory on OpenLDAP
} CERT-FI Advisory on LIbTIFF Impact - Bypass of protection
+ CERT-FI Advisory on Linux SCTP -
INIT message handling Remediation - None
+ CERT-FI Advisory on Lexmark
printers Details
+ CERT-FI Adwso_w on ﬁ_mtiwrus_ Stonesoft reported to CERT-FI of vulnerabilities in the technigues used to protect networks. The discovered problems in the protection
Signature Evasion Using Archive technigues might make bypass of protection possible in products by various vendors.
Files
+ CERT-FI Advisory on Linux IPv6 CERT-FI is coordinating the remediation effort of the vulnerability in cooperation with Stonesoft and affected vendors.
Jumbogram handling

\ CERT-FI Advisory on GNU gzip No further details of the vulnerabilities can be shared at the moment.

2009 Vulnerability Coordination Information and Acknowledgements
2008 Vulnerabilities have been found by Stonesoft. CERT-FI is coordinating the release of these vulnerabilities between Stonesoft and the
affected vendors.
2007 Remediation
2006 No remediation methods have been identified.
Contact
2005 CERT-FI Vulnerability Coordination can be contacted as follows:
Statistics .
Email:
vulncoord@ficora.fi ) _ )
CERT-FI: Please quote the advisory reference [FICORA #385726] in the subject line
P.0.Box 313 Telephone:

00181 H ki +358 9 6966 510

An incnperdent Daisicn
ot Uiz ominass
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vances Evasion
techniques

® “Stonesoft has discovered new ways AETs c
evade many network security systems,” said J.
Walsh, intrusion detection and prevention
program manager at ICSA Labs. “We were able
to validate Stonesoft’s research and beliepe
that these advanced evasion techniques can
result in lost corporate assets with
potentially serious consequences for
breached organizations.”
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epyeckme
opraHu3saLmnm

® 2009

IP Packet TCP Stream RPC URL FTP

Product Line
Fragmentation | Segmentation | Fragmentation | Obfuscation Evasion

® 63 evasion TEXHUKU

® 2010

IP Packet TCP Stream RPC URL HTML FTP

Product Line Fragmentation Segmentation Fragmentation Obfuscation Ewvasion Evasion TOTAL

® 74 evasion TEXHUKU

@ NSS Labs

® + Hosble nposepkn B 2011! Security. Certified
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MeToabl TECTUPOBAHUA

® Kymiaens! cucremsl IPS pasHbIX BEHZ0PO
(rmaBHBIM OoOpa3oMm «challengers» niu
«leaders» u3 «Gartner Magic Quadrant»

® Bce ¢ mocneguumu Bepeusmu 110 u
OOHOBJIEHUSIMU

® Koudurypaiusa mno yMmoaId4aHuIo WA caMas
cTporasi 13 BO3MOXKHBIX BCTPOEHHBIX
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® Hexoropble BEeHAOPHI YA3BUMBI TEXHUKA

OcHOBHBbIE OTKPBITUA

00X0/1a, KOTOPHIE CYIIECTBYIOT B
aBTOMAaTU3UPOBAHHBIX CpeJicTBax Oosiee

Bce BeHJIOPHBI YA3BUMBI XOTSI ObI KAKIM-T
TeXHHUKaM 00X0/1a, KOTOpbIE O0CYKIaIHCh B
CTaTbsIX, HO He ObLJIN OCTYIHbI B BUJ€E YTAJINAT

N nenTudunimpoBalHbl HOBbIE TEXHUKH 00X07/a,
KOTOpBIe pab0oTaioT IPOTUB KaxKJIOTO BeHA0pa

Antievasion
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JAlpyrue oTKpbITUA

® Cnoxuble (KOMOMHUPOBAHHbBIE) TEXHUK
06X0/1a UMEIOT OOJIBITYIO BEPOATHOCTD
YCIIEIITHOTO MCHOJIb30BAHUS, YEM OHHU K
10 OT/IEJIbHOCTH

Cy1ecTBylolliyie METOAUKH TECTUPOBAHU
IIpUMeHsIEMbIE JJI1 ONpOOOBaHMS aTak / |
pen.test-oB, HE ABIAIOTCA UAEAJIBHBIMU JJI5
TECTUPOBaHMS METOANK 00X0/1a
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II;1anbl HA OyAylee

® HccinenoBaHue, O4UeBUIHO, OKAXKE
[I0JIOKUTEJIbHOE BJANAHNE HA KaUue
Bcex penieHu orpacau IPS / F

® JlaGopaTtopuu U HcciesoBaTeu o
yZIeJIATh OOJIbIIIE BHUMAHUA TEXHUKAM
obxoza |

® Hy»xHo mpojiesars ele MHOTO pabOoThI
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BerymnanTe B BUPTYaJIbHYIO apPMUIO
OOpKLOBI ¢ TEXHUKaMU 00X0/1a Ha calTe...

www.antievasion.com
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