be3omnacHoCTb 06navyHOU -~

naaTpopmbl /

Cumakos Cepren

Security Architect, CISSP, CISM
Microsoft Global Security Center of Excellence


mailto:sergesim@microsoft.com

9BONOUMA BbIYHUCNEHUN

TexHonornyeckas JKOHOMMYecKaa busHec

Centralized

compute & Optimized for High upfront costs
storage, thin efficiency due to for hardware and
cIien’ts high cost software

PCs and servers for e Perpetual license
distributed apmt e for OS and
compute, storage, gl Y application
etc. Qigcost software

Order of
magnitude better
efficiency and

agility

Pay as you go,
and only for
what you use

Large DCs,
commodity HW,
scale-out, devices

PycKpunto-2011



Tnnbl 0613a4HbIX CEPBUCOB

Infrastructure Platform Software
(kak CepBucC) (kak CepBuc) (kak Cepswuc)

Applications

Middleware

@)

(JTokanbHO)

1
sabeue JOY10

Virtualization

Virtualization

Servers

Virtualization

Servers

Servers

T
sabeuel J9Y10

Storage Storage

sabeuen J1aY10

Networking Networking

http://csrc.nist.gov/groups/SNS/cloud-computing/

PycKpunto-2011


http://csrc.nist.gov/groups/SNS/cloud-computing/
http://csrc.nist.gov/groups/SNS/cloud-computing/
http://csrc.nist.gov/groups/SNS/cloud-computing/

[Mnatpopma Windows Azure

I'Iop,u,ep>KKa NCNoJ/1b30BaHUA OCHOBHbIX A3bIKOB NMPorpaMmmm1poBaHnA
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Compute  Storage  Management |\ .twork Relational data Management Connectivity Access control

The Windows Azure Platform is an internet-scale cloud services platform hosted in Microsoft data
centers around the world, proving a simple, reliable and powerful platform for the creation of web
applications and services.
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Be3sonacHocTtb B Windows Azure

[Moaxon MHOrOypOBHEBOWM 3aLUTbI

KAtoun KOHTPOA A0CTYyNa K AaHHbIM
3awmTa BCcex nepenad gaHHbIX C NoMoLbio SSL

Application = Kopg .Net nucnonHaerca c orpaHMYeHHbIM AOBEpPUEM
" YyéTHble 3anncm Windows ¢ MUHMMaNbHbIMU NPUBUAETUAMM

Host = 3awuueHHbIn 0bpa3 Windows Server 2008 R2
= [paHuUbl XOCTa 3aWMLEHbI BHELWHUM TMNEPBU30POM

= M3 xocTa orpaHnymBaeT A0CTyn K BUPT. MalULNHAM

Network
= VLANbI 1 NaKeTHble GUNLTPLI B poyTEpPaX
|
, = dusnyeckas 6e30nacHOCTb MMPOBOIro Kaacca
Physical

= Ceptudpurauymm ISO 27001 n SAS 70 Type Il npoueccos
' aKcnayaTtauun LO/L, '
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MecTto Kpmnntorpadpmm B 6€30nacHOCTU
06/1a4HOM NNaTHOPMbI



MeTtoaonorna pa3paboTku

MpumeHeHmne Security Development Lifecycle

PycKpunto-2011

® lNpoBepeHHasa BpemeHM
MeTo4010rmnA

MpaKTHUYecknit noaxoa,
He orpaHnyeH Windows nnaum Microsoft!

MPOaKTUBHbIN — HE NPOCTO «MOWUCK
oWKnBOK»

HaxoxkaeHue npobsiem Kak MOXKHO
paHblle B UMKAe pa3paboTku (TM)

® 3aWKLLAET KANEHTOB NAATGOPMbI
Windows Azure Platform

® Kpuntorpaduyeckue
peKoMeHaaunn:

Anroputmoil

Mcnonb3oBaHMe NPOBEPEHHbIX
NMPOTOKONOB

MpoBepKa KOPPEKTHOCTM BCTpanBaHus!



KaK BbINOJHATb ayTEHTUPUKALMLO?

O6wwmi Access Control Service

facebook

£7 Windows Live

ﬁ : '_ WS-*
- L and
= |

‘_ﬁ SAML
= Active Other

Directory Providers
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3 Windows Azure

NHTerpauma c gpyrumm
cucTtemamm nocpencTesom
OTKpbITbIX cTaHgapToB WS-

n SAML 2.0 _
Ncnonb3oBaHue Active

Directory v rpynn (ponen)
nocpencTtsom doegepaumn
[Mpo3payHbin gocTyn Ans
KOpnopaTUBHLIX MPUNOXEHUN
c Active Directory

Single sign-on c
NONyNSAPHLIMA UHTEPHET-
npoBavgepamm



Claims Based Authentication OASIS 9

WA

* YpoBeHb abcTpakuuu ana ynpasnaeHus ldentity
* OCHOBaAHHbIM Ha CTaHAapPTax HAabop TEXHONOIUMN

1. NonyyeHue nonntukn (WS-MetadataExchange)
Describes the Required Claims

ldentity Relying
Provider i\ Party
A,
RAneHT
2. MonyyeHue TokeHa (WS-Trust) 3. Ucnonb3oBaHue TokeHa (WS-Security)
Tokens Contains Claims Associate Tokens with Messages

* ToKeHbl SAML
e WS-* (WS-Security, WS-Trust, WS-Federation)
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MuHMManbHoe packpbiTe MHGOpPMaL UK

\ ¥

AL~

" Monb3oBaTeNb MOMKET BbIDOPOUYHO PaCKPbITh
nHpopmauumio B TokeHe U-Prove, nsgaHHom
3apaHee

= KTo aToT
[laxe B cnyyae croBopa usgatens (IP) n rpaxxgaHuH

pecypca (RP) oHn He mo2ym y3HaTb O u3 BepnuHaz
| nonb3osaeTesie H60/bLUE TOFO, YTO OH pPeLnn
\ PACKpPbITb

Appec:
Bospacr:

EBpOnenckmnm npoekT o
MWHMUMaIbHOM PaCKpPbITUU
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http://www.abc4trust.eu/
http://www.abc4trust.eu/

Mcnonb3yemana Kpuntorpadua UProé

AcMMmmeTpuYHaa KpunTtorpadua Ha 6ase anamnTUYecKmnx
KPUBbIX

OnucaHue, Kpuntorpaduyeckas cneumnduKaums n TECTOBbIE BEKTOPA
NOCTYnNbI

Mpu Bblgaye ncnonblyetca “restrictive blind signature”

N3patenb 3HaeT aTpubyTbl, HO HE OTKPbITbIN KAKY U NOAMNKUCH,
NONy4YeHHble B pe3ynbraTe

Mpu npeacteneHmnn obecneymsaetca proof of knowledge

[10Ka3aTenbCcTBO BRaaeHmAa 6e3 packpbIiTUA CEKpeTa
O6obuweHmne npoTtokona Schnorr


http://microsoft.com/u-prove
http://microsoft.com/u-prove
http://microsoft.com/u-prove

[lpoTOKON «Cnenomn» NOANUCU

UPro)é

Name
Acct. Number
Expiration

€)= Issuer

Name
Acct. Number
Expiration

® [lepBOHa4YanbHasaA MHPOPMALIMA MOXKET OCHOBbIBATLCA HA
cywectytowem X.509 ceptndukaTte nam cmapTkaprte
® Bbinyck TokeHa U-Prove ncnonb3lyet “orpaHnyeHHyto”

TEXHUKY caenowu noannUCu
* bonee cNoOXHbIM NpoLECC 3aBEPEHMA aTpnbyToB
* B uenom npotokon BKaAtoYaeT 4 obmeHa
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[MTpoToKon Proof of Knowledge

Challenge

® [lpoBepsawoL,aa CTOPOHA CTOPOHA byaeT 3HATb TONbKO
PACKPLITYIO MHPOPMALMIO U YBEPEHA, YTO NOJIb30BATEND
3HAET CEKPETHbIN KNtoY
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KaK KO HTPO/INPYyeTCA AOCTYN K AaHH bIM?
Mopaenb 6e3onacHocTh xpaHeHua B Windows Azure

Z"} Storage Access
Signs ' Key

Wl Container- References  §&% Shared Access
) Level \Gd. Signatures
ess Policies
Read, Write, Read, Wri_te, Full
Delete, List Delete’ List Control

Container ACLs
} (Public? Y/N)

Azure Storage Blobs and
Containers
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KaK 3awmuieHbl AaHHbIe?
LLIndpposaHme aaHHbIX B Windows Azure

[laHHble Nnpu nepeaaye 3awmileHbl TLS

Kak ana Azure Storage Services, Tak n gna SQL Azure

Celyac HeT BCTPOEHHOTO WNPPOBAHUA AAHHbIX MPU XPAHEHUM
B Windows Azure
[pyraa mogenb 3alUTbl CEKPETHOro KAto4a Aaa ob61a4Horo cepsmca

[laHHble JONXHbI WNdPOBATLCA TOKA/IbHO B lI0BEpPEHHON cpeae!

o B03MOXKHO pa3bmBas Ha YacCTU NepPCOHaNbHble JaHHble, HAaNpPMUMep
meguumnHckme (Microsoft HealthVault)

.Net Crypto gocTynHo, HO BO3MO3MOXHO Ny4lle UCMNO0b30BaTb
BHELHWEe CepBUCDHI MAapPTHEPOB
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ldentity Based Encryption

= Key Server

alice@contoso.com
@ bob@partner.com


mailto:bob@partner.com

Y10 Takoe IBE?

AcMMMMETPUYHOE WndpoBaHMe

Adi Shamir B8 1984, 8 2001 Dan Boneh u Matt Franklin pewunnn matematmnueckyto npobnemy u
co34anu nepsyro peanmsauuio IBE,

Bce cTopoHbl 061a4at0T OTKPbITbIM U CEKPETHBIM KAH0HOM
Y Key Server ectb Master Key Pair (Mk,,,, MKp,:,)
ANropuTtm:

Umesn Mk; , u ntobyto CTPORY S, 110600 reHepupyeT YHUKaNbHbIN S,

Umea MKk,
o B IBE, S aBnaetca agpec email

M NtoBYIo CTPOKY S, /110600 reHepUpyeT YHUKANbHLIN S,
KakK 310 paborTaer:
Setup: Create Master Key Pair (Mkp,,, Mk;,;,)

Extract: Use Mk
Encrypt: Encrypt message m

oriy and ACSII string to generate a unique user,,,

@)

Get user,,, using Mk, and

@)

Encrypt message m using user,, to generate ¢
Decrypt: Decrypt cipher c

Get user and

(@)

priv using M kPriv

Decrypt cipher c using user

©)

oriv O generate m


http://csrc.nist.gov/groups/ST/IBE
http://csrc.nist.gov/groups/ST/IBE
http://csrc.nist.gov/groups/ST/IBE
mailto:user@hotmail.com
mailto:user@hotmail.com
mailto:user@hotmail.com

[lepcneKTuBHbIe HanpaBaeHUA

Multi-Authority Attribute-Based Encryption

LLiIndpoBaHme Ha ocHoBe aTPMDOYTOB AaHHbIX

Proofs of storage

ObecneyeHne KANEHTY YBEPEHHOCTU B JOCTOBEPHOCTHU
NAHHbIX, XPAaHUMBbIX Y NpoBanaepa cepBuca

Homomorphic encryption

BBbINONHEHME ONepauMn Hag, WNUPPOBaHHbIMU AAHHbIMU
(fully-homomorphic encryption) nam cneymanbHblie onepaumm
(Hanp ronocoBaHue)

Searchable & structured encryption

CVIMN\ETpW-IHOE LLIVId)pOBaHVIe, no3sonAdarowee BblIMONHATb
NMOUCK NO 3aUJI/I(I)pOBaHHbIN\ AadHHbIM


http://research.microsoft.com/en-us/projects/cryptocloud/
http://research.microsoft.com/en-us/projects/cryptocloud/
http://research.microsoft.com/en-us/projects/cryptocloud/
http://research.microsoft.com/en-us/projects/cryptocloud/

[loBepeHHada cpeaa BblYMUCNEHNI

JKOHOM

basosble ol
KOMMOHEHTbI Authorization £L I +4A”
6€30MaCHOCTM  Access Control Mechanisms
; At CoLupmanbHble
Tpe6oBaHus e TPeocEaR
P @  Trusted Data
perynaTopos ——
Trusted People

/loBepeHHbIN
CTeK Trusted Software

Trusted Hardware

” mOBaHHaH 3awmTa
besonacHbiM = —_ —_

dbyHAaMEHT SDL and Defense Threat
SD3 in Depth  Mitigation

\
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