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B snoxy TpuyMdaiabHOIO IIECTBUS MNEPCOHAIBHBIX
KOMITbIOTEPOB TOSBUIACH BO3MOXKHOCTD pPE€an30BaTh
Ha HUX OTH KpunTorpaguuecKue aaropuTMmbl. Maes
yBJIEKJIa aMEPHUKAHCKOIO MaTeMaTHKa u
nporpammucta @Oummna Iummepmana  (Philip
Zimmermann). B 1990 romy oH pa3paboran
HEJIOPOrYI0 U MPOCTYHD KOMMEPUYECKYIO IPOrpamMmy
IJIS. MacCOBOTO IIOJb30BaTess U OIYOJIHKOBall €€ B
HNuatepuere, Ha3BaB  Pretty  Good  Privacy
(cokpamenno PGP). DTta nporpaMmma crana nepBoi
IIPAKTUYECKH peaAIM30BaHHOU CUCTEMOM,
OCHOBaHHOHM Ha ajiroputMe RSA. OHa m moioxunna
Ha4yajlo0  pa3BUTUSI  IPUMCHCHHUS  DJICKTPOHHOMU
nudpoor noanucu (D1IT) Bo Bcem mupe.







CTAHIAPTU3AIIUSA



I'OCT P 34.10-2001

IF'OCYJAPCTBEHHbBIN CTAHJAAPT POCCUMCKOM ®EJEPALIUU

UHO®OPMALMOHHAS TEXHOJIOT Us1
KPUIITOI PAOPHYECKASA 3AIUTA THOOPMAIINHN

IIpoueccol popMUpPOBAHUA U IPOBEPKH YJIEKTPOHHOH HH(POBOH HOANKUCH



6.1 ®opmuporanue undporoii noanucu

Jnsa nonyuenus uddgpoBoil noanucu noa cooduwenuem M eV neodxogumo BeINON-

HHUTH CIIEAYIOIIME AeHCTBUA (1ark) no Ajaropurmy I:
Lllar 1 — BEIYUCIUTE X31I-KoO coodmenns M :h = f?{M’ ). (14)

Hlar 2 — BLIYMCAHUTDL LIE0€ HUCIO (L , ABOMHHBLIM MNpeAcTaBIeHHEM KOTOPOro fABIAeTCH
BEKTOP h , 1 ONPENeIUTh
e=a (modgq). (15)
Ecnu e =0, To onpeaenutb e = 1.

Llar 3 — crenepupoBaTh caydaiiHoe (MCEeBIOCIYUANHOE) LIenoe 4YUCcao Kk, YIOBIETBO-

psAOllee HEPABEHCTBY
O<k<g. (16)
Hlar 4 — BeIYUCAUTE TOUKY JUTHNTHHECKOH KpuBoii C=AP U onpenenuTb
r=x_(mod g), (17)

rae x. — x-koopaunata Touku C. Ecnu = 0, To BepHyThCcs K miary 3.

Hlar 5 — BLIYHCIHUTE 3HAUYEHHE
s = (rd + ke) (mod g). (18)

Ecnu s = 0, To BepHYThCA K mIary 3.

Hlar 6 — BLIYHCIUTL JBOHYHBIE BCKTODEI 7 H &, COOTBCTCTBYIOLIHEC » H §, H OIIPCOCIIHTL

I(POBYIO NOANHUCE { = (r I 3) KaK KOHKaTeHaLHIO IBYX ABOHYHLIX BEKTOPOB.
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5 EC-GDSA Signature Algorithm

5.2.1 Calculation of the message digest

1. Compute the hash-code e = h(M).

5.2.2 Elliptic Curve Computations (Arithmetic operations in the underlying field)

2. Select a random integer k in the interval {1, ..., n-1}.

3. Compute the elliptic curve point (x;, y;) = kG.

5.2.3 Computations modulo the group order of G (Arithmetic operations in F(n))

4. Set r=n(kG) mod n.

5. Sets=(kr-e)d,modn.

If the signature generation process yields either s = 0 or r= 0 then the process must be repeated from step 2 with a

new random value k. (But note that the probability that either r=0 or s=0 is negligibly small if k is chosen as
described in5.2.2.)



6 EC-DSA

6.2.1 Calculation of the message digest

1. Compute the hash-code e = h(M).

6.2.2 Elliptic Curve Computations (Arithmetic operations in the underlying field)
2. Select a random integer kin the interval {1, ..., n—1}.

3. Compute the elliptic curve point (x4, y;) = kG.

6.2.3 Computations modulo the group order of G. (Arithmetic operations in F(n))
4. Set r=n(kG) mod n.

5. Compute k" in F(n).

6. Compute s = (dur + €) k" mod n.



7 EC-KCDSA

7.2.1 Calculation of the message digest

1. Compute the hash-code e = h(z,||M).

7.2.2 Elliptic Curve Computations (Arithmetic operations in the underlying field)
2. Select a random integer kin the interval {1, ... , n=1}.

3. Compute the elliptic curve point (xy, y4) = kG.

4. Set cto be the converted byte string of x;.

5. Compute the hash-code r= h(kG) = h(c).

NOTE Since the computation of ris independent of any message to be signed, r may be precomputed and stored for a later
one-time use in a signing operation.

7.2.3 Computations modulo the group order of G (Arithmetic operations in F(n))
6. Compute w=rXORe. If w2n,then w=w-n.

7. Compute 5= d,(k- w)mod n.
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Anzopumm yuehposozo nionucyganus.

OOYHCTHOKTH EIEMEHT OCHOBHOTO [0S y = AF.

EneMeHT 0CHOBHOTO 110119 y TIEPETBOPOKTH Ha LILIE YHCIO # 3r1IHO 3 J.8.
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OOYHCITHOIOTH L{LIE YHCIIO §=(e+dr)mod 1.
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6.3.3 Auaropurm Boipaborku ILIII

SUII cocrapnserca w3 uacreit Sy € {0.1} u Sy € {0,1}*
BBITIOTHEHIH CIETVIOIINX ITATOB:

1 Bripaborars k & {1,2,....q—1}.

2 Yeranosuth R« kG,

3 Veranopnts Sy — ABELT)(OID(h) || my(R) || h(X)

4 Yeranosurn Sy — <(A — h(X) = (Sp+ 2')d) mod r;> .

2]

5 YeraHouth S — Sy || S).
6 Bosepartuth S.



OnucaHue cxembl LLIHOpa

Firstly, we briefly describe the protocol. For any security parameter k., an
authority chooses two large prime integers p and ¢, such that 28~ < g < 2
holds and ¢ divides p — 1 as well as an element ¢ from Z; of order ¢. The
triple (p, ¢, ¢) 1s published together with a public hash function f whose output
domain is identified to Z. The security parameter k is then equal to log q.
whereas the size of the public key, denoted by n. is equal to [log p|. Furthermore,
we assume that £ > logn. Any user randomly chooses his secret key x in Z;,
and publishes y = ¢~ mod p.

In order to sign a message m, the user chooses a random element K in Z; and
computes the commitment r = ¢* mod p. He gets the challenge e = f(m,r)and
computes s = K + re mod ¢. The signature is the triple (r, e, s), which satisfies

the tests r = ¢*y® mod p and e = f(m,r).



OnucaHue peanusauum cxemol LLIHOpa
B cTaHaapTe Pecnybaunku benapyco CTb 1176.2-99

5.3 Anropurm Boipadorku DI

Asropursm Beipadotku LT BrrouaeT B cedst ClieyIOLINE LLArK:
| BbipaGotaTh ¢ NOMOLIbLH (PU3HYECKOTO AATYMKA CIIyUYaiiHbIX YMCET MIIW IICEBI0CIYYaHHBIM METOIOM
C UCIIOJIb30BAHKMEM CEKPETHBIX napamerpos yncio k (1< k < q);

8
3 IpexcTaBuTh UKCIIO ¢ B BHJIE PA3/IOKEHKS 110 OCHOBAHUID 2 !

t = ir (2%
i=0

AM, = (11,0l
5U:=h(M,).
Eciu U = (), To nepentu k wary 1;
6V :=(k-x-U)modg.

Ecnu V' = (), To nepeitu K wary I;
785=U-2"+V.

SUII nocnenosarensiocti M siBIsieTCs UuCio S.

Myl );

-1
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Theorem 1. (The Forking Lemma). Let (G, X, V) be a generic digital signa-
ture scheme with security parameter k. Let A be a probabilistic polynomial time
Turing machine whose input only consists of public data. We denote by () the
number of queries that A can ask to the random oracle. Assume that, within time
bound T, A produces, with probability £ > TQ /2%, a valid signature (m, o1, h. 02).
Then there is another machine which has control over A and produces two
valid signatures (m.o.h,oy) and (m,oy, h'.oh) such that h # h', in expected
time T' < 84480TQ)/=.

Theorem 2. Assume that, within a time bound T', an attacker A performs an
existential forgery under a no-message attack against the Schnorr signature, with
probability £ > 7Q/q. We denote by QQ the number of queries that A can ask to
the random oracle. Then the discrete logarithm in subgroups of prime order can

be solved in expected time less than 84480QT /«.



OcHoBHble TpebosaHuA K napametpam (FTOCT P 34.10-2001)

5.2 llapamerpsl undpoBoi Noanucu
[TapameTpamMu cxeMmbl HH(POBOI NOANUCH ABISIOTCA:

— NpOoCcTOC HUCIO P - MOOVIL IUTHNITHYECKOH KpHBDfI., YVIOBICTROPAIOLICC HCPABCHCTBY
255 -
P > 277, BEpKIIHH IrpaHHla JaHHOTO HHCIA JOJKHA ONPpeJeIAThCA [MPH KOHKPETHOH pPeAlH3a-

LMK cXeMbl HU(POBOIl MOANHUCH;

— IIMOTHYECKad KpuBasd £, 3agaBaeMasd CBOMM HMHBapHaHToM J(E) unu koahduumnen-
Tamu a,b e F,.

— LEN0e YHCIIO M — MOPSAJ0K IPYINLI TOYEK ITHNTHYECKOH KPHUBOH £
— TIPOCTOE YHCIO ¢ - TOPAIOK IUKIHYECKOH MOATrPYMINbI TPYMNbl TOUEK JIIHITHYECKOH
KPHUBOH £, I1I KOTOPOTO BLINOJIHEHEI CAEAYIOIIHE YCIOBHA!

i -
|\m=ng, ne £, nzl

(9)

256 ’

a4 .
2% < g<2?

— Touka P # O smiunTudeckoil KpUBoil £, ¢ KoopauHaTaMH (xpjyp ) YIAOBIETBOPAIO-

mas paBeHCTBY gP=0.

— xoui-hyukuus Aa(-) 1V, — V,s,, oToOpaxkarouias coobuienns, npeacTaBieHHbIE B BH-

e IBOHYHLBIX BEKTOPOBR ﬂpDHSBDJ’ILIIDfI KOHEUHOH ITMHHLI, B IBOHYHLIS BEKTOPa OIMTHHEI 256

ouT. Xouw-pyukuus onpegenena B [OCT P 34.11.



5.3 Ilapamerpbl 3//IMIITUYECKOII KPUBOI

Mouy:ab p. cnoas3yercs pocToe MHEI0 p, KOTOPOE VIOBIETBopseT yeropma: 2271 <

p< 2%, p=3(mod 4). Mozymn onpeieTser noe [F,, a1 KOTOPBIM CTPOMTCA 3L THITHICCKAS
kpuBast. Moo Hernos30BaTh MPOU3BOILI0e TOMYCTHMOe P, B TOM HHCIE TTPOCTOE CHENHa -
HOTO BIHIA.

Koaddunuentst a, b Menoansyiorea wicta a. b € ]F . KOTOPLIE VJI0BJIETBOPAIOT VCI0-
| 3 ! I
st a,b # 0, BP~/2 = 1 (mod p), 4a® + 27h* # 0 (mod p). Kosppummentsr a, b Byecte c

MOYIEM P OIPeJIEIAIOT IPYIILY TOUeK YLTHITHHUecKoH Kpusoit Fgp(F,).

[Tapamerp seed. Yncaa p u a seibupatored, a b crpontes o mum. Ipu nocrpoenun b

HCTIOIL3YeTes 0N0IHnTe bHb napaverp seed € {0, 1}1%%, kotopoiit MozKeT 6LITh BhIGpan mpo-
I3BOILIBIM 00Pa30M.

Iopamok ¢. Iocte nocrpoennst rpymmst Eqp(F,) paccantnaercs ee mopsiiok g
E,3(F,)|. Beibupaercs rpyiia, 1mopsaiok KOTopoit \-’JUBTETBD}“}HET CJIeJIVIONIUM OrPAHiyeHH-

aM: ¢ — npoctoe, 2271 < ¢ < 2%, g # p. q ne gemut unena puga pt — 1 tam=1.2....,50.

Basosas Touka G. lcnomssyercs 6azosas rouka G € EX,(F,) Buta G = (0. yg). 11e Yo =

bPY/4 mod p. Kparnsie G, 2G.. .., (q—1)G 6azosoit touxu npoderaor see seventhi 7 y(F,).
aqG=0.



MEXJIYHAPO/JIHOE B3AUMOJIEVCTBHE C
NCHOJIB30BAHUEM JIEKTPOHHOU IU®POBOMH
HOIIUCHU 1 DJIEKTPOHHBIX JOKYMEHTOB



DECISIONS

COMMISSION DECISION
of 25 February 2011

establishing minimum requirements for the cross-border processing of documents signed
electronically by competent authorities under Directive 2006/123/EC of the European Parliament
and of the Council on services in the internal market

(notified under document C(2011) 1081)

(Text with EEA relevance)

(2011/130/EU)



ANNEX

Specifications for an XML, CMS or PDF advanced electronic signature to be technically supported by the
receiving Member State

Within the following part of the document the key words ‘MUST, ‘MUST NOT', ‘REQUIRED', ‘SHALL', 'SHALL NOT,
SHOULD', ‘SHOULD NOT, ‘RECOMMENDED', ‘MAY', and ‘OPTIONAL' are to be imerpreted as described in REC
2119 ().

SECTION 1 — XAdES-BES/EPES

The signature is conform with the W3C XML Signature specifications (%)

The signature MUST at least be a XAdES-BES (or -EPES) signature form as specified in the ETSI TS 101 903 XAdES
specifications (*) and complies with all the following additional specifications:

The ds:CanonicalizationMethod that specifies the canonicalization algorithm applied to the Signedinfo element prior to
performing signature calculations identifies one of the following algorithms only:

Canonical XML 1.0 (omits comments): http:/ fwww.w3.0rg/TR/2001/REC-xml-c14n-20010315
Canonical XML 1.1 (omits comments): htep:/jwww.w3.0rg/2006/12/xml-c14nl1
Exclusive XML Canonicalization 1.0 (omits comments): http://www.w3.0rg/2001/10/xml-exc-c14n3#

Other algorithms or of ‘With comments’ versions of the above listed algorithms SHOULD NOT be used for the signature
aeation but SHOULD be supported for residual interoperability for the signature verification.

MD5 (RFC 1321) MUST NOT be used as a digest algorithm. Signers are referred to applicable national laws, and for the
purposes of guidelines to ETSI TS 102 176 (¥ and to the ECRYPT2 D.SPAxX report (%) for further recommendations on
alporithms and parameters eligible for electronic signatures.



XAdES - BES [EPES)

l

Iﬂummun Minimum Reguirements

{ETSI TS 103 903 applies with the following profiled elements)

(=Mandatary; O=0ptional: R=Recommended; N=Not used

ds: Sighature 1D M
ds: Signedinfo M
ds: CanonicalizationMethad M Al the following algorithms MUST be supported for signature verification, creation SHOULD
restrict to one of these:
- Exclusive XML cononicalization 1.0 http/Swww. wiorg/ TR xmil-exc-c14n/
- Canonicol XML 1.0: http/dwwae w3 org/ TR/2001/REC-XML-c14n-20010315
- Canonical XML 1. 1: http/Swwwow 3 org /2006/12/xmi-c14n 11
Other methods or “#WithComments" versions of the above methods SHOULD NOT be used,
ds: SignatureMethod M |Algorithms: refer to applicable national laws and for guidelines purposes to £T51 TS 102 175 and to
ECRYPT2 D.SPA. 7 report for further recommendations.
ds: Reference  URI M |One reference to every original data object to be signed [URIs can point to external object as
well), + reference to SignedProperties element
ds: Transforms O |Verifying applications MUST support all following transforms while signature creation application
SHOULD restrict the use of those transforms to the following ones:
- Canonicalization transforms: see above
- Basesd encoding
- XPath and XPath Fifter 2.0
- Enveloped signature transform
- XSLT transforms
ds: DigestMethod M |Algorithms: refer to applicable natlonal laws and for guidelines purposes to ET51 TS 102 176 and to
ECRYPT2 D.SPA. 7 report for further recommendations.
ds: DigestValue M
Jds: Reference
fds: Signedinfo
ds: SignatureValue M
ds: Keylnfo M IMUST contain X509 certificate (SigningCertificate signed property MUST contain the digest value
of this signer's certificate)
signer's certificate certification chain are RECOMMENDED to be provided as a hint for facilitating
the validation process (X.509 certificates MUST be provided in this case).
ds: Object
QualifyingProperties M
SignedProperties T
SignedSignatureProperties MM
CieninaTima kA T fwed- dakaTimal




SECTION 2 — CAdES-BES/EPES

The signature is conform with the Cryptographic Message Syntax (CMS) Signature specifications ().

The signature uses CAdES-BES (or -EPES) signature attributes as specified in the ETSI TS 101 733 CAdES specifications (%)
and complies with the additional specifications as indicated in Table 2 below.

All attributes of CAdES which are included in the archive timestamp hash calculation (ETSI TS 101 733 V1.8.1 Annex K}
MUST be in DER encoding and any other can be in BER to simplify one-pass processing of CAdES.

MD5 (RFC 1321) MUST NOT be used as a digest algorithm. Signers are referred to applicable national laws, and for the
purposes of guidelines to ETSI TS 102 176 (%) and to the ECRYPT2 D.SPA.x report (%) for further recommendations on
algorithms and parameters eligible for electronic signatures.

The signed attributes MUST include a reference to the signer's X.309 v3 digital certificate (RFC 5035) and
SignedData.certificates field MUST include its value.

The SigningTime signed attribute MUST be present and MUST contain the UTC expressed as in http:|/tools.ietf.org/html/
rfc 565 2#section-11.3.

The ContentType signed attribute MUST be present and contains id-data (http://tools.ietf.org/html/rfc565 2#section-4)
where the data content type is intended to refer to arbitrary octet strings, such as UTF-8 text or ZIP container with
MimeType sub-element.

In case the signatures used by Member States are based on a qualified certificate, the PKI objects (certificate chains,
revocation data, time-stamps) that are included in the signatures are verifiable using the Trusted List, in accordance with
Commission Decision 2009/767/EC, of the Member State who is supervising or accrediting the CSP having issued the
signatory’s certificate.



SECTION 3 — PAdES-PART 3 (BES/EPES)

The signature MUST use a PAdES-BES (or -EPES) signature extension as specified in the ETSI TS 102 778 PAdES-Part3
specifications (') and complies with the following additional specifications:

MD5 (RFC 1321) MUST NOT be used as a digest algorithm. Signers are referred to applicable national laws, and for the
purposes of guidelines, to ETSI TS 102 176 (?) and to the ECRYPT2 D.SPA.x report (?) for further recommendations on
algorithms and parameters eligible for electronic signatures.

The signed attributes MUST include a reference to the signer's X.509 v3 digital certificate (RFC 5035) and
SignedData.certificates field MUST include its value.

The time of signing is indicated by the value of the M entry in the signature dictionary.

In case the signatures used by Member States are based on a qualified certificate, the PKI objects (certificate chains,
revocation data, time-stamps) that are included in the signatures are verifiable using the Trusted List, in accordance with
Decision 2009/767/EC, of the Member State who is supervising or accrediting the CSP having issued the signatory’s
certificate.
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PASBUTHUE 3AKOHOJAATEJIBCTBA B
PECIIYBJIMKE BEJIAPYCH




I'OCYAAPCTBEHHAS CUCTEMA YIIPABJIEHUSA
OTKPbLIThIMHU KJIIOYAMHA

focynapcTBEHHAs cMCTEMA YNPaBAEHMSA OTKPbITbIMU KAOYaMKU npeaHasHavyeHa ans
obecneyeHnA BO3SMOKHOCTM NOJIYYEHUA BCEMU 3aUHTEPECOBAHHbIMW OpPraHM3aLUAMN U
dusnyeckumm nnmuamm MHPopmauum o6 OTKPbITbIX KAKYAX W UX Bnagenbuax B
Pecnybnnke benapycb W npeactaBnaetr cobom CcUCTEMY  B3aMMOCBA3AHHbIX U
aKKpPeANTOBAHHbIX B HEN YAOCTOBEPAIOLLMX U PETUCTPALLUOHHbIX LLEHTPOB.

OCHOBHbIMU PYHKUMAMKM [OCYyAapPCTBEHHOM CUCTEMbI YNPaBAEHUA OTKPbITbIMMU
Kt04aMU SIBNAIOTCA:

perncTpauma Blagenbles IMYHbIX KOYEN;

n3pgaHue, pPacrnpPoOCTPaHEHME U XPaHeHue CepTUPUKATOB OTKPbLITbIX KAOYEN U
CMUCKOB OTO3BAHHbIX CEPTUPUKATOB OTKPbITbIX K/HOYEMN;

CO3/laHNEe U COoNpoOBOXAeHMe 0a3 [AaHHbIX [AeUCTBYHOLWMX U OTO3BAHHbIX
cepTUPUNKATOB OTKPbITbIX K/HOYEN;

BHECEHNE CepTUMPMKATOB OTKPbITbIX KAoYern B 6a3y [AaHHbIX AeNCTBYHOLWMX
cepTUPUNKATOB OTKPbITbIX K/HOYEN;

obecneyeHme pocTtynHoct 633  AaHHbLIX  AEUCTBYIOWMX WM OTO3BAHHbIX
cepTUPUNKATOB OTKPbITbIX K/OYEN;

OT3bIB CEPTUPMKATOB OTKPbITbIX KNOYEN;

[OCTOBEPHOE NoATBEPXKAEHNE NPUHAANEKHOCTM OTKPLITOrO K/AtoYa onpeaeneHHom
opraHun3aumn nnm GusnYeckomy nuuy;

XPaHEHME KapTOYeK OTKPbITbIX KAOYeMN.




EINHAS NOK -TOCYJIAPCTBEHHASI CUCTEMA
YIIPABJIEHUS OTKPBITBIMU KJIIOYAMHU

L




TNOCYJAPCTBEHHAS CUCTEMA YIIPABJIEHUSA
OTKPBITHIMH KJIOYAMU

N
-
KopHeBoii
YAO0CTOBEpAOLWMn
LLeHTp
4

YpocTtoBepsaowmi
LEeHTp

YaoctoBepsalowmn
BERER I

PerncrpauMoHHbIN
LeHTp

PerncrpaumoHHbIN
LEeHTp

PerncrpauymoHHbIN
LLeHTp




MeXBeAOMCTBEHHbIW KOOPAWHALUOHHbIN COBET NO Pa3BUTUIO
focyaapcTBEHHOM CMCTeMbl ynpaB/ieHUA OTKPbITbIMU KAl0YaMM

HauuoHanbHbIt 6aHK Pecnybankn benapycb

OnepaTMBHO-aHaUTUYECKUM LieHTp npu lpesugeHTte Pecnybanku
benapycb

Annapart Coseta MuHucrtpos Pecnybnukm benapycb

MuHucrepcTBo cBA3U U HpopmaTusaumum Pecnybamkm benapycb

MuHucTepcTBO NO Hanoram u cbopam Pecnybamnku benapycb

MuHucrepcTBo toctuummn Pecnybnmnku benapycb

‘ MuHuUcTepCcTBO TPYAA U couManbHOM 3awWwmnTbl Pecnybankn benapycb

locypapcTBeHHbIN TaMOXKeHHbIU KomuTteT Pecnyb6amnku benapycb

HauuoHanbHbINM cTaTUCTUUECKUI KomuTeT Pecnybaunku benapycb

lfocypapcTBeHHOE yypexaeHue «naBHOE X03AUCTBEHHOE ynpasneHue
YnpasneHua aenamu MNpesunageHTta Pecnybamnku benapyco»

focyaapcTBeHHOE yupexaeHue «benopycckui HayuHo-
nccneaoBaTeNbCKUM LEHTP 31eKTPOHHOMW AOKYMEHTaunum»

YYTY

BenopyccKuii rocyaapcTBeHHbI YHUBEpCUTeT




T'OCYIAPCTBEHHOE PEI'YJINPOBAHUE B C®EPE
OBPAIIEHUS DJIEKTPOHHBIX TOKYMEHTOB 1
JIEKTPOHHOU ITM®POBOU NOAIINCHA

IIpesuaent Pecnyoiuku benapych
CoBer MunucrpoB Pecnyoiiuku benapycsh

HanuonaabHbii 0ank PecnyOsinku besapych

OnepaTuBHO-AHAJIUTUYECCKUN HEHTP NPHU
IIpe3unenrte Pecnyosiuku beaapych

Opransl u yupexaenus ['ocynapcTBeHHOM
apXuBHOM cayx0bl Pecnnyoinku besapychb




