S-terra

C S p

MeToAbl NOCTPOEHUH
BbICOKOMNMPOU3BOAUTENbHbIX CUCTEM
3alULLEHHOrO B3aUMOAENCTBUA HA OCHOBE
Kpuntorpaduyeckmx anroputmoB OCT

CTAHAOAPT CETEBOW BESONMACHOCTHU AN14 POCCUNCKOIO BUSHECA




@ HeorpaHnyeHHble BO3MOXXHOCTM CeTEBOW 3aLL,UTh

» CeteBass MHpOpPMaLLMOHHaA
6e3onacHOCTb: KOMMJ1eKC
Mep 3allMTbl OT aTak Ha
OCHOBe
KOMMYHMUKaLLMOHHbIX
NpPOTOKOJ/IOB

- dKTydJ/ibHa: CerojHs Bce
KOMMbIOTEPDI pa60Ta|0T B
ceTu

- YHUBepcaJibHa: ceTeBas
be3zonacHocTb NpMMeHUMa
B 1lobon ceTn, BHe
3aBUCMMOCTH OT
cneuundukmn busHec-
NpoOLLeCCOB U NPUIOXKEHUN

- obecneuynBaeT NoONHOTY
KOHTPOJA: MHCMEKLLUK
NoABep)XXeH KaXAblW
nakeT, obonTK ceTeBOM
JApalBep HEBO3MOXXHO
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@ 3a4yeM Npon3BoANTEIbHOCTb?

(c) 2003-2010 seterra

» OyeHb KpUTNYHA AN
KpunTorpapuiyecknx
NpUNOXeHUU

» CyllLecTBeHHO BAUAET

HAd NOKA34dTeJ1b
LeHa/ka4yecTBO VPN-
NpoAyKTa

- PekoppaHble

nokKasaTe/in: CKOPOCTb
wudpoBaHua 3.5 F6ut/c

- ®eBpanb 2010

+» Ocoboe 3HayeHuUe

nMmeeT ans
MY/bTUCEPBUCHbIX
NPUIOXEHUHU
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- I'Ipemmym,eCTBa CTaHAApPTHOro Au3anHa
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ba3zoBblie cTaHAAPTHI
IPsec:

- RFC 2401-RFC 2412
PacwupeHuns IKE:

- DPD

- NAT Traversal IPsec

- IKE-CFG

- XAUTH
KpuntoapxurtekTtypa:

- RFC 2628, 4357, MS
CryptoAPI

- TOCT 28147-89, DES,
3DES, AES

- TOCT P 34.10-94, 2001,

RSA

- TOCT P 34.11-94, MD5,

SHA-1
NuTerpauns c PKI:

- PKCS#7,10,12

- X.509 v.3 (RSA, DSA,
rocT)

- CRL

- LDAP
MOHWUTOPWHI U ayauT:

- SNMP

- Syslog

NcuepnbiBalowias aHaAnTUyecKas
npopaboTka apXUTeKTypbl,
be3onacHbIN AU3anH
NMpPOTOKOJ/IOB 3aLLUTbl
UWHpopMaLmMun

CoOBMeCTUMOCTDb

YHndbunumnpoBaHHas
PYHKLMOHANbHOCTDb

Bepudunkauma koga npoayKkTos,
Kpocc-oTnaaka

«CMmewaHHbIe» cLLeHapuu
NpUMeHeHus, BKJoyaouw,ne B
nepuMeTp 3aLuThl
oTeyeCTBeHHble U UMMNOPTHbLIE
NPOAYKTbI

JloKyMeHTUpOoBaHHOE
nosegeHue NpoAyKTOB




e dyHkuKMKM be3onacHocTuM IPsec

. ba3oBble craHaapThHI » KoHduaeHumnanbHOCTL Tpagduka,
IPsec: npotokon ESP
- RFC 2401-2406, 2410 - cToukoe wndpoBaHue IP-nakeToB Ha

nbbIX AOCTYNMHBIX KPUNTOAATOPUTMAaX

- TPAHCMNOPTHbLIN (KNUeHT-CepBep) U
TYHHeNbHbIN (KNINEHT-CETb U CeTb-CEThb)
peXuMbl WndposaHng

* B TYHHEeNALHOM peXume obecneuynpaetca
COKPBLITUE TOMOAOIMA CETH

- DOCTYINeH peXM KOHTPpPOAA UeNoCTHOCTU
JNNOKa AaHHbIX

Internet Key Exchange, IKE 6
« LenocTtHocTb Tpaguka, npotokon AH

L - obecneunBaeTca LENOCTHOCTb NAKETOB
B3aUMOOeNCTBHIO, COrnacoBaHWe NOnUTHK

3aLLMTBI 1 BBIPAGOTKA KITKOYEBOro MaTepHana (Bkntoyas IP-3aronoBok, 3almTa ot
ans npotokonos AH n ESP noaMeHbl |P-aﬂ,peCOB)

- obecneynBaeTcs He TO/NLKO LLe/IOCTHOCTb
NOTOKa NaKeToB, HEBO3MOXHO
«NOJAMELIATbY HE TONLKO «4YXKO», HO
Jlaxe paHee nepeaaHHbIN «CBOU» Tpaduk

IP Security Architecture, IPsec
+ B COBOKYMHOCTU UMEHHO 3TU NPOTOKO/bl
Authentication E“C;'z::::te" obecneuunBaloT Kpuntorpapuuecku
Header, AH Payload, ESP CTOUKWUWU KOHTPOJIb A0CTYnNa (B CeTb
obecneuenme ’ NPOHUKAET TO/ILKO BAaaenel,
PnareTon WiipoBaHHe CeKpeTHoro Kiaioua) n, Takum obpasom
IP-naxeros COAePKUMOTO P ’ p ’
IP-naxeTos N30/ UI0 KOPNOPAaTUBHOIO

MHPOPMALLMOHHOIO NPOCTPAHCTBA B
arpeccMBHOU BHeLLHeu cpepe
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e [lpoToKkon ynpasneHusa kniovyamu IKE

ba3zoBblie cTaHAAPTHI
IPsec:

- RFC 2401-RFC 2412
PacwupeHuns IKE:

- DPD

- NAT Traversal IPsec

- IKE-CFG

- XAUTH

Internet Key Exchange, IKE

yrnpaBneHue ayTeHTUUKauren napTHEPOB Mo
B3aUMOASNCTBUIO, COTNnacoBaHue NONUTHK
3aWuThl U BblpaboTka KNYeBoro marepuana
ans npotokonos AH n ESP

IP Security Architecture, IPsec

Authentication Encapsulated
Header, AH Secure
Payload, ESP
obecneyeHune
LUEeNoCTHOCTH WMbpoBaHHe
IP-nakeToB COAEpPKUMOTo
IP-nakeToB
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« ba3oBble pyHKUUMN:

B3aMMHaA ayTeHTM¢M Kauna
BBaI/IMOJJ,eI/ICTByIOI.I.I,VIX 00BbEeKTOB

*  WWPOKUWA CNeKTp anropuTMOB
ayTeHTUPMKALMKU (CUMMETPUYHBIA KJIOY,
ceptudukaTol X.509, TOKeHbI, CUCTEMbI
ABYX(AKTOPHOWU ayTeHTU(UKALLMK C
OAHOpPA30BLIM NaposieM)

3allMTa CBeIeHMN O B3aMMOAENCTBYIOLNX
obbekTax (identity protection)

3alLMTa KntoyeBon nHgpopmaumnn

* BbIpabOTKA CECCMOHHOIO KJIOYEeBOro
MaTepyana, 3auLMTa MacTep-kaloyen nyrem
0b6paboTKM NpPU UX NCNONL3IOBAHUM MANOIO
obbveMa Tpadmka

*  3aW,uTa CeCCUOHHBIX Knloyen (perfect
forward secrecy)

* 3aMeHa CeCCMOHHBIX KJI0Yel npy nepepaye
3aj,aHHOro obkema Tpauka uau no
MCTEYEHUM 33/1laHHOTO BpEMEeH M KU3HK
CeCCUOHHOrO KNloya

*  npoayKthl CSP VPN Takxe noaaepXUBawoT
PeXUM «NPO3PaYHON» 3aMeHbl CECCUOHHbBIX
KJIIOYEN C TeM, YToObl nepecnHXpoHn3auus
KJIlDYEN HE BHOCM/IA BO3MYLILEHUN B
npouecc 3awuTbl Tpadpuka




e [1poTokon ynpaeneHUa KnodaMu IKE ponomenne

Fa3oBble cTaHAapThI « bazosble pyHKuUNK:
. - cornacoBaHve nonnTuk besonacHocTu
SecC:

~RFC 2401-RFC 2412 AR A Co06 MHONECTBO
Pacwupenua IKE: BAPMAHTOR NONUTUKN GezonacHocTy,

_ DPD npueMneMblii ANs 0bonx BapuanT byaeT

aBTOMaTN4ecky BeIbpaH B Npoliecce

- NAT Traversal IPsec HayaJIbHOIo gnajaora

- IKE-CFG *  3To BaXHO AnA obecneyeHus

_ XAUTH COBMECTUMOCTM U JLNA NepexoHbIX

NpoLLeCcCoB, Hanpumep, Npu 3ameHe
NOAUTMKM be3onacHOCTH B MacwTabax
bonblION ceTn

- aBToOMaTn4yeckoe AleTeKTUpoBaHue
Hannymua NAT Ha nyTn nepeaayun

Internet Key Exchange, IKE

3dlUMWLEeHHOTI O Tp&d)UI/IKa, MHNUWNANN3aLlna
ynpaBnexue ayTeHTUguKaunen napTHEPOB No pexnMad Npo3pavyHoOUn nepepain Tpa(bm Kad
B3aUMOAENCTBHIO, COTMacoBaHie NONUTUK AH/ESP yepe3 NAT-wwn103b1
3aWuThl U BbipaboTKa KNYeBoOro matepuana
ans nporokonos AH u ESP - KOH(I)M rypuposaHue |P-&ﬂ,p€COB VPN-
KNnneHToB «BHYTpU» VPN

*  KJMeHT yAaleHHOro A,0CTyna nosyyaer
ajpec U3 BHyTPEHHero NPpocTpaHcTea
KOpNOpaTMBHOWN CeTK; fanee K HeMy
NPUMEHWUMbI BCE NpaBUAa ANIA
IP Security Architecture, IPsec «BHYTPEHHUX» NO/Ib30OBaTENEN

- obHapyXeHue oTKa3a NnapTHepa no

Authentication ~ Encapsulated B3aMMOENCTBUIO N aBTOMaTUYecKoe
Header, AH Secure nepeksloyeHme Ha pe3epBHbIn Wwto3 (dead
Secneuenme Payload, ESP peer detection protocol)

LeNocTHOCTH wudpoBaHne « Pe3iome: IKE- Hanbonee MOMHbIﬁ,
FenakeTes cofepwMMorD rMOKMI (M paclinpaeMbiin) us
IP-naketoB

COBpeMEeHHbIX KpunTorpadunueckmnx
NMPOTOKOJIOB
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@ KOHTpPOJ/1Ib KayeCcTBa N KPOCC-0T/1a KA

BHUMAHWE!

OnybnukoBaH TecT

ya3BumocTen npotokosna IKE:

http://www.niscc.gov.uk/niscc/vulnAdv-en.html

=%)) ____________Niscc

Information w
Home
What is the CNI?
Threats
Vulnerabilities
Responding to
Incidents
News Room
Reporting an
Incident
Research &
Development
SCADA
Recruitment
Products and _
Advice
Alerts
Briefings
General Advice
Technical Notes
Policy & Good
Practice
Monthly Bulleting
Quarterly Reviews
Wulnerability »ldviteu

Assurance Reporis
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Vulnerability Advice
This page links to the vulnerability advisory notices issued by NISCC.

MISCC works extensively with government depariments and agencies,
commercial organisations and the academic community to research
wulnerabilities and potential threats to IT systerns especially where they may
have an impact on the UK's Critical National Infrastructure {(CNI[).

Vulnerability advisory notices (VAMNs) are results from NISCC conducted or
sponsored research, and contain information on the vulnerability, its effect
and when possible paitch infarmation.

For information about potential vulnerabilities or for further information on our
vulnerability process contact vulteam@niscc gov uk

Vendors may register an interest in particular protocol groups or application
areas by completing a form (available in here in Adobe PDF format).

MISCC has a respansible disclosure palicy, informing wendors prior to public
disclosure so that they can fix the vulnerabilities befare the public is aware. It
is important to the UK critical infrastructure that the protocols that underpin
thatinfrastructure are as secure as possible from electronic aftack.

2003]2004 [
[Jan][Feb] [Apr [ May |[Jun][Jul [Aug ] Nov

Multiple Vulnerabnm Issues m Imp\ememauons of ISAKMP Protocol
ber 2005, cmrssn

Seterra

Search

o

Latest Alert
22 November 2005

Vulnerability in Internet
Explorer

ol
execule code supplied by
Read more >x:

More Alerts > >

What's New
15 December 2005

Three SCO Security

Advisories: 1. SCOSA-2005.55 *
UnixWare 7.1.3 UnixWare

7.1.4 :Lynx Command

Injection Vulnerability 2.
SCOSA-2005.56 UnixWare

713 UnixWare 7.1.4:

Xloadimage NIFF Image Title
Handling Buffer Overflow
Vulnerability 3. SCOSA-

14 HosA6psa 2005 roaa onybankosaH
nepBbid Ny6ANUYHBINA TeCT
yA3BUMOCTeN npoTokona IKE

KomMnaHusa «C-Teppa Cundclin» B
deBpane 2006 roaa, nepBou B
Poccuun, npoBena 3ToT TeCT Ha CBOUX
NpoAyKTax, ycTpaHuia Bce
HaWAeHHble Henonaaku (5-7
3aMeyaHuun no 5000 TecToB) U
obbvaABnAeT, uTO Bepcmmn 2.1
npoayktoB CSP VPN ycronumsa no
OTHOLUEHUIO K A,aHHOWU BepCUm TecTta

KayectBo peanusauunu IKE/IPsec
npoBepaeTca TakXe B TecTax
COBMEeCTUMOCTU C NPOAYKTaMU
Cisco Systems, KoTopble ABAAIOTCA
HeOTbeMJIEMOMU YACTbIO BLIXOAHOIO
TEeCTUPOBaHUA KaXXAO0OWN BepCUMU
NnHenkn npoayktos CSP VPN




@ YNpaB/sieHne YpOBHEeM 3arpy3Kku LWN30B

YNPABNEHWUE YPOBHEM 3ATPY3KU
LWNHO3A BE3OMNMACHOCTH

(©) 2003 -2010

Seterra

MockonbKy Kpuntorpapuueckume
NPWIOKEHUA NOTPebAAIOT OYEHb MHOIO
BbIYNC/INTENIbHOWU MOLLHOCTWU, OHU
neperpyxalT BblUUC/IUTE/IbHYIO CACTEMY,
3aMeJIAI0T ee OTKAUK Ha ynpasasouwue
BO3/1eMCTBUA U NOJABEPKEHbI OJLHOU U3
CaMbIX TPYAHbIX A1 OTPaXXeHWA aTakK —
aTaku oTkasa B obcnyxxusaHuu (Denial of

Service attack, DoS)

B npoaykrax CSP VPN agMuHucTpaTop
be30MacHOCTN MOXeT YCTaHaBAMBATD
npeaenbHbIN YPOBEHDb 3arpy3ku
npoueccopa, KOTOPbIW A0CTyNeH
3aja4YaM WwudpoBaHua Tpadpuka

OrpaHuyeHue nopora notTpebnsemon
MOLLLHOCTK obecneumnBaeT A,O0CTYNHOCTb
Wwao3a Ana aaMUHUCTPUPOBAHUA NpU
NioboM ypoBHe Harpysku v noebillaeT
YCTOMUMBOCTL Wto3a Kk DoS-aTake




- KpmnTorpacpmquKaﬂ ApXUTEKTypa

KpuntoapxurekTtypa:
-  RFC 2628, 4357, MS
CryptoAPI

- TOCT 28147-89, DES,
3DES, AES

- TOCT P 34.10-94, 2001,

RSA

- TOCT P 34.11-94, MD5,

SHA-1

KPUNTOrPADPUHECKAA APXWUTEKTYPA NMPOOYKTOB CSP VPN

IP-cTeK KpuntobudnnoTteku

ypOBeHb nonb3oBatend

ONEPALUMOHHAA CUCTEMA

Anpo

Hardware interface
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#*

ApxuTtekTtypa IKE/IPsec He
HaKnaAblBaeT OrpaHUYEHUU Ha
NpUMeHeHuUe
KpUNTOQIrOPUTMOB

B npoaykTbl nnHenkn CSP VPN
BCTpauBaeT Kpuntobubnuortekun
TpeTbMX NMPOU3BOAUTENIEN

- NOoAAEepXWBaAIOTCA POCCUUCKUE
Kpuntorpaduyeckme ctaHAapThl
a Takxe, ANq Lenen
TeCTUPOBaHUA U COBMECTUMOCTH
C UMMOPTHLIMU NMPOAYKTaMU, —
3anaZiHble KpUNTOAJIrOPUTMBI

- B HacToflLee BpeMa NPOAYKTbI
CSP VPN nocTtasnsioTca ¢
Kpuntobmnbamnortekamm
KoMnaHuu «Kpunto-lpo» u
«CurHan-KOM»




@ HdpacTpyKTypbl OTKPBITBIX KJIOUYEN

NMuTterpaunsa ¢ PKI:

- PKCS#7,10,12

- X.509 v.3 (RSA, DSA,
rocT)

- CRL
- LDAP

(c) 2003-2010 seterra

*

*

YnpaBneHue KpuntorpapuyeCcKuMu
KJ1lO4aMU B KPYNMHOU cucTteme (YMCno
obbekTOB CBbiLIe 20-50) Hanbonee
3P PeKTUBHO TONBKO C
npuMeHeHUeM MHPPaACTPYKTYpHI
OTKpPbITbIX Knlouen (PKI)

PKI| obecneuuBaeT:
- NAeHTUPUKaLMIO KNlovyen

- reHepauumio KJoueBbiX nap B
LEeHTPaJIN30BAHHOM U
AeLeHTPASIN30BAHHOM peXuMmax,
yZA0CTOBEepeHue Kiatouen (BblLavy
K/IOYEBbIX J,OKYMEHTORB —
ceptncpukaToB X.509)

- pacnpocTpaHeHue cepTudhUKaToB

- NPOBepPKy NOAJNHHOCTU KJ1I0YEBOW
WHopMaLUu

-  OT3blB KOMNPOMETUPOBAHHbLIX WU
BbilWeAWLNX U3 JKCNAyaTauunuu
KNn4vyen




v MHCbpaCprKTypbl OTKprTbIX K" I'O“Ieﬁ (npoa.onxeHue)

NMuTterpaunsa ¢ PKI:

- PKCS#7,10,12

- X.509 v.3 (RSA, DSA,
rocT)

- CRL
- LDAP
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*

MpoaykTbl CSP VPN noapaepXuBaloT:

reHepawuio 3anpocoB Ha cepTUdnKaTbl N
pacnpoCcTpaHeHue KAYeBbIX A,0KYMEHTOB
B popmaTtax PKCS#7, 10, 12
(vHAayCcTpranbHble cTaHaapThl RSA)

paboTty c ceptudurkatammn X.509

paboTy ¢ koHTenHepamun «KpunTto-lpo» un
«CunrHan-KOMp»

pacnpocTpaHeHue cepTudUKaToB Yyepes
cnyxbbl katanoros LDAP

OYeHb NoJie3Ha TaKXe PYHKLLMOHANbHOCTD
npotokona IKE, KOTOpblA CaM «yMeeT»
nepepasatb cepTuduUKaTsel U MHGOPMaLUIO
ansa nx npoeepku (certificate validation
chain) — 3To Nno3BoNsAeT peasn3oBaThb
pacnpocTpaHeHue cepTUPUKATOB MeXAy
napTHepaMu No B3aUMOAENCTBUIO
Hanpamylo, 6e3 cayxbbl KaTanora — 3To
CHUWXAeT U3AepXKKM Ha obpaboTky Tpaduka

cnuckun ot3biBa ceptugukaTos (CRL)

MpoaykTbl CSP VPN coBMeCTNMbI C
YAOCTOBEPAIOWNMUN LLeHTPaAMMU:

YU, Microsoft, YLl «kKpunto-l1po»
Notary-Pro («CurHan-KOMp)
CCERT («Bannpatanr)

Keon (RSA, CK3U «Kpunto-l1po»)




e KoHuenuuna n peannsauns

N30n4u1a KOpNOpaTUBHOIO « ba3oBas TexHonorua: pyHpameHTaNbHas
MH(MOPMALMOHHOIO NPOCTPAHCTBA apxXuTeKkTypa ceTeBoun 3awuthl IPsec

« MexaHusmMmbl 6besonacHocTu IPsec:

- KOHpUAEeHUMaNbHOCTb U LLeJIOCTHOCTb
WHpopMaLLMn

*  KaXA bW NakeT WKpyeTca NPy NOMoILU
CTONKUX KPUNTOANTOPUTMOB

*  Kn4yeea# VIHCIJOpMaLI.VIﬂ HajeXHO
3dlilieHa 3a cHeT MCNoNb30OBaAHWUA
BEpeMeHHbIX CeaHCOBLIX KJ1l0YeHn ¢
orpaHM4eHHLIM BpeMeHeM XU3HU

- LeNOCTHOCTb MHpOpMaLUK
obecneynBaeTcH ANA AaHHbLIX, ANA
3aro/ioBKoB IP-nakeToB 1 ANng noToka
NnakeToB

- noaaepXvBaeTca MHOro MexaHu3MoB
ayTeHTUGnKauum
*  ANA oTAeAbHOro NoAb3oBaTeNna MOXHO

peannioepaTtb Hero MHAVBUAYANbHYIO
NMNOANTUKY

- Kpuntorpadunyeckn CTOMKUA KOHTPO/b
AocTyna

* B CeTb MOXeT NPOHUKHYTb TOALKO
Bhaaenel CeKpetTHoro Kiada

» 3T0 obecneynBaeT NOJIHYIO U3OAALUIO
KOPNOPaTUBHOIrO MHPOPMALMOHHOTO
npocTpaHcTBa

KOHTPOAb A0CTYIla
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® JlerntumHoctb IPSec VPN pelueHun

+ Yctpoucteso VPN - 3T10
KOMMYHWKaL,MOHHaA cpeaa co

BCTpoeHHbIM CK3U nnun 3to
CK31?

« LeHTp ®Cb Poccuu oTBeyaeT Ha
3TOT BONPOC O4HO3HAYHO:

- VPN - 3To cpeacTBO_
Kpuntorpaguyeckoun 3aLiuThl

- OcHoOBaHuA ANA TaKoro B3rnfiaa:

* CTOWKOCTb cepBuca VPN
CYLW,eCTBEHHO 3aBUCUT OT

CTPYKTYPbl U KOPPEKTHOCTH
peai3alum

Kpuntorpadgunyeckoro
npoTokKo/a

* Kpuntorpaguuyeckmin NnpoToKon
B LL&JIOM XapaKTepusyeTcs
napaMmeTpamu 5 3
Kpuntorpadunyeckom CTOMKOCTH

e + Cocras ceptudukaros VPN-
NpoAyKTa:
- ®Cb Poccuum:
« CK3U

- ®CTIK Poccuu:
(c) 2003-2010 seterra ° Hﬂ,B




@ Ceptudmukaumna npoaykros CSP VPN

(©) 2003 -2010

Seterra

o CSP VPN Bepcus 3.1

®Cb Poccuu

* Ceptudpunkar CK31N KC1, KC2 Ha npoaykT CSP
VPN Gate (B T.4. B ucnosnHeHuu CSP VPN Client)

*  pacnpocTpaHAeTCA Ha annapartHylo naaThopmy
«Moaynb CeteBor Mos,epHU3NPOBAHHbINY.

®CTIK Poccuun
« TOCT 15408, OY /[ 3+
P HOB 31 ypoBeHb KOHTpONA

 PekoMeHpaauunsa AN 3aWiunThl
KoHduaeHunansHon nHpopmauum B AC po
knacca 1I sknwouutensHo u B UCIJH po knacca
K1 BKNIOYUTENBHO

* CepTudumkauma B KaUueCTBe MeXXCeTeBbIX
3KpaHoB Nno 3 knaccy 3awumueHHoctn ot HCA,;
3awmTta nHpopmauuum B UCINAH oo 1 knacca
BKNIOYUTEJNIbHO

16




e I3aMepeHne Nnpon3BoanTeNbHOCTH

crounmy BMW

» HPOMBBO.DMTEIII:HOCTI: ABNAETCA
KPUTUYECKU BaXHbBIM NMOKa3aTtesnem
ANA wnio3oB besonacHocTU

- 3dfaC Npon3BoaunUTeENbHOCTHU
No3BOMAET UCMOJIb30BaTb CETb be3
noTepun NponycKHoOuU cnocobHocTun

- BbICOKOMPOMU3BOAUTEJIbHOE
YCTPOWUCTBO BHOCUT MUHUMA/IbHY O
3aJ.epPXKy npu obpaboTtke Tpacduka,
YTO KPUTUYECKU BaXKHO ANA
nopjepXaHusa BbICOKOro Kayecrsa
ceTeBOro obcnyxmpaHua (QoS)

+» [lpakTnyecku BO BCeX U3MepeHUAX
npoussoauTenbHOCTU VPN-WNI030B
AaHHble NnpuBoaATCca Anga IP-nakeToB
pa3MepoM 1,5 kbauT, B TO BpeMsa Kak
DN KOPOTKMUX NaKeToB
NpOU3BOANTENbHOCTb MO NOTOKY
napaet B 4-5 pa3

- MNO3TOMY HOMWHAJIbHaA
NMPOU3BOANTENDBHOCTD LWWAKO30B
AOJKHA ObITb B HECKOJIbKO Pad3 HUNXKe
NMMKOBOMW NMPON3BOANTENDBHOCTH
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e PekopaHasa npon3BOAUTENIBHOCTDb

CXEMA UCNBLITATENBHOIMO CTEHOA

IPsec-TYHHEINb

!
/
i
!
/
¥
[ = -

/TPADUK OAHHLIX, TCP unu UDP, MTU = 1400

HamMmeHoBaHUMe
n3aenuns

IPsec ESP /
FOCT 28147

CSP VPN Gate 100 18 Mbps

IPsec ESP /
FOCT 28147
]

IPsec AH /
FOCT P 34.11

8 Mbps

CSP VPN Gate 1000 43 Mbps | 18 Mbps
NME-RVPN (MCM) 95 Mbps | 37 Mbps
CSP VPN Gate 3000 2&06320 5“2;;30

CSP VPN Gate 7000 5_010(';"bbppss 1&06;2;0

*

MpoaykTel CSP VPN Gate
ONTUMMU3UPOBAHbLI MO
NPOU3BOAUTENbLHOCTU NpU
peann3alnmv NPOTOKONOB
IPsec ¢ ucnonb3oBaHuem
POCCUNCKMX
Kpuntorpadpuyeckmx
CTaHAApPTOB

- CM. AONOJNIHUTENbHO

http://www.s-terra.com/CSP/RU/
products/performance.htm

Ha He3aBMCUMBIX
UCNbITAHUAX
NpOU3BOAUTENbHOCTU
npoayktel CSP VPN
nokKa3sbiBaJin HA
pa3/InyHbIX NaaTdpopMax
peKkopAHble
NpOU3BOAUTENbLHOCTU
WwunopoBaHua Tpaduka

- HEe3aBUCHUMbIA UCTOYHUK:
http://www.ot.ru/pr20050412.htmi




¢ [pumep peweHnsa: VPN wnio3 Ha Cisco UCS C-200

+ PeweHune CSP VPN Gate Ha nnaTt¢dpopme Cisco UCS C-200
npeactasnaeT cobon VPN-wnio3, peain3yolimm MexayHapoaHsbie
ctaHAapTbl 6be3onacHocTu B ceTax TCP/IP (IPSec) c npuMeHeHneM
pOCCMUACKOW KpunTorpadpuu.

m————

» [lpou3BoAUTENbHOCTb pelleHMA B 3aBUCUMOCTU OT annapaTHOWU
nnaTpopMbl:*

G-3000-S-9100-2-CP 800 Mour/c

G-3000-S-9101-2-CP 1520 MouTt/c
G-3000-S-9102-2-CP 1700 Moéut/c
G-7000-S-9103-2-CP 2480 Mour/c
G-7000-S-9104-6-RED-CP 3100 MonT/c

* ueHbl Ha CSP VPN Gate Ha nnatdopme Cisco UCS C-200 M2
CM. Ha cauTe www.s-terra.com/CSP/RU/products/idocuments/S_Terra_price_Gate.pdf
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@ MexaHu3mbl obecneyeHns HaAeXXHOW paboThbl ceTu
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. . KoHueHTpaTopbl focTyna us
pervoHanbHbix VPN-ceten

KoHueHTpaTopbl ceTell yoaneHHoro
b3 i

na obecneyeHns HaAeXHOIO
(GYHKUMOHUPOBAHUA CETU B
peweHun CSP VPN
NPUMEHSAIOTCA ceayioume
MeXaHWU3Mbl:

- [lakeTHOe pe3epBUpOBaHME

wno3oB bezonacHocTm (No cxeme
N+1 c BbipaBHUBAHUEM HArpy3Ku)

* npotokon DPD
* npoTtokon VRRP
 npoTokos RRI

* npoTtokon Etherchannel B
COYETaHUMU C 3aL,UTOU
KaHaJlbHOro YPOBHA Ha OCHOBe
npoaykta CSP L2VPN Gate

- JlnHaMunyeckas maplupyTusauus,
GRE




e PewweHune pna cybrurabmntHoro kaHana

OU3AWNH TMTABUTHOIO PELLEHUA

IPsec-TyHHenw

VPN-WNH3bl B NakeTe ¢ pesepeupoBadiiem N+1 u BbipaBHUBaHNEM Harpy3Ku

|

©) 2003-

2010

Seterra

*

»

OnTuMMU3npoBaHHaf
NPOM3BOAUTEIbLHOCTb MPOAYKTOB
CSP VPN Gate no3ssonser
NCNoAb30BaTh 3TU YCTPOUCTBA B
KayecTBe KOHCTPYKTUBHbIX 6/10KOB
ANA 3alWuTbl cybrnrabutHoro
KaHaJjia CBA3M

Y3en 3aWw,uThl KAHaANOB CBA3U
NOCTPOEHHbIW HA OCHOBE
HeCKOJIbKUX LWAIo30B be3onacHocTu
C NPOU3BOAMNTE/IbHOCTbLIO

Ao 3 ébuTt/c BnepBblie 6bbIA NCNbITaH B
2005 roay koMnaHuen MukpotecTt

- nepBoe B Poccuun ncnoitaHue VPN
AN rurabMTHOro KaHasa Ha OCHOBe
POCCUNCKMX Kpuntorpagpunuecknx
CTaHJapTOB

- HEe3aBUCUMBbIA UCTOYHUK:

http://www.microtest.ru/solutions/
systems_informbezopasnost/sterra 3gb.htmi

B 6anxanwmnx nnaHax nocrpoeHue
pelwieHus ana 10 rout/c




e 3aKJiloyeHue

Jinnenka CSP VPN:
peKopAHas
NMPOU3BOAUTENIBHOCTb U
MacwTabupyemocTb

[ SR

ABOIHIENBHOCTD

IWELHIA == JTEGL

Ha Wwnw3bl Wnwo30B

CSP VPN Gate CSP VPN Gate
H3MeHAeTca W3MEeHAeTCH -
BNA pasHbIX CepUi BNA PA3HbIX CEepUiA
npUMepHO NpUMepHo

B 20 pas B 500 pas
#

100B 100 1000 3000 7000 100B 100 1000 3000 7000

(c) 2003-2010 seterra

*

CSP VPN Gate:

- cuctemoobpasylowmin NpoAyKT
B MPOAYKTOBOM JIMHENUKE,

- NOCTaBAAETCA Ha paae
CTaHAAPTHbLIX annapaTHbIX
naatgopm (MacwTabnpyemMbix B
COOTBETCTBUU C TPeOOBAHUAMM
3aKa34yuKa) n

- obnapaert eaMHbIM Habopom
TeXHUYeCKUX XapaKTepucTuK B
COCTaBe BCeU JIMHEeUKU WNI030B
be3onacHOCTU

[lpon3BoANTENbHOCTU LWJIO30B
beszonacHoctn CSP VPN Gate ot
MJaALWKnUX CepUn K CTapluUM
pa3nunyaiotca B 100 pa3s, ueHbl Ha
HUX — noyTu B 40 pa3

MacwTabnpyeMoCcTh MOLWHOCTU U
LeHbl NAaTpopM no3sonaseT
«A,03UpPOBaTb»
NpoON3BOAUTENbHOCTb CTPOIro Nno
noTpebHOCTU 3aKa3unKka 1 B
peasibHbIX NpoekTax (rae, Kak
NpaBuao, LOMUHUPYIOT
HMU3KOCKOPOCTHbI@ KaHasbl),
CHU3NTb CYMMAapPHYIO CTOUMOCTbD
peweHuUsa Ha 30-50% no cpaBHeHuMI0
C KOHKYPE@HTHbIMU NpeaNoXeHUAMU




KOHTAKTHbI

e-mail: sales@s-terra.com
web: http://www.s-terra.com/

Ten.:+7 (499) 940 9001

+7 (495) 726 9891
dakc:  +7 (499) 720 6928
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