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OnucaHme npobaemaT1Km @ eriro

*Ha TeKyLMN MOMEHT cyLLecTByeT 60/1blLOe KONMYECTBO Pa3paboToK BUPYCHOIo
XapaKTepa, HaUENeHHbIX Ha NoJlydeHMe A[ocTyna K Mo/b30BaTeNbCKOM
K/Il04eBON MHPOpMaLUN.

* Hanbonee siBHaA yA3BUMOCTb: NYTb AOCTAaBKM NAPOAS ANA NOAYYEHUA A0CTYNa
K XPaHALLEMYCA B KOHTEMHEPE K/HOYY.

* NICO/M3K 15408-2002: BaXKHOCTb 3a/1a4M 3aLUTbl MapoONe.

* BBegeHue B PP 3n1eKTPOHHbIX KapT rpa*kAaaHMHA: HeEObXoAMMOCTb 3aLUMLLATD
NapOo/IbHYIO MHPOPMALUID B MUHMMANbHO obecnevyeHHbIX cpeacTBamm 3aLuUThbI
KOMMNbIOTEPHbIX CUCTEMAX.
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[locTaHOBKa 3a4a4m e 1l 1O

TpebyeTcA B NpeanonoXeHUAX O HEBO3MOXKHOCTU MPUCYTCTBUS B CUCTEME
NPOrpamMMHOro Koga NpPOTMBHWKa, paboTatouwlero B Konbue 0, obecneuymnTb

BO3MOXHOCTb 6e30nacHOro Aoctyna K Kao4yam, HaxoAALWMMCA Ha BHELWHeM
ycTponcTse (KecTkmit anck MK, otaensemoliit HOCUTEND).
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PaccmaTpuBaemas moaens @reriiro
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PaccmaTpuBaemas moaens @reriiro

[MpegnonoxeHua:

* CK HaxoguTcs Ha BHeLWHeM YyCTpouncTBe (oTaensiemblih KNHOYEBOW HOCUTENb,
EeCTKMM  AUCK  KomnbloTepa, ..) B 6nobe, 3awmMPpoBaHHOM  Ha
ANBEPCUPULNPOBAHHOM M3 NAPO/A KAOUYE WMPPOBAHMSA KAtoYa.

* [lepBunyHas 3arpy3ka CK B CK3M nponcxoaunT ¢ BHELWIHErO YCTPOMCTBA.
* [locne 3arpy3kn CK B CK3U Bce onepayunun ¢ gaHHbIM KJHOYOM MPOU3BOAATCA
6e3 BbIXxoAa KNouyeBOM MHPopmauun n3 obnactm NamaTmn, AOCTYN K KOTOPOM

BO3MOXEH UCKIIUYUTENBHO ANS Koda, paboTatollero B Kosblie O.
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Moaenb HapyLwinTena LU

* Yrposa: nosy4yeHne NpoTMBHUKOM MHPopMauum o6 CK.

° npe,ﬂ,I'IOI'IO)KEHMFl O NPOTUBHUKE! nporpaMmmHoOro Koaa NPOTUBHWKA,
pa60Tarou1,ero B Konbue 0, B cMcteme HU B 0gMH MOMEHT BpeEMEHWN HET.

* BO3MOXHbI moaynan npoTmuBHUKA, pa60Tarou.Lme B KO/Mbue 3 U umerowme
A4O0CTYyN K COOTBETCTBYHOWEMY MOJ/1Ib30BATE/IbCKOMY MPOCTPAHCTBY MNaAMATHN.
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Moaenb HapyLwinTena LU

*B cnydyae OTCyTCTBUA AOMOJ/IHUTENIbHbLIX MNPOrpaMMHbIX CPeACTB 3adllUTbl:
NnapoJib NOCTynaeT No CTaHA4aPTHbIM KaHaJ/lam, Mo KOTOPbIM NAET NOTOK BBOAA C
KN1aBnaTypbl, YTO NO3BONAET NPOTUBHUKY nepexsaTnTb ero Ha
Nno/21b30BaTe/IbCKOM YPOBHE.

* [lepexBaT BO3MOXEH /MO0 C MOMOLLbID MOCTPOEHHbIX MO Pa3/INYHbIM
TEXHO/IOTMAM  NPOrpaMmm nepexsata BBOAMMOM C  KAaBMaATypbl/MbllK
nHpopmaunmn (kemnorrepos), MO0 C NOMOLLBIO LENeBbIX aTaK, HanpaB/EHHbIX
Ha WCNOAb3yemMble BO BpemMA MepecbiIKM napons obnactm  namsaTtw,
HaxogAwmeca B pamkax [I1.
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PaccmaTpuBaemble aTaku P=iiro

° npOTMBHMK B AdHHbLIX MNpeanosoREHUAX MOMKET OTO6pa3MTb Ha 3KpaHe
d)anbumsoe OKHO BBOJa MNapo/ia Ha CKsB I'IpOI/I3BOJ'IbeIIZ MOMEHT BPEMEHMN.

° By,u,eM PaCCMaTpUBATb KaK K/Z1ACC aTak, Ol'paHI/NeHHbIIZ KEﬁﬂOFFepaMM, TakK U

Hanbonee LLII/IpOKI/IIz BO3MOXHbIN B AaHHbIX NpeanonoxXeHnAX O NPOoTUBHUKE
KN1aCC aTak, BKI'II-O‘-IaI-OLLI,MlZ TaKXe N NMPOon3BOJiIbHbIE LLE/NNIEBLIE ATAKWN.
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CyLLeCTBYIOLLNE peLleHnA UL

Hanno Langweg
«Building a Trusted Path for Applications Using COTS Components»

TexHoNormmM nNpPoOTUBOAENCTBMA MNOAMEHbI MPOTUBHMKOM OKHA BBOAa,
OCHOBaHHbIE Ha 3KCKAKO3UBHOM (B onpeaeneHHbIX NpennosioKeHUsax) BbiBoAe
Ha 3KpaH cpeactBamum DirectX cneumanbHbIX M306paxKeHUM, pacno3HaBaembix
nonb3oBatenem (M 3apaHee WM BblOpaHHbIX W3 OrpaHUYEHHOro Habopa
N300parKeEHN) U ABNAIOWMXCA NOATBEPKAEHNEM AYTEHTUYHOCTU OKHA BBOAA
napons.
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CyLLeCTBYIOLLNE peLleHnA UL

Hanno Langweg
«Building a Trusted Path for Applications Using COTS Components»

Kputuka:

e ChMWKOM Manoe (B CpaBHEHUM C SHTpONMer BBOANMOTO Napois) YNC/IO Nerko
OT/IMYNUMbIX MONb30BaTeNieM Apyr OT Apyra 3a/0XeHHbIX B MpUAoXKeHue
n306paKeHnn.

* 136bITOYHAA KECTKOCTb I'IpE,EI,I'IOJ'IOH-(EHMVI O MNpPOTUBHUKE, TpE6V€MbIX ANA
pa6OTOCI'IOCO6HOCTI/1 ﬂ,aHHOIz TEXHO/0TUN (I'IO npnynHe HEO6XO,D,MMOCTI/I
9KCK/THO3UBHOCTHU 7 HEeMNnepexsaTbiBaeMOCTH M306pa)+(EHI/1F| BO BpemMA
dYTEHTUYHOTIO BBO,CI,a).
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[lpegnaraemoe pelieHue:
KoHuenuusa

P

* 3alWMLWEHHbIA pPEXMM BBOAA MNaponA HauyMHaeT paboTaTb CTpOro nocne
HaXaTUA HEKOTOPOM XHKeCTKO 3aPUKCMPOBAHHOW cneunmanbHOM KOMBUMHauun
knasuw (CKK).

* Takum obpasom, nocse yCTaHOBKM KOMMEKca BBOA Naposas B 3allULEHHOM
pexxmme npPoun3BoOAUTCA TOraa M TONbKO Toraa, Koraa bbiia HaXKaTta KoMbMHauKuA

CKK.

* ObMaH NPOTMBHMKOM MO/Ib30BATENA, KarKAblM pa3 nepen BBOAOM MNapos
BeogAuwero CKK, HeBo3morkeH.
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[lpegnaraemoe pelieHue:
KoHuenuusa

P

Cnyuaii 1: NMpoTUBHUK MUCNONb3yeT ANA NepexsaTa napona pabortaiowume Ha
NONb30BaTE/IbCKOM YPOBHE KeWnorrepbl, NOCTPOEHHbIE NO OAHOW M3 paHee
OMUCAHHbIX TEXHONIOTUMA.

* [locne BKAWOYEHUA 3aWMUTHbIK MOAY/Nb HAYMHAEeT BMECTO BBEAEHHbIX
CMMBOJ/IOB BblAaBaTb OAMH U TOT € CMMBOJ, COXpPaHAaA B Haxoaauwewnca B Al
obnactu namATM BCe BBeAEHHblE CMMBO/Ibl, MPOMYCKAsA TONbKO CANy»KebHble
CMMBO/IbI, TakMe, KaKk Backspace, Tab u Enter.

* Mocne ceaHca BBoga CK3U-MM 3anpalumBaeT y 3alWMTHOrO MOAYASA BBEAEHHbIN

naponb (c obAsatenbHoM ayTeHTUOUKauMen 3awmUTHbIM moaynem CK3U-M),
nocsne 3TOro nepeaasas ero no CTaHAapTHbIM KaHanam B CK3U-A.
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[lpegnaraemoe pelieHue:
KoHuenuusa

P

Cnyyan 2: [pPOTUBHUK nNPUCYTCTBYET HA MNONAb30BATE/IbCKOM  YpPOBHe,
BO3MOXHbI Lie/ieBble aTaKu.

* Ha ypoBHe aapa peannsyeTtca KW NapoJier; Naposn BOBCE HeE MOMadaltoT B
CK3U-M, nx 3 Kawa 3anpawmsaeT HenocpeactseHHO CK3N-A.

© 2000-2011 KPUNTO-MPO 14



[lpegnaraemoe pelieHue:
KoHuenuusa

P

Cnyuaii 3: TpPOTUBHMK MNPUCYTCTBYEeT HA MNO/Ib30BaTe/IbCKOM YPOBHe,
BO3MOXXHbI Lie/ieBble aTaKu, NPOTUBHUK C NOMOLLbIO cpeacTs BuaeodpuKcaumm
WKW annapaTHbIX 3aKNaA0K B KNaBMaType OTC/IE}KUBAET BCe HAXKaTUA KNABULL.

* Ha KPaH nepeg sBogom KaxXaoro CMMmBoJia BbiIBOAUTCA HOBaAA NnNepecCtaHOBKA
KNnaBnwl Kn1aBuUaTtypbl, CreHeEPMpPoOBaHHAA B 3alLUTHOM MOAy/lie U nepeaBaemMan
B CK3UN-A.

* [laponb BBOAUTCA MONb3OBaTeNem CTPOro B TOM BUAE, KaK 3TO
npeanosiaraeTcA NepecTaHOBKOW K/aBMLW KAaBMaTypbl, B 3TOM BMAE OH U
noctynaet B8 CK3U-M uam CK3UN-A BbilweonucaHHbiM ob6bpa3om; obpaTHan
nepecTaHOBKA CMMBONOB NponssoanTca nosxke s CK3N-A.
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[lpeanaraemoe pelieHue: PCLL
peannsauund

PaccmaTtpuBatrotca onepaumoHHble cuctembl Tna Windows NT. B KayectBe
ncnbiTyemoro cteHaa ncnonbsosanmcb Windows 7 (6e3 SP) u Windows XP SP3. B
KayecTBe WCMNbITYEMbIX KEWNOIrepoB  MCMNOAb30Ba/IMCb  0bOLWEeAOoCTYMNHbIe
pa3paboTKu.

* B cTeK apanBepoB KnaBmaTypbl CTaBUTCA ApanBep-OunbTp, OCyLEecTBAAOWNN
NPOCMOTP U MOAMPUKALUIO BCEX BBOAMMbBIX C KAaBMATypbl CMMBOIOB B
COOTBETCTBUM C OAHOM U3 ONUCAHHbIX HUXKE CXEM.

» lpaiiBep-GpMNbTP HauyMHaAeT paboTaTb CTPOro MNOC/Ae HaXKaTus HEKOTOPOM
¥KEeCTKOo 3aPpUKCUPOBAHHOM cneunanbHon KombuHaumnm knasmw (CKK).

* Takum 0bpasom, Nocsie YCTAaHOBKU KOMMJ/IEKCa BBOJ, MNapons B 3alULLEHHOM
pekume NPON3BOANTCA TOTAa U TONbKO TOraa, Korga bbina HaxKaTta KOMBUHaLUMA
CKK.

* ObMaH NPOTMBHMKOM MO/Ib30BAaTENA, KarKAblM pa3 nepen BBOAOM MNapons
BeoaAauwero CKK, HeBo3MOXKeH.
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TexHONOrMn Kennorrepos @=riro
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[lpegnaraemoe pelieHue:
peaansauus

P

Cnyuaii 1: NMpoTUBHUK MUCNONb3yeT ANA NepexsaTa napona pabortaiowume Ha
NONb30BaTE/IbCKOM YPOBHE KeWnorrepbl, NOCTPOEHHbIE NO OAHOW M3 paHee
OMUCAHHbIX TEXHONIOTUMA.

* [locne BKAoYeHUA apanBep-GUAbTP HAYMHAET BMECTO BBEAEHHbIX CUMBOJIOB
BblJaBaTb OAWH M TOT K€ CUMMBOJ, COXpaHsaAa B Haxoaauwenca B Al obnactu
NamAaATU BCe BBeAEHHble CMMBO/JIbl, MPOMYCKas TONbKO CAy*KebHble CMMBOAbI,
TaKue, Kak Backspace, Tab n Enter.

* Mocne ceaHca BeBoga CK3U-I1 3anpawmBaeT y ApanBepa-puabtpa BBEAEHHbIN

naponb (B nmpouecce 4ero nNpoucxoaut UAeHTUPUKaumsa apamneep-GUALTPOM
CK3W-M), nocne atoro nepenasas ero no ctaHAapTHbIM KaHanam B CK3U-A.
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[lpegnaraemoe pelieHue:
peaansauus

P

Cnyyan 2: [pPOTUBHUK nNPUCYTCTBYET HA MNONAb30BATE/IbCKOM  YpPOBHe,
BO3MOXHbI Lie/ieBble aTaKu.

* Ha ypoBHe aapa peannsyeTtca KW NapoJier; Naposn BOBCE HeE MOMadaltoT B
CK3U-M, nx 3 Kawa 3anpawmsaeT HenocpeactseHHO CK3N-A.
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[lpegnaraemoe pelieHue:
peaansauus

P

Cnyuaii 3: TpPOTUBHMK MNPUCYTCTBYEeT HA MNO/Ib30BaTe/IbCKOM YPOBHe,
BO3MOXXHbI Lie/ieBble aTaKu, NPOTUBHUK C NOMOLLbIO cpeacTs BuaeodpuKcaumm
WKW annapaTHbIX 3aKNaA0K B KNaBMaType OTC/IE}KUBAET BCe HAXKaTUA KNABULL.

* Ha aKpaH nepepn, BBOAOM KaXK[A0ro CMMBOMA BbIBOAUTCA HOBAsA NepecTaHOBKa
KNaBULL KNaBMaTypbl, CreHEpMPOBaHHaA B ApaliBepe-dunsTpe 1 nepenaBaemas
B CK3U-A.

* [laponb BBOAUTCA MONb3OBaTeNem CTPOro B TOM BUAE, KaK 3TO
npeanosiaraeTcA NepecTaHOBKOW K/aBMLW KAaBMaTypbl, B 3TOM BMAE OH U
noctynaet B8 CK3U-M uam CK3UN-A BbilweonucaHHbiM ob6bpa3om; obpaTHan
nepecTaHOBKA CMMBONOB NponssoanTca nosxke s CK3N-A.
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[Tpepnaraemoe pelieHune Prriro

* OQHOBPEMEHHO C YCTAaHOBKOM YTWUAUTbI YyCTaHaBAMBaeTCA ApanBep,
paboTatowmii ¢ 3TOro MOMEHTa B CUCTEME HenpepbiBHO (3arpyrKatowmiica oo
WinLogon gna noTeHuMasbHON BO3MOXHOCTM 06ecneynTb 3alunLeHHbIN BBOA
Napo/sia Ha 3Tane 3arpy3ku cuctemMbl). HEBO3MOMKHOCTb BbIFPy3KM ApanBepa C
NO/NIb30BATENIbCKOrO YPOBHS HeobxoauMma AnA MNPOTUBOAEMCTBMA MNOMNbITKAM
HapyLWNTeNna HesaMeTHO A1 N0/1Ib30BaTeNA OTK/OYUTb CUCTEMY 3aLLUTDI.

° Xpavamu.l,e naponel‘/i pP€ean3oBaHO B A4Pe€E. [MamATb, BblAe/laHHAA NOA4, HUX, He
ceonupyemas. I'Io,u,,u,epmMBaeTcsl ogHoBpemMeHHOE XpaHeHne HECKO/IbKUX
naponel‘/i C Pas3IM4HbIMU 3HaAYEHUNAMU UX BPpeMEHUN HKU3HN. anCVTCTBVET
onepaunAa rapaHTMpoBaHHOIO OYULLEHUNA.

* MpucyTtcTeyeT cuctema pa3rpaHuUYeHunsn AocTyna MNPUNOXKEHNI
N0/Ib30BATENbCKOro YPOBHSA K ApaiiBep-ounbrpy.
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PesynbraThl @riFS

MpoBeaeH psfd,  3KCNEPUMEHTOB C  MUCMNONAb30BaHWMEM  0OLWEAOCTYMNHbIX
Kennorrepos, NoKasaBwux 3OPeKTUBHOCTb MPeAOKEHHOro noaxoda Ha
NpaKkTUKe.
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KPUINTO
P eeriro

CNMNACUBO 3A BHUMAHME!

KPUMTO-MPO - Kntouesoe ¢noBO B 3awmute nHpopmauum

http://www.cryptopro.ru
info@cryptopro.ru
svs@cryptopro.ru
rubin@cryptopro.ru

Ten./dakc:
+7 (495) 780-48-20
+7.(495) 660-23-30



