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MeTtobl ¢BsI3aHHBIX KJII0Yeil

MeTtoabl cBA3aHHBIX KJIIOYeil

e BO3MOXKHOCTE MCIIOJIL30BaHNS B COUCTAHUN C JPYTUMU METOIAMU
e MuoxkecTBO IyO/IMKAINN U «B3JIOMOB»
e CpaBHeHHNEe MeToJla ¢ aTaKoil OJIHOrO 1mepedopa
e CuibHOE TIPEJINOJIOXKEHNEe O IPOTUBHUKE!
— SammdpoBaHne 1 pacindpoBaHnie Ha HEU3BECTHBIX CBI3aHHLIX Katouax K
e HedopmasibHoe (c/toBecHOe) onncanne Mo;ie:

— «lIpejmonoxKuM, 9T0 K/II0UYM CBA3AHBI, TOIJIA...»

— <<HpOTI/IBHI/IKy N3BECTHO, 9TO KJIIOYMN CBA3aHbI, TOI'la...»



Bakon Kepxroddca

3akoH Kepxroddca

IIpennoxenne 1. Kpunmocucmema doasicha obecnevusams 6e3onactocmo dasice
68 CAYYGE, k0204 BCE KPOME KA0UG (KA04el) U36eCmMHo NpomuGHUKY.

«Bce kpome kitouay
e KoHKpeTHOE 3HAUEHUE KJII0Ua (KJIIOUell) HeU3BECTHO POTUBHUKY

e [[poTuBHUK He 00/1a/1aeT HUKAKOM B T.U. KOCBEHHOI, MHPOpMAIUEil 0 KIo4ue
(KJFOUax)

IIpenaoxkenue 2. Kanovuu wugdposanus A6AAN0MCA PEANU3AUUAMU HE3ABUCUMBLT
U PABHOMEPHO PACNPEDCACHHVIT HA MHOHCECNEE KAOYUET CAYUATIHOIT BEAUNUH.



YHUBepCcaJbHBIC aTaKN

YHuBepcaJibHbIe aTaKu

Ecam maoKecTBO Kittoueil JC KonedHo, To QP He SIBISIETCST 0€3YCA06HO CTONKIM:
ATaka T0JTHOTO Tlepedopa - «yHUBepcaabHas aTaKay

A* aJITOPUTM OIlpeJiesiennsd Kioda, 1 4 — T OCMKOCTDL aJII'OPUTMa
LA

st aTaky moJHOrO mepebdopa,

Tps = 10|K|,

OOMenpuHATO CIUTATh, UYTO €C/IN
Ty <Tgs,

TO MNP HECTOHKIIT



YHUBepCcaJbHBIC aTaKN

o [Iporusnuk Buibupaet nojnmuozxkectso K G K
e [lepebop kimoueil B MHOMKecTBe K’
/
o lq = TOVC |7
o K| <|K| = T <Tgg = m060il alropuT™ HecTORKMIA

PacemoTpuM JiBe XapaKTepucTuki: TpYJA0€MKOCTb I BEPOSITHOCTH ycriexa (P y)
Tps =m|K|, Pps =1

IC/
%—Wmfhﬂd

J
T = 10|K|Pg



YHUBepCcaJbHBIC aTaKN

[MIndpp MOKHO cUNTATH YSI3BUMBIM (TEOPETHIECKUIT B3/IOM), €CJIU CYIIEeCTBYET
aroput™ A, KOTOpBIi «jIyuiley YHUBEPCAIbHON aTaku:

Ty <1Ig,
PG < PAa ’
C YUETOM

T = 10|K|Pg

J1JIs1 yClelnHon aTaku

Ty < 10|K|Py



MHuoroxkJo4yeBble YHUBEPCaAJIbHbIC aTaKN

® ' HEU3BECTHLIX Kioueit K1, ..., Ky,

® [[c/Ib — OlIpeJie/IeHne 6cexr KJIIo4den

® K/II0UM BbIOPAHbl PABHOBEPOSITHO U HE3ABUCHUMO

Araka:

o [IporusHuK BLIOUpaeT noaMuozxkecTsa K'; G K, i =1, m
o [lepebop kimoueii B MHOKecTBax K

o «Chanancuposannas» araxa: |[K';| = |/C/j|
m
T = > K = mymlK
1=1

m m
Kl (1K
P p— p— _—
e Hl Kl \IK]

YHUBepCcaJbHBIC aTaKN




YHUBepCcaJbHBIC aTaKN

[lIndp MOKHO cUNTATH YSI3BUMBIM (TEOPETHIECKUIT B3/IOM), €CJIN CYIIEeCTBYET
aaroput™ A, KOTOpBIil «jIytiie» MHOTOKJ/IIOUEBOH YHIBEPCAIbHON aTaku:

T.A < TmG7
PmG < PA, ’

TG = TOmVC‘ m\/ Pha

C YYETOM

JIJIsT YCHelHon aTakm

1Ty < T()mVC‘ N Pgy



ATaku co cBsSI3aHHBIMU KJ/II0YaMA

ATaku co CBA3aHHBIMU KJIIOYaMI
® ' Heu3BeCcTHLIX Kioueit K1, ..., Ky,
® [[c/Ib — OlIpeJie/IeHne 6cexr KJIIo4den
® KJIIOYN BHIOpaHbl PABHOBEPOATHO U HE3ABUCHMO
e airopuT™ A ncrosib3yer cBsa3aHHocTb, 3agaBacmyio R 4 @ K™ — {0, 1},

e cciiu JIist KoHKpeTHoro nabopa kiouein K € K soinosneno R 4(K) = 1, 1o
AJITOPUTM OIPEJIE/IsieT BCe KITIOYH.

® B [IDOTUBHOM CJIydae, aJlOPUTM He MOJydaeT HUKaKOH MH(MOPMAINN 0 KII0Tax

Ip C K" — MHOXKECTBO BBIIOJTHUMOCTH R
In = {K € K"|R(K) = 1},

BEPOATHOCTDL BBIIIOJIHUMOCTHU R:

P =P{R(R) = 1} = 0,



ATaku co cBsSI3aHHBIMU KJ/II0YaMA

Bo wMuormx paboTax, BepOSITHOCTb VcCIexXa aJroOpuTMa  OleHUBaeTCs B

npenoozkennn R 4(K) = 1. To ectb onenuBaerest yejioBHas BEPOSITHOCTD
f);l = P{A = Success|R 4 = 1}.
Ob11as BeposiTHOCTDL yeIlexa paBHa,

g |1
Py =P{A = Success|Ry =1} -P{Ry =1} :PA'PRA:PA‘VSJSJ

AJIrOpUTM,  UCHOJIL3YIONIUH  CBA3aHHBIE — KJIIOYM — MOXKET — CUHTAThCS
5 DeKTUBHOI aTaKoii (B3JIOMOM ), TOJILKO KOTJIA

m /\‘]R.A‘ m | =
T < 1om|K]| PAVCm‘ = Tom PA"[RA‘-

10



[IpoTuBHUK, 0018 AI0IINI JIOTIOJTHUTEIbHON MHMOpMAaIInei

IIpoTuBHUK, 00JIaAIOINIA JOMOJIHUTEJIbHOI nHMOpMaIiiei

® 1 CBSI3QHHBIX HEM3BECTHBIX KJIIOYeil
® KJII0UN &; HE3aBUCUMBI I paBHOMEPHO pacipejiesieHbl Ha K
e cesi3biBatoNil peynkar R 4 @ K — {0, 1},

® I[IPOTHUBHUKY M3BCCTHO, YTO KJIIOYM CBZA3aHbI, TOI'/la...»

Pacemorpnm € = (&1, ..., &m)
Kosmuectso nndopManun ~ n3MeHeHue SHTPOINN:

T=H()— H(E|RE) =1).

11



[IpoTuBHUK, 0018 AI0IINI JIOTIOJTHUTEIbHON MHMOpMAaIInei

Y P{¢=K}logP{¢=K}.

Kem

CoryacHo IpeJIIIoI0zKEeHNSIM OTHOCHTEIbHO fi'

P~} =

OTKY/1a
|| 1
logg —— =1 Kk

H () = -

12



[IpoTuBHUK, 0018 AI0IINI JIOTIOJTHUTEIbHON MHMOpMAaIInei

H(ERE=1)=— > P{{=K|R() =1}log; P{¢=K|R() =1}

Kekm
Jlerko BujeThH, 4TO
| =
— -, K € Ip
P {c = R|A(E) =1} - { i K €1
OTKY/1a 1 |
H(E|R(E) =1) = — @10& 7] = logy | IRl

13



[IpoTuBHUK, 0018 AI0IINI JIOTIOJTHUTEIbHON MHMOpMAaIInei

KommdecTBo J1OMOJHNUTE/BHON KJIIOUeBOH MHMOPMaIi, KOTOPOI paciiojaraer
[IPOTUBHUK PaBHO

ICm
T =H(§)— HI(E[R(E) = 1) = logg [K™] — logy ‘]R|_1Og2| ‘

IR|

PaBHocuibnas MOJEJ/Ib.  MCIIOJIb3YETCA HNCTOYHUNK KJII04Yell ¢ HeMaKCHUMaJIbHOM

SHTPOINEIL:
Hy < logs |K™

YHuUBepcajibHag aTaka B TakKoi MoJle/1n

14



[IpoMexKyTOUHBII UTOT

AJTrOpUTM, UCHOJIBL3YIONINE CBSA3AHHOCTD KJIOUel, 3a/laBaeMylo npejukarom R 4,
MOYKET CUnTaThCst 9(PPEeKTUBHOM aTakoii (B3JIOMOM ), TOJIBKO KOIJIa

TA<7'Om?7</PA' ’]RA|'

KomuecTBo JIOMOJIHUTENBHON KI0UYeBOH uHMOpMalni, KOTOPOil pacrosaraer
IPOTUBHUK, 3Had YTO KJIOUM CBA3AHDI IPEJINKATOM [T 4, PABHO

Lo

1 = 10g2 ’]R’

15



OyHKIMOHAJIBHBIC [TPEINKATHI

PO yHKIMOHAJBbHBIE IIPEJINKATHI

[Iyers f; - K — K, 1 = 2, m - HeKOTOpble 0TOOparKeHusl.

Oyuxknuonanabublit npeguxkar RE'

1, K; = fi(K7), t =2,m;

0, unaue.

RE(K1, ..., Kpy) = {

B vacTHocTu
e Pasnoctanie (capurn) K; = K1 ® A

e AjntuBHbIe (coxkenne B Kosblie) K; = K H A,

16



OyHKIMOHAJIBHBIC [TPEINKATHI

Jlerko BujieTn

Ipp= | (K1, folK1), ...; fm(K1)),
K1€/C

[Irr| =K

AJropuT™, NCIOJIBL3YIONINI CBA3aHHOCTD KI04eil, QyHKIMOHAIBHLIM IPEINKATOM
RF 4, moxxer cantarhbest 3G QeKTUBHON aTakoil (B3JIOMOM), TOJLKO KOTJIa

T4 < 1om \/ P4|K]

KoauuecTBo JIOMOJMHUTENBHON KiIIOUeBOil MHMOpMAINN, KOTOPOil paciojaraer
POTUBHUK, 3Hag YTO KJIIOUN CBA3AHbBI (DYHKIIMOHATBHBIM NPEJIUKATOM [2F 4, paBHO

(m — 1) logs |KC|.
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[Tpumep

IIpumep

[Ipeanonokum uro paccmarpnpaercd mudp ¢ amnoit kiaoda & u P4 = 1, Torja

k
Ty < 1ym2m K 7'02k.
[Ipu sToM, TPOTUBHUKY 00J1aaeT KI0U9eBOil nHpopMalnei

T=(m-—1)k
k

out (13 mk BO3MOMKHBIX), T.€. «B CPEJIHEM» - CEKPETHBLIX OUT Ha KJIOM.

[Ipn jmae Kaoda 128 OUT U JBYX CBI3aHHBIX KI0Uax

128
Ta<m-2:22 =727 (< 719 2'%%),
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Cracu0o 3a BHUMAHUE
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