IToax0ABI K pa3paboTke PpopMaABHBIX
MOAEAEU YIIPABACHUA AOCTYIIOM B
3AIUINEHHBIX OIIEPAITMOHHBIX
cucreMax cemeucrsa Linux

A.T.H., ponieHT AeBaunn I1.H.
peter_devyanin@hotmail.com
K.T.H., AouteHT IIpockypun B.I'.
vadim_proskurin@hotmail.com
NKCH, r. MockBa



‘ Cemenicreo AIl-moaeaent

) 4 )
Ba3oBas AUCKpPELVOHHasn AN-mopens 6es AN-mopens c
AMN-moaens > Koonepauuu AO0BEpPEeHHbIX 6nokupyrowmmm
) M HefoBEepPEeHHbIX AOCTYyNnaMm AOBEPEHHbIX
\ cybbekToB cyl6'be|<'roe. )
Y 4 )
n- AMN-Mmopenb Ans NnoAMTUKM 6e3onacHoOro
¢$"HKLT:::::;|° aAMUHUCTPUPOBaHUSA
\ y,
accouMmMpoBaHHbIMMU C - I N\
Cy6beKkTaMm CYyLWHOCTAMM AMN-moaenb Aons NOANTUKUN abCONMOTHOIO
pa3aeneHns agMUHUCTPATUBHbIX U
\ L NoJ1b30BaTe/IbCKUX MOJIHOMOUYUN )
( \ Y
AMN-mopaenb ¢ GYHKLUMNOHANIBHO U
MaHaoaTHas napaMeTpu4yeckm N _
I:ln-lfllonenb accouMMpPOBaHHbIMM C AM-moaenb cpannosou
Ccy6beKkTaMm CyLWHOCTAMMU CUCTEeMbI
- A ( ! N
= Z
Ea3oBas bosieBas MaHpaTtHasa AMN-mopnenb C
An-Mop enb Arn-mopens 6nokupyrowiMMm AO0CTyrnamMmm
A 3awmineHHbix OC AO0BEPEHHbIX Cy6'beKTOB
Y \ =
( Y
ba3zoBas poneBas AlNMN-mopenb OC
4 ) ManpaTtHasa AlMN-mopaens € MaHpatHasa AMN-mopenb
oTOXXAeCTBJ/IeHUeM ANSA NOJINTUKUN CTPOroro
f . A NOPOXKAEHHbIX MaHAATHOroO ynpasJieHuUs
Ponesas AiM-mopaenb OC Linux Cy6beKToB AOCTYnom

_/




30C All-moAaeAab. OCHOBHBIE 9AEMEHTHI

E = O U C— MHOXecTBO cywHocTen, rae O — MHOXeCTBO 06bekToB, C — MHOXECTBO KOHTENHEPOB;
U — MHOXeCTBO y4eTHbIX 3anuceun nosb3oBaTeneu;

Jul € E\ S — MHOXeCTBO CyLLHOCTEN, NapaMeTpU4ecKn acCoLMMpPOBaAHHbLIX C Y4E€THOW 3armncblto
none3oBartens u € U,

L ,,— MHOXeCTBO Y4YeTHbIX 3annucen JOBEPEHHbIX Nosib3oBaTeneu;

N, — MHOXeCTBO YYeTHbIX 3annucen HeOBEPEHHbIX NoNb3oBaTeneu;

S ¢ E— MHOXeCTBO CyObeKTOB, OYHKLMOHUNPYIOLMX OT UMEHM YYETHBIX 3anncen Nosib3oBaTenen;
L s — MHOXeCTBO JOBEPEHHbIX CYyObEKTOB;

Ng — MHOXeCTBO HeJOBEPEHHbIX CyObEeKTOB;

R, = {read,, write, execute, own,, grant} — MHOXeCTBO BUAOB Npae JOCTYyNa;

R, = {read,, write,, own,} — MHOXeCTBO BWOOB JOCTYNa;

R: = {write,,, write;} — MHOXeCTBO BMAOB MH(OPMAaLIMOHHbIX MOTOKOB;

R c U x (E U U) x R.— MHOXeCTBO npaB 4OCTyna y4eTHbIX 3anMcen nonb3oBaTternemn K CyLHOCTAM UIu
YyYETHbIM 3anuncsam;

Share = {read, write,} ¢ R, — MHOXeCTBO BNOB COBMECTHbIX JOCTYMOB K CYLIHOCTHM,;
Ac Sx E xR, x 257 _— MHOXeCTBO AOCTYNOB CYOBHEKTOB K CYLLHOCTSAM;
sa: E\ S — 25hare __ chyHKUMSA, 3aaatoLLas TekyLmMe OOCTYNbl U3 MHOXecTBa Share K CyLHOCTAM;

sm: E\ S — 25hare __ chyHKUMSA, 3adatoLlas paspelleHHble COBMECTHbIE A0CTYMbl U3 MHOXecTBa Share K
CYLHOCTAM



OcHOBHBIE 9A€MEHTBI. Y POBHU
IIEAOCTHOCTH

F c E x E x Ry— MHOXeCTBO MH(POPMaLIMOHHbIX MOTOKOB,

(e, [ < E\ S— MHOXecCTBO cyL|HOCTEN-NAapaMeTPOB Nnpasa AocTtyna r € R, K cywHocTH e € E;
user: S — U— yHKUMS NPUHAONIEXHOCTU CyObeKTa y4ETHOM 3anmcu nonb3oBaTens;

[s] € E W U— MHOXeCTBO CyLLHOCTEN, PYHKLMOHANIbHO aCCOLMMPOBaHHbIX C CYOBHLEKTOM S;

fa: U x E — 2F U 2Y — doyHKUMSA cyLHOCTEN, pyHKLMOHAINbHO acCOLMNPOBAaHHbIX C CYyObeKTOM Npu ero
CO3JaHNN OT MMEHN YYETHOWN 3anmcu nonb3oBaTens U3 CyLLHOCTN;

Is[ € E\ S — MHOXeCTBO CYyLHOCTEW, NapaMeTPUYECKN aCCOLUMNPOBAHHbBIX C CYyOBbEKTOM S € S;

fp: U x E — 2F — cpyHKUMA cylHOCTEN, NapaMeTpnYeckm accoLMMpoBaHHbIX C CyObEKTOM Npu ero
CO3JaHNN U3 CYLLHOCTWN OT UMEHU Yy4EeTHOM 3annucu nonb3oBaTens;

Hg: E — 25 — cbyHKUNS nepapxmm CyLLHOCTEN;

(LI, <) — nuHenHagqa wkana OByX YPOBHEWN LLeNOCTHOCTU AaHHbIX, rae LI = {i low, i _high}, i low <[ _high;
I U— LI— cpyHKUMA YPOBHEN LENOCTHOCTH YYETHbIX 3anvcen nornb3osaTenen;

s ENS — LI — dyHKUMA YpOBHEN LENOCTHOCTU CYLLIHOCTEW;

Is: S — LI — dpyHKUMS YpOBHEN LIENOCTHOCTU CYyOBHEKTOB;

G=(U, S, E, user, (i, I, 1), R, A, F, Hg, L, Lg) — cocTosiHME CUCTEMBI;

G = (S, E, user, R, A, F, Hz) — cokpalieHHoe o603Ha4yeHne arns COCTOAHNS CUCTEMBI;

>(G*, OP)— cuctema, npu aToM G*— MHOXECTBO BCEX BO3MOXHbIX COCTOAHUN, OP — MHOXeCTBO
npasun npeobpasoBaHnsa coctosiHun, G |—Op G’ — nepexon cucTembl N3 cocTosiHnA G B COCTOSIHUE
G’ ¢ ncnonb3oBaHMeM npasuna npeobpasoBaHNsS COCTOSHUN;



TpeOoBaHMA K YIIPABAEHUIO AOCTYIIOM U
MAHAATHOMY KOHTPOAIO II€AOCTHOCTH

TpeboBaHus k pacnpeaeneHnto npae AOCTyna W NONy4YeHno 4OCTYMNOB:

» 0N ydeTHbIX 3anvuceun nons3oBartenen u, u’ € U, ecnm (u, U, o,) € R, 10 a, € {own,,
grant};

» Ons ydeTHoW 3anucu nonb3oBartens u € U n cybbekta s € S, ecrm (U, S, a,) € R, To o,
= own,
» [OnacybbektoB S, s’ € S, ecnu (s, s', a,, v) € A, To a, = own,, y = J;

» Ong ydeTHoW 3anvcu nonb3oBartensa u € Uwu cywHoctn e € E\ S, ecnn (u, e, a,) € R,
TO o, € {read,, write,, execute,, own}.

TpeboBaHUs K MAHOATHOMY KOHTPOSIO LIENTIOCTHOCTH:

ansa cywHocten e, e € E\ S, ecnn e < e, 1o i (e) <ij€’);

ONna cyObekToB s, S € S, ecnu s < 8, To i(S) < iy(s');

ONA KaXXOon cywHocTn e € |ul, rae u € U, cnpaBegnvBo paBeHCTBO i (e) = i,(u);

Ona cydbbekta s € S BepHO HepaBeHCTBO i (S) < i (user(s));

AN y4eTHOW 3annucy OBEepPEeHHOro nosb3osaTens u € L, BbinonHaetea /,(u) = i_high;
AN y4eTHOW 3annucy HegoBepeHHOro nonb3oBatens u € N, BbinonHaeTed /,(u) = i_low;
BEPHO paBeHCTBO i (/_entity) = [_high.

YV V VYV VYV




KoHTpOoABb HaA cyObeKTAMU

Ecnn cybbekT s peanusosasn MHGPOPMALMOHHBIA NOTOK MO NaMATK OT cebs K CYLLHOCTU, (PYHKUMOHANbHO
accouMmMpoBaHHON € CyObeKTOM S, Unu peanuaoBan MH(POPMAaLMOHHBIN NOTOK NO NamMsaTK K cebe oT
BCEX CYLLHOCTEN, NapaMmeTpuyeckm acCoOLUNMMPOBAHHbLIX C CYOBHEKTOM S’, TO CyObeKT s nosiydyaeT AocTyn
BrageHusa own, K cybbekTty s'. Kpome Toro, CyGbekT s nosnyyaer:

BO3MOXHOCTb MCMNONb30BaTh NpaBa A0CTyna y4eTHOW 3anucK nonb3oBaTtenst cyobekTa s’;
BO3MO>XHOCTb M3MEHSATb MHOXECTBO MNpaB A0CTyna y4eTHOWN 3anMcu nonb3oBaTtens cyobekTa s’;
BO3MO>XHOCTb MCMONb30BaTh TEKYLLNA YPOBEHDb LIENIOCTHOCTM CyObeKTa S’;

BO3MOXHOCTb MCMNONb30BaTb AOCTYNbl CyObeKTa S’;

BO3MOXHOCTb MonyyaTtb AOCTYN BNageHus own, K cybbektam, JOCTYNOM BriageHus K KOTOpbIM
obnagaet cyObeKT s’;

BO3MOXHOCTb MCMOSb30BaTb MHAPOPMAaLMOHHbIE NOTOKKW, B peanv3aumnmn KOTopbIX y4acTBYeT CyObeKT s'.

YV V V V VY

Y

de facto _rights: S — 2F xR — cpyHKUMSA paKTMYECKMNX TEKYLLMX NPaB A0CTyna CyObEKTOB, MPU 3TOM MO
onpeaeneHuio B KaxaoM coctosiHun cuctembl G = (S, E, user, R, A, F, Hg) ansa kaxgoro cybbekra s e
S no onpeaeneHnto BEpPHO paBEHCTBO:

de_facto_rights(s) ={(e, r) € E x R;: (user(s), e, r) € R} u{(e, r) € E x R: cywiectByeT S’ € S Takou, 4To (S,
s',own,, &) € An (user(s’), e, r) € R};

de facto_accesses: S — 2/ — pyHKUMA PaKTUYECKNX JOCTYNOB CyOBLEKTOB, NPU 3TOM NO ONPEAErNeHnIo B
KaXkgom cocTtoaHumn cuctemnl G = (S, E, user, R, A, F, Hg) onsa kaxgoro cybbekta s € S no
onpeaeneHnto BEpPHO paBEHCTBO:

de_facto_accesses(s) ={(s, e, a,, D): (s, e, a,, D) € Ayu {(s, e, a,, D): (s, S, own,, D), (s, e, a,, ) € A}



IIpaBuaa npeoOpa3zoBaHUA COCTOAHUU

OnpeneneHne. MOHOTOHHOE NpaBuNo NpeobpasoBaHUs COCTOAHUI — MPaBUo
Npeobpas3oBaHMsa COCTOSHUI U3 MHOXecTBa OP, NpMMEHEHNE KOTOPOro He NPUBOAUT K
yOoaneHuio n3 COCTOSHUN:

npaB AOCTyNa YY4ETHbIX 3an1cei nonb3oBaTenen K cybbektam Unm K CyLLIHOCTSAM;
CYOBbEKTOB UMK CYLLLHOCTEN;

OOCTYNOB CYyOBHEKTOB K CYLLHOCTSIM;

NHOPMALIMOHHbIX MOTOKOB.

V V V V

MoHOTOHHbIe npasuna: grant _right(a.,, X, u, w, z), own_take(o,, X, w, z), create_entity(x, w,
y, Z, zI), rename_entity(x, w, y, z), create_first_subject(x, u, w, y, z, zi),
create _subject(x, w, y, z, zi), control(x, y, z), know(x, y), take_access _own(X, y, 2),
access_own(x, w, y), access_read(x, w, y, y), access_write(x, w, y, v), flow(x, y, vy, z),
find(x, y, z), post(x, y, z), pass(x, y, z), take_flow(x, y).

HemoHoTOHHbIE Npasuna: remove_right(a,, X, U, w, z), delete_entity(x, w, y, z),
delete_subject(x, w, z), delete_access(x, w, y, o).




IIpumepbl 3aAaHUA IPaBUA
IIpeo0pa3oBaHUA COCTOAHUU

Mpasuno

McxogHoe cocTosHWE
G=(8,E, user, R, A, F, He)

Pe3ynbTUPYIOLLEE COCTORHUE
G =(S’, E, user, R, A’, F, HY)

grant_right(a.,, X, U, w, 2)

x we S uel zeE (wz own, &) e A BbINONHAETCA
(usenw), u, B,) € R, rae B, € {own, grant}, BeINONHASTCA
MK X = W, MNK (X, W, oWn., &) € A, eCNM Z € S, TO o, =
own, N ,(z) = i,(v), ecnn z € E\ S, TO o, € {read, wrte,,
execute, own}, NpY 3TOM, eCNW o, £ { wile, 0w}, TO /.(Z)
= [,(t/), oA e £ ](z, o,)[ BEINONHAGTCA YCNOBWE (e, X, wilte,,)

£ F, ecnn i.(z) = i_high, To (x, i_entity, wite,,) € F

S5 =85 E =E user =user, A" = A, HZ = H,

R'=Ruiu, z, a)},

ecnn x € (N W NFs) 8, 1o F =Fuw{lx s wite;) 8 € (Ns wINFs)~ 8, x
ZEW WK 8 =8 UNK (8 & own,, @) € A, rle MNW usens’) = u, unu (s, z,
owns, @) e A},

ecnxelFs~ S T0F =F

access_write(x, w, ¥, 1)

X, we S, ye ENS, (usenw), y, wite,) € R, writes € sm(y), t
— sa(y), BBINOMNHAGTCA UMK X = W, MNK (X, W, own., &) € A,

I(y) = i.(w), ecnn i.(y) = i_high, T0 (x, i_entity, write,,) € F

S =8 E=E, user =user, R =R, Hg' = He, A = A u {(w, y, writes, 1)},
ecnn X € (Ns w NFs) m S, 1o F = Fu {{w, y, wiite,)} w {(x, e, wiite:). e €
E xzeny=ej

ecnnx e LFs~ S 10 F =Fu{lw, vy, wiiten,)}

control(x, y, z)

X, yeS xzy,zey|luunu x= z wnK (x, Z, wite,,) € F

1

MMM Z e S KW (x z own,, &) e A

§ =8 E' =E, user = user, R =R, H' = He,
A =Au{x vy own,, @)},
ecnmx e (N NFs)n S To F=Fu{x e wniie)) es E,xzeny=<e}

ecnmxelFsn S T0F =F

find(x, y, 2)

X yeSzeE x=z
(x, v, a) & F, roe o £ {wite,, wite}, 1 nnn (z, B) =
de facto_accesses(y), roe p = writes, vnn (y, Z, B) € F, roe

B e {writen,, write}

S =8 EFE=E user =user, R =R, A" = A HZ = He,
ecnwn wiite; g {u, B}, To F = Fu {(x, z, wiite,)},
ecnn wiite; € {a, B X, y € (INsw NFs)~ S, 10 F =F o {(x, z, write,)},

ecnn wiite; e {a, Bl ix, VI mn(LFsnS)=&, 10 F=F




3aBHCHUMOCTB YCAOBUH U PE3YABTATOB IIPaBUA
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POCA All-moaeas. IIpeanioroxkeHnsn

Mpeanonoxenue 1. B pamkax POCIJI [il'1-mogenun nonb3oBaTensamM COOTBETCTBYIOT UX YYETHbIE 3anucu, ans
KaXKOoM N3 KOTOPbIX 3a4at0TCA MHOXECTBa aBTOPU30BaHHbIX poren. Kaxgaa ydyeTHasi 3anuch
NoSib30BaTESNA BHE 3aBUCMMOCTU OT UMEIOLLMXCSH Y HEE aBTOPU30BaHHbIX POSien ABMSETCH y4eTHOMU
3anucbto NMBo aoBepeHHoro, NMMbo HeJoBEPEHHOIO Nonb3oBaTtens. Kaxaas cybbekT-ceccus aBnseTcd
nnbo gosepeHHon, IMbo HeJoBEPEHHOM, N (PYHKLMOHUPYET OT UMEHU YHYETHOW 3anncu JOBEPEHHOro Unmn
HeJOBEepPEHHOro nosnb3oBaTens, COOTBETCTBEHHO. [loBepeHHble CyObeKT-CeCCUn He UHULIMNPYIOT
co3faHue cybbekT-ceccui. Kaxxgaa HegoBepeHHasi CyObeKkT-ceccusi MOXeT Co34aTb HeJOBEPEHHYHO
cyObeKT-ceccuto.

MpeanonoxeHue 2. [1Na Kaxxgom y4eTHOM 3anmncy Nonb3oBaTesis 3a4aeTcsl MHOXECTBO CYLLHOCTEWN,
napamMeTpuyecKkn C HEN acCoLMMPOBAHHbIX, peannu3auunst OT KaXkaom U3 KOTOPbIX MHOPMAaLMOHHOIO
NoTOKa Mo NamsTh K CyGbEeKT-cecCumn NO3BONSIET €M co3aaTb CyObEKT-CECCUID OT UMEHU AaHHOW YY4ETHOMN
3anncu nonb3oBaTens.

NMpeanonoxeHue 3. PyHKLUMOHANBHO acCOLMNPOBAHHBIMU C CyObEKT-CECCUEN ABMNSAKOTCS CYLLHOCTU, OT
KOTOpbIX 3aBUCUT BMA Npeobpa3oBaHna AaHHbIX, peannu3yemMoro cybbekT-ceccuen. TOonbko
MH(POPMALIMOHHBLIN MNOTOK NO NAMATU K CYLLHOCTU, OYHKLMOHANBbHO acCoOLMMPOBAHHOWN C CyBbeKT-ceccunen,
NPUBOOUT K UBMEHEHUIO BMAA Npeobpa3oBaHus AaHHbIX, peannu3yemMoro 3Ton cybbekT-ceccuen.

MpennonoxeHue 4. [NapameTpruyeckm acCoOLMNPOBAHHBLIMU CYLLIHOCTSAMU C CyObeKT-ceccruen aBnatTCs
CYLIHOCTWN, KOTOpble coaepXaT AaHHble, NO3BONALWMNeE MaeHTUdULMpoBaTb BUA NpeobpasoBaHms
AaHHbIX, peannu3yemMoro cyobeKkT-ceccuen.

MpeanonoxeHue 5. [1Na Kaxxgom ponu nnm agMMHUCTPATUBHOW PO 3adaeTcs (BO3MOXHO, NyCTOE)
MHOXEeCTBO CYLLHOCTEN, MapaMeTpUYeCcKkn ¢ Her accoummpoBaHHbIX. [pu aTOM Ana nonyyeHnsa unm
yaaneHnsa posiu U3 MHOXecCTBa TeKyLLMX posien cybbekT-ceccnm Heobxoamumo peanusoBaTh K cebe
NHPOPMAaLIMOHHbIE NOTOKU NO NAaMATU OT BCEX CYLLHOCTEN, MapamMeTpUYeCKn acCoLUUMPOBaHHbIX C AaHHON
POSIbIO.

10



OcHOBHBIE 9AEMEHTDBI

E = O U C— MHOXecTBO cywHocTen, rae O — MHOXeCTBO 06bekToB, C — MHOXECTBO KOHTENHEPOB;

U < 2E — MHOXeCTBO y4YeTHbIX 3anucei nonb3oBaTenen;

Jul € E\ S— MHOXeCTBO CYLLHOCTEN, NapamMeTpU4eCckm acCoLMNPOBaHHbBIX C YYETHOW 3aruchbio
nons3oBatend u € U,

UE = {e € Ju[: u € U} — MHOXeCTBO CYLLHOCTEN, KaXKaasa U3 KOTOPbIX NapaMeTpuyeckn accounmpoBaHa
X0Ts1 Obl C O4HOM YYETHOM 3anuUCbto NOMb30BaTENS;

L,,— MHO>eCTBO y4eTHbIX 3anMcen oBepeHHbIX Nofib3oBaTeneu;
N, — MHOXeCTBO Y4eTHbIX 3anucen HeJoBepPEeHHbIX Nofib3oBaTenewu;

S ¢ E— MHOXeCTBO CyObeKT-CECCUMM YYETHBIX 3anvcen Nosib3oBaTeneu;
Ls © S— MHOXeCTBO JOBEPEHHbIX CyObeKT-CeCccui;

Ng = S\ Lg— MHOXeCTBO HeJOBEPEHHbIX CyObEeKT-Ceccui;

R — MHOXeCTBO poneu;

AR — MHOXeCTBO agMUHUCTpPaTUBHbLIX pornen (AR N R = &),

|1 < E\ S — MHOXeCTBO CyLHOCTeN-NapamMeTpoB ponn Unn agMUHUCTPaTUBHOM posim r € R U AR;
RE ={e € |{: r e R U AR} — MHOXeCTBO CYyLLHOCTEN-NapaMeTpoB ponewn;

R. = {read,, write, append, execute, own}— MHOXeCTBO BMAOB Npas AOCTYNa;
R, = {read,, write,, append,, own,} — MHOXeCTBO BM0B [OCTYNa;

R = {write,,, write;} — MHOXeCTBO BUAOB MHAPOPMALIMOHHbIX NOTOKOB;

11



OcHoOBHBIE 9AE€MEHTDBI

P c E x R,— MHOXeCTBO npaB 4OCTYyMNa K CyLLHOCTHAM;

A c S x E x R,— MHOXeCTBO A0CTYNOB CyObEKT-CECCUN K CYLLLHOCTSM;
F < E x E x Ri— MHOXeCTBO MH(OPMaLMOHHbLIX NOTOKOB;

UA: U — 2R — chyHKUMNSA aBTOPM30OBAHHbLIX PONen YY4eTHbIX 3anncel nonb3oBaTeneu;

AUA: U — 2AR — cbyHKUMA aBTOPU3OBaAHHbIX agMUHUCTPATUBHbIX POSiel y4eTHbIX 3anncen nonb3oBaTenen;
PA: R — 2P\ {J} — cbyHKUMA npaB goctyna ponewu;

user: S — U — yHKUMA NPUHAANEXHOCTU CYyOBHEKT-CeCcCUmM y4eTHOM 3anncu nonb3oBaTtens;

roles: S — 2R U 2AR — doyHKUMA TekyLwmx pornen cybbekT-ceccuin;

can_manage_rights: AR — 2R— dyHKUNs agMNUHUCTPUpPOBaAHMS NpaB A0CTyna ponen;

[s] © E U U— MHOXeCTBO BCEX CYLLUHOCTEN, YHKLUMOHANIbHO acCoLMMPOBaHHbIX C CyOBHEKT-CECCUEN S;

fa: U x E — 2F U 2Y — cbyHKUMSA, 3agatolias MHOXECTBA CyLUHOCTEN, YHKLMOHANbHO acCoLMMPOBaHHbIX C
cybbekT-ceccuen npu ee co3gaHnm oT UMEHN YY4eTHOM 3anMcu nosb3oBaTens;

|s[ € E\ S — MHOXeCTBO CYLLHOCTEN, NapaMeTPUYECKn acCoUMNMPOBaHHbBIX C CyObeKT-ceccuen;

fp: U x E — 2F — cbyHKUMSA, 3agatoLias MHOXECTBA CYLLHOCTEN, NapameTpUYeckn acCcoLMMpoBaHHbIX C
cybbekT-ceccuen npu ee co3gaHnm U3 CyLHOCTN OT UMEHW Yy4EeTHOM 3anMcu nosb3oBaTens;

Hr: R — 2R — doyHKLMA nepapxun ponen;

Hyr: AR — 2AR — oyHKUMA nepapxmm agMUHUCTPATUBHbBIX PONEN.

12



Hepapxmua CyniHOCTEN 1 MEXAHU3M
OI'PAHUYEHUU

Hg: E — 2F — cbyHKUMIO nepapxmm CyLHOCTEN (CONOCTaBNAOLLYIO KaXX40W CYLLHOCTM € € E MHOXeCTBO
cywHocTten Hg(e) c E, HenocpeaCcTBEHHO B HEW CoAepKaLuuxcs), yAOBNETBOPAIOLLYIO YCNOBUAM:
Ycenosue 1. Ecnu cywHocTb e € He(c), To e < ¢, npn aToMm, ecnn e € C U E, TO He CyLleCcTBYeT CYLLHOCTU-

KoHTenHepa d € C Takon, ytoe < d, d < c.

Yenosue 2. Ina nobbIx cywHocTen ey, e, € E, e, # e,, N0 onpeaeneHunto BbINONHATCA paBeHCTBO H(e,)

N He(ey) N (C U E) = & n ycnosus:

ecnun o € O, TO cnpaBeanNnBO paBeHCTBO H(0) = IJ;

ecnme,<e, Tounnne,, e, E\S, unne, e, € S;

ecnne € E\ S, 10 H(e) c E\ S;

ecnn s € S, 10 H(s) c S.

CY: UA* — {true, false} — dyHKUMS, 3agatoLlas orpaHNYeHNE Ha 3HAYEHNS MHOXECTB aBTOPU30BaHHbIX
posien y4eTHbIX 3anucen nosib3oBaTenemn, To eCTb No onpeaeneHnto MHOXeCTBa aBTOPU3OBAHHbIX
poren y4yeTHbIX 3anncen nonb3oBaresien, 3agaHHole yHkumen UA € UA*, yooBneTBopsoT
orpaHunyeHnto CY, ecnn BbinonHsieTcs paBeHcTBo CY(UA) = true;

CP: PA* — {true, false} — dyHKUMA, 3agatoLiast orpaHU4eHne Ha 3Ha4YeHMs MHOXXECTB NpaB AoCTyna
poren, To eCTb NOo onpeaeneHno MHOXEeCTBa NpaB 4oCTyrna posien, 3agaHHble yHkumen PA € PA*,
YLAOBNETBOPSIOT orpaHnyeHunto CP, ecnu BeinonHsieTcs paBeHcTBo CP(PA) = true;

CS: roles* — {true, false} — dyHKUNS, 3a4atoLLas OrpaHNYEHME Ha 3HAUYEHUST MHOXKECTB TEKYLLIUX pornew
CybBbeKT-ceccun, TO eCTb MO onpeaeneHnto MHOXeCTBa TEKYLLNX poren CybbekT-ceccui, 3aaHHble
cbyHKuMen roles e roles*, ynoBneTBopsaOT orpaHmyeHmnto CS, ecnu BbiNonHsAeTcst paBeHcTBO CS(roles) =
true.

>
>
>
>
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MaHAATHBIN KOHTPOAB IIEAOCTHOCTH

(LI, <) — nuHenHas Wwkana ABYyX YPOBHEWN LLENOCTHOCTU AaHHbIX, rae LI = {i low, i _high}, i low <i_high;
(i Iy, I, Ig) € |— veTBepKa PYHKUMIA YPOBHEN LIENOCTHOCTU, MPU 3TOM:

i,: U— LI— tyHKUNS yPOBHEN LLIENOCTHOCTU CYyOBbEKT-CEeCCU;

Ig: E\' S — LI— dyHKUMA YPOBHEN LLENOCTHOCTU CYLLIHOCTEN;

I RUAR — LI — cyHKUUA ypOBHEN LLENOCTHOCTU POsieu;

Is: S — LI — yHKUMS TEKYLLMX YPOBHEN LIENOCTHOCTU CyObeKT-CeCCui;

| — MHOXeCTBa BCeEX YETBEPOK PYHKLNM 3a0aHHOMO BUAA;

Mo npeanonoXXeHNsaM BbIMOSHAKTCSA YCNOBUS:

YVV VYV VY V VY

anaponenr,r e RUAR,ecnnr<r,T0i/(r)<i(r);

Ansa cywHocten e, e’ € E\ S,ecnne <e’, 1oi (e) <i,e’);

Ansa cybbekT-ceccun s, s’ € S, ecnn s < 8, To i(S) < i(s);

ANA KaXOown CYWHOCTN e € u, rae u € U, cnpaBeanveBo paBeHCTBO i (e) = i,(u);

Ansa cybbekT-ceccun s € S BEPHO HEPABEHCTBO i(S) < i (user(s));

AN y4eTHOW 3anucy nonb3osatena u € Uun ponn r e R, ecrninu r e UA(u), To i(r) < i, (u);

Ansa cybbekr-ceccun s € Su ponu r e R, ecnu r € roles(s), 10 i(r) < iy(S);

AN npa.a gocTyna K cywHoctu (e, a) € P, rae o € {own,, write,, append,}, n porv r € R, ecnu (e,
a) € PA(r), To ig(e) <ilr);

AN y4eTHOW 3anvcun JOBEPEHHOrO nornb3oBartens u € L, cnpaBeannBo paBeHCTBO i (u) = i_high;
ANSA y4eTHOW 3anvcn HegoBepeHHOro nornb3doBartend u € N, cnpaBenuBo paBeHCTBO i (u) =i _low;
BEPHO paBeHCTBO i (i_entity) = i_high.

14



DaxkTHUUECKHE POAH, IIPABA AOCTYIIA,
AOCTYIIbI, BO3MO>KHBIE ACHICTBUA

MpeanonoxeHue 6. Ecnu cybbekT-ceccus s peanusosana MHPOPMaLMOHHbIN MOTOK Mo NamMATH OT cebs
K CYLLLHOCTW, PYHKLIMOHANBHO acCoLMNPOBaHHOW C ApYro cybbeKkT-ceccren s’, unmn cyobekT-ceccus
S peanusoBana UHPOPMALIMOHHbIV NOTOK MO NaMATU K cebe OT Bcex CYLLHOCTEN, NnapaMeTpu4eckn
acCcoLMMPOBAaHHbIX C APYroi cyobekT-ceccuent s, To CyGbekT-ceccus s nory4vaeT A0CTYN BNnaaeHus
own, K cy6bekT-ceccum s’.

MpennonoxeHue 7. Ecnu cyGbekT-ceccust s UMeeT AOCTyN BRageHus own, k cybbekT-ceccum ', To
cyObeKT-ceccus S nony4vaer:

BO3MO>HOCTb MCMOJIb30BaTb POSIM U3 MHOXECTBA TEKYLLMX ponen cybbekT-ceccun s’;
BO3MOXHOCTb M3MEHSATb MHOXECTBO TEKYLLNX porein cybbekT-ceccum s’;
BO3MO>XHOCTb UCMONb30BaTb TEKYLLNA YPOBEHb LIENIOCTHOCTU CyObEKT-ceccumn S’;
BO3MO>HOCTb MCMONb30BaTb AOCTYMbl CyObEeKT-ceccum S’;

BO3MOXHOCTb MoslyyaTb AOCTYN BNageHus own, K CybbekT-ceccuam, JOCTYNOM BriageHus K KOTOPbIM
obnapaet cybbekT-ceccus S’;

»  BO3MOXHOCTb UCMOMb30BaTh aAMUHUCTPATUBHbIE PONn CybbekT-ceccumn §’;

»  BO3MOXHOCTb UCMOMb30BaTh MHPOPMAaLMOHHbIE NOTOKN, KOTOPbLIE peanuayeT cybbekT-ceccus S'.
Mcnonb3yem 0603Ha4YeHNS:

> de facto roles: S — 2R AR — thbakTuyeckune TekyLume ponn cybbekT-ceccuii;

» de facto_rights: S — 2F — chakTnyeckune Tekywme npaBa gocTyna cy0beKT-Ceccuii;

> de facto _accesses: S — 24 — dpakTU4eckme AoCTynbl CyObEKT-CeCcCUin;

» de facto_actions: S — S x U x 2P x 2R — cpakTuyeckme Bo3MoxHble 0ENCTBUS CyOBbEKT-CECCUN.

YV V V V VY
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IIpaBuaa npeoOpa3zoBaHUA COCTOAHUU

G = (UA, AUA, PA, user, roles, (i,, Iy, I, I5), A, F, Hg, Hxr, Hg, Constraint,, Constraintp, Constraintg, L,
Ls) — coctosiHue cuctemsl (G = (PA, user, roles, A, F, Hz) — cokpalleHHoe o603HayeHue);

>(G*, OP)— cuctema, npu 3ToM G*— MHOXECTBO BCEX BO3MOXHbIX COCTOAHUN, OP — MHOXECTBO
npasun npeobpasoBaHnda cocTosHUn, G |—Op G’ — nepexon cUcTeMbl U3 COCTOSAHUS G B COCTOSAAHNE
G’ ¢ ucnonb3oBaHneM npasuna npeobpa3oBaHUsi COCTOAHWUIN;

2(G* OP, G,)— cuctema 2(G*, OP) ¢ Ha4anbHbIM coCcTosAHNEM Gj,.

OnpepeneHune. MOHOTOHHOE NpPaBuUno NpeobpasoBaHUA COCTOAHWUIA — NpaBUIo NpeobpasoBaHKs
COCTOSIHUI 13 MHOXecTBa OP, NpUMEHEHNE KOTOPOro He NPUBOAUT K yAaneHuo N3 COCTOSIHWIAL

ponen N3 MHOXeCTBa TEKyLLUMX ponen cybbekT-ceccuu;

npae 4OCTyna posneun K CyLLHOCTAM;

CYOBEKT-CECCUM, CYLLIHOCTEN UMK «KECTKNX» CChINTIOK Ha CYLLHOCTU-00BEKTHI;
AOCTYrNoB CY6bEKT-CECCUN K CYLLHOCTAM;

MHOPMaLIMOHHBIX MOTOKOB.

MoHoTOHHble npasuna: take_roles(x, X', w, {r; 1 <j<k}), grant_rights(x, X', r, {(y}, o;): 1 <j < k}),
create_object(x, X', , y, yi, Z), create_container(x, X', , y, yi, Z), create_hard_link(x, X', y, z),
rename_entity(x, X', y, z), create_first_session(x, X', u, r, y, z, zi), create_session(x, X', w, I, y, Z, Zi),
control(x, y, z), know(x, y), take_access _own(x, y, z), access_own(x, X', w, y), access_read(x, w, y),
access_write(x, X', w, y), flow_access(x, y), flow(x, y, ¥, z), find(x, y, z), post(x, y, z), pass(x, y, Z) n
take_flow(x, y).

HeMoOHOTOHHbIE NpaBuna: remove_roles(x, X', w, {rj: 1
delete_entity(x, X', y, z), delete_hard_link (x, X, y,
w, Yy, a,).

YV V YV V

k}), remove_rights(x, X', r, {(y;, o;): 1 <j < K}),

<j<
Z), delete_session(x, X', w, z), delete_access(x, X',
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‘ IIpumepsl npaBUA IPeOOPA3OBaAHUA
COCTOAHUU

MpaBuno

WUcxogHoe cocToaHMe
G =(PA, user, roles, A, F, H)

PesynbTupylolee cocToAHME
G =(PA’, user,roles’, A’, F, HZ')

take_roles(x, x’, w, {1 <j<k})

X, ¥, w < 8§ (w wserw) @ @) =

= UA(userw)) w
AUA(user(w)), ona e = Jg BbinonHAeTCA

de_facto_actions(x), r

ycnoewe (e, x, witem) € F, i{n) = i(w),
Constrainis(roles’) = true, ecnn i{r) = [_high,
TO (X', [_entity, wite,,) e F,roe 1 =j<k

S =85 E =E, PA=PA user zuser, A=A F=F HZ =He,

roles’(w) = roles(w) w {i; 1 =/ < Kkl wona s € S\ {W} BEINONHASTCA PABEHCTBO
roles'(s) = roles(s),

ecim x = (Ns W NFs) m Swn {1 ==k \roles(w) # &, To F = Fu{(x, 5, write,):
se(NsUNF)~ 8 x=s1munm s =w unu (w, own,) € de_facto_accesses(s)},

ecnu x e LFs~Sunn {ip 1 <5<kl crofes(w), To F = F

grant_nghts(x, X', r, {(y;, o). 1 =)=k}

x, X e S yekE (v, ap) € P, (w, &, (v,
own,), N = de_facto_actions(x), (w, ¥, owns)
= A idn = i.(w), [ecnn ¥, € S, TO oy = own, W
i(y) = idn], [ecnm y; € EV S n oy € {own,
wiite}, 10 (¥} = idn)], Constraint=(PA") =
frue, ecnwn i(y) = [_high, To (X', [_entity,
wrte,) € F,roe 1 <j <k,

S'=8, E' =E, user = user, roles’ = roles,

A=A HE = Heg, PAN = PAN w v, o 1 =j =k, mwanar e R\ {n
BbINONHASTCA paBeHCcTEO PA'(r) = PA(r),

ecim x € (Ns W NFs) m Sw{ly, o 1 ==k VPAIN# 2, 10 F =Fuilx s,
write;): 8 € (Ns'w NFs) ~ S, x=5Wre de_facto_roles(s)j,

ecimx e lFs mSumn {(y, w,) 1 =j= K PA(r), ToF =F

create_hard link(x X', y, Z)

xx eS8 yeO\8 zeC\S ye UEURE,
(w, &, (z, wnte,), ) € de_facto_actions(x),

f(y) = i) < F(W), iy) < F(2) < i(w), ecnu

i(z) =i _high, To (x°, [_entity, write,,) € F

S =8 E =E, PA"=PA, user = user, roles’ =roles, A’ = A,

HZ(Z) = He(Z) w {y}, onAa e = E \ {Z} BbINONHAETCA paeeHcTRO H: (e) = Hele),
ecnnx € (Ns UNFs)~ 8 10 F =Fu{(x, e, wite;). e £ EWWNKM y = g},
ecrmxelFs mS,TOF =F

create first_session(x, x', u,r, y, Z, Zi)

xXeSuelU yeE zgE,

PA(UA(L) w r e
can_manage_nghts(AUA(W)), zi = i,(w), zf =
iy, {le, x

Constraint=(PA") = true, Constraints(roles’™) =

(y, execute,) e

wrtep). e e [} < F,

frue, ecnn zi = i_high, To (', i_entity, wite,,)
s F

S =85u{z} E=Eu{z} A=A,i/(Z)=2Z user(z)=u, 0NA § £ 5 BLINONHAETCA
paBeHCTBO user(s) = user(s), roles’'(z) = &, AnA 5 € S BLINOMNHASTCA PABEHCTBO
roles’(s) = roles(s), [z] = fa(u, y), 1z[ = fp(u, ¥),

PA ()= PA(n w {(z, own,)}, n r € R\{r} BoinonHAaetca PA'(r') = PA(r),

H:(z) = @, anAa e = E BoinonHAeTcA paBeHcTBo HE ' (e) = He(e),

ecnn x = (Ns w NFs) ~ 8, 1o F = Fu {(z, x, wiitey), (x, z, write)} w {{x, e, write;):
esEny=e}uix s wnite) s (NswNFs)~ 5, x=8nre de_facto_roles(s)},
ecimxe LFsmn S, TOF =F
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IIpumepsl npaBUA IPeOOPA3OBaAHUA
COCTOAHUU

Mpaeuno

McxogHoe cOCTOAHME
G=(PA, user, roles, A, F, He)

Pe3yneTHpyloLlee COCTOAHNE
G =(PA’, user, roles’, A’, F, HZ)

know(x, v)

X Ve § X =y W ONA KAXIon e £ v,

cywectsyer (e, x, wiife,) € F

8 =8 F =E PA =PA, user = user, roles’ = roles, He = Hg, A=A u{{x, ¥,

own,)},
ecnn x € (Ns UNFs)~ S, ToF =Fu{x,e, wife) ec E xzeny<e}

ecnxelFemnS8 T0F=F

access_own(x, X', w, y)

XX we S yeE w=y(wZ (y own) &)
e de_facto_actions(x), [ecnn y € 8, Toi:(y) =
i(W)], [ecnu y € E\ 8, 10 y) = i.(w)], ecnn
(ve Sui(y)=i_highyunn (y € EAXS K io(y) =
i_high), o (x', [_entity, write,) € F

8§ =8 E =E, PA" = PA, user = user, roles’ = roles, He' = Hg, A = A {w, y,

own,)},

ecnn ¥ € (Ns W NFs) ~ S, ToF =Fu{(x e wite) e E xzeny<etu{x s

writey): 8 € (Nsw NFs) ~ 8 x = 81 (y, own,) € de_facto_accesses(s)},

ecmxelFsmn S T0F =F

flow_access(x, y)

¥xe 8 yekE (v, o) e de_facto_accesses(x)

5 =8 EFE =E PA =PA user =user, roles’ =roles, A" = A Hg' = Hg,
ecnnx e (INs UNF) S, ToF =F u{lx, e wite) ec E, xzeny<e}

ecnxelFemnS8 T0F=F

find(x, y, Z)

xye8SzeE x=1z,
(x, v, o) e F roe a = {wnte,, wite}, n unu
(z, B) € de_facto_accesses(y), roe p = wrile,,

wnu (y, Z, B) € F, roe B £ {wnten,, wiite:}

§' =8 E =E PA =PA user =user, roles' =roles, A' = A, He' = He,
ecnn wite;  {o, B}, T0 F = Fu{(x, z, writen)},

ecnw write; € {o, B x, y € (Ns U NF) ~ 8§, 10 F = Fu{(x, z, write,)},
ecnv write; € {o, Bn P, vin(LFsm 8)z &, 10 F=F

take flow(x, y)

X VeS8 x=y (x yown)e A

S5'=8 E =E, PA =PA, user = user, roles’ =roles, A" = A, HE' = He,

ecnn ¥ € (Ns WNFs) S, ToF =Fui{x e a)(y e a)eF ecE, ace{wie,

writed),
ecnn x e LFs~ 5,10 F = F w{x, e wite,) (v, e, wrte,) € F, e s E}
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‘BaBI/ICI/IMOCTB YCAOBHU U PE3YABTATOB IIPABUA

[

ypOBHM LLe/10CTHOCTU
(I) = (iul iel i{l is)

e

\.

YyeTHble 3anucu

]
nonb3osateneii (U) J_

user r

A

A

OrpaHunyeHuA ]

Cy6bekT-ceccum (S) ] (Constraint)

de_facto_roles

roles
UA, AUA
> Y

Ponu (R U AR)

ceccmam

MpaBa aocrtyna own, K cybbeKT- ] [ MpaBa AocTyna K CyLHOCTAM

o

de_facto_actions \

i_entity

Joctynbl own, K cy6bekT-
L ceccuam

control(x, y, z),
know(x, y)

'

I

I 4

I UHPOpMaLMOHHbIE
NOTOKM N0 NaMATU

1
I
Doctynbl K 1 !
CYLLHOCTAM :

—— e o = o o o =

NHdopmaumoHHbIe
NOTOKM NO BpeMeHMU

—— o ——
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HMHuBapuaHTHBIE OTHOCUTEABHO
HEMOHOTOHHBIX IIPABUA OIPaHUYECHUA

Onpepnenexnune. OrpaHn4yeHne NHBapMaHTHO OTHOCUTENBHO HEMOHOTOHHbBIX NPaBuUI Npeobpa3oBaHNSA COCTOSHUA B
cucteme £(G*, OP), korga npu ycnoBun, 4To B CUCTEME 3aaHO TOMbKO AaHHOE OrpaHnyeHune, ans noodbix
COCTOSIHUSA cucTeMbl G,;, HEMOHOTOHHOrO npasura npeobpas3oBaHnsa COCTOAHUI Op,, NpaBuI NPeobpasoBaHNs
COCTOSIHUIA Op,, ..., 0Py, rae N > 1, cnpaseanmeo cnegytowme: ecin Gy Fop1 Gy Fops -+ Fopv—1) G- 1. Go Fopz G
|—0p3 |—Op(,\,_1) G’y _o, VB coOCTOsAHUU G, _ 4 BbIMOJTHEHbI OrpaHNYeHNs, 3aJaHHble B YCNOBUAX MPUMEHEHUS
npasuna opy, TO 3TN OrpaHNYEeHNs BbIMOSTHEHbI B cOCTOosAHUN G’y _,. OrpaHnyeHuns, 3agaHHole B cucteme x(G*, OP),
No onpeaeneHnio NHBapnaHTHbl OTHOCUTENBHO HEMOHOTOHHbIX NPaBun Npeobpa3oBaHNSA COCTOSAHWUIA, KOraa Kaxgoe
N3 orpaHnyYeHni B OTAENbHOCTU MHBAPUAHTHO OTHOCUTENBHO HEMOHOTOHHbBIX NPaBuIl Npeobpa3oBaHNA COCTOSHUNA.

YtBepxaeHue. Nyctb G, = (PA,, user,, roles,, Ay, Fy, Hgy) — Ha4YanbHoe cocTtosiHne cuctemsl %(G*, OP, G;), B KOTOPOM

BCE OrpaHNyeHns MHBapUaHTHbI OTHOCUTENbHO HEMOHOTOHHBIX NPaBun Npeobpas3oBaHUsA COCTOSAHUIA U APYHKLUK (i,
Ig, Iy, I5)g YAOBNETBOPAIOT YCNOBUAM NPEANONOXeHNN. [yCTb TakkKe CyLLeCTBYIOT COCTOSAHUA cuctemnl G, ..., Gy =
(PAy, usery, rolesy, Ay, Fy, Hgy) v npaBuna npeobpas3oBaHns COCTOAHUN 0P, ..., Op, Takue, 4To G, |-Op1 G, |—op2
|—OpN Gy, rae N = 0. Torpga cywectBytoT coctosnua Gy, ..., Gy, = (PA’,,, user',, roles’y,, A'y, Fy, H gy), e M= 0, n
MOHOTOHHbIE npasura npeobpasoBaHus COCTOAHWUN 0Py, ..., 0P’ Takune, 4Yto G, |_op'1 G, |_op'2 |—Opy,\,, Gy wn
BbIMOMHAIOTCA CriefytoLmne ycrioBus.

Ycnosue 1. BepHo BkntodeHne S, c Sy, 1 AN KaXOon CybbekT-ceccun s € Sy, BbIMOMHSAKTCS YCIOBUSA: USer,(S) =
user',(S), roles,(s) c roles’,,(S).

Ycnosue 2. BepHo BkntodeHue £, ¢ E'),, ona Kaxgomn cywHoctn e € £\ S, He aBnsowencst CyobekToM, BbINONHAETCA
ycnosue Hey(e) c H' g(€), n ona nobbix cywHocTen e, €' € E,, ecnu B COCTOAHUN G, BLINOMNHAETCA yCrnoBue e < €',
TO AaHHOE YCIoBWeE BbINOMHAETCH B COCTOAHUN Gy,

Yenosue 3. Ana kaxpon ponu r € R BbinonHseTca ycnosue PA,(r) < PA,(r).
Yenosue 4. BepHo BkrtodeHne A, < A'y,.
Yenosue 5. BepHo BkroyeHue Fy < F,.

Yenosue 6. ®yHkun (i, i, i, i)'y, YAOBNETBOPAIOT YCNOBUAM NPEANONOXeHUN.
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Paszsutue All-moaeaeil oneparmmoHHBIX
CHCTEM

» [loctpoeHune [OlN-moaenen cyLecTBYOLWUX UNU NEPCNEKTUBHBLIX
KOMIMbIOTEPHbLIX CUCTEM (OCODEHHO OrnepaLnoHHbIX CUCTEM
cemenctea Linux) ansa doopmanbHOro aHanmsa ux
6e30nacHoCTH;

» MakeTnpoBaHne poneBoro ynpasrieHnsa 4oCTynomM Ha OCHOBE
OC AltLinux v koppeKkTupoBKa popmMarsibHbIX MOOENEWN;

» WccnegoBaHme BO3MOXHOCTU peanusaunm maHoaTHoro
POJIEBOrO yrnpasneHua OCTYrnoM C UCMNOoNb30BaHUEM
ONHaAMUNYECKNX OrpaHNYeHnn, B TOM YuCrie, He NO3BOMSOLLMNX
nopoxaaTtb 3anpelleHHble MHPOPMaLMOHHbIE MOTOKN MO
BPEMEHU, MPUMEHNTENBLHO K 3aLlULLEHHBIM OnepaLnoHHbIM
cucTtemMmam;

» PaspaboTtka anropmtma rnoctpoeHns 3amblikaHus rpada npas
OocTyna, 4OCTYynoB U MHOPMALMOHHBLIX MOTOKOB 4S9 NMPOBEPKU
KOPPEKTHOCTU TEOPETUYECKNX Pe3yIbTaToB.
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