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CopepxaHue

e []yOoskuHa M., ATaka Ha anropuTtmbl ONOYHOIO
LWNJPOBAHNA C «PEKYPPEHTHLIM» anropuTMom
pa3BepPTbIBAHUA KIo4ya.

e [lydoskuHa M., XopyxeHko [., ATaka Ha
anroput™ wndgposanna [OCT 28147-89 Ha
OCHOBE MeToaa CBA3aHHbIX KITHOYEN;

(Ha 18-cBsI3aHHbIX Kro4Yax OymepaHrom — KOHel
Hos0psa 2009 r., koMnblOTEPHOE MOAENNPOBaAHNE
— nepBasi nonoBuHa aekabps 2009, 4-cBA3aHHbIX
aHBapb 2010)



HacTthb . I'Ipennono>|<eH|/|;| APK

T .

e /| —yucno payHOO0B, KIilo4eBoe MHO>eCTBO K =

e DyHKUMA 3awmdpoBanHus g, : vV, -V, n anroputm pa3Bépr|-
BaHUA KIoYa ¢ = (J,¢) Takme, 4to cyllectBytoTr e N,r </, p
oToBpaxeHus A: V' —V ,6:K -V ,p:V -V :

1.(r—1)-n<d<r-n;

2 Sk = (kK ) P I — P 5
3. s nioboro i <N, k| raveek | ke
N R ). \\/ .
r,u,e
l+l+J _/I(kﬂ’ S 1+j) Jj=0,0-r.

4. payHOoBas YHKUMUA Ha BCeX payHOax He 3aBUCUT OT
HOMepa payHAa;
5. & # & ANnA NoObIX pasnuyHbIX k. k'eV,.



(6) CymectByer Takass ¢GyHkuus y V xV —V uaro nnsa

Bcex k,a € V. BemonHsiercs paBeHCcTBO k =y (a, ), Tae
L=,

e [lepBas B OTKPBITOM JIMTEPATYPE aTaka Ha OCHOBE METO/1a CB3aHHbBIX
KJIFOYEH OblJIa MPUMEHEHA K AJITOPUTMY O0JI0YHOTO MHU(POBAHUS
LOKI u He3aBucuUMO IpeanoxkeHa B padorax [Knu92], [Bih94].

e ANropuUtm pa3BepTbIBaHUA KAto4a LOKI
yAoBneTBopAeT CBOUCTBY: Ana aAwboro Kiarkoua
wndposarma k € K cywecrsyer takon k" € K, uto
ecnm

0" (k)= (kys-esk, ),
0 0 (kD) = (k... k, . k,).
e Ecnu QyHKIus 3amnppoBaHus OJIOYHOTO aJropuTMa BJ00aBOK

YIIOBJIETBOPSIET YCIOBUSAM 4—6, TO K HEMY IPUMEHSIETCI CTaHAAPTHAS
CIBUTOBas aTaka.



Cnyvan r>2.
APK ynoenetBopgaeT ycnosud 1-6

k=kyyrk ke nk ) =@(ky, k).

[1Ba cBsi3aHHbIX krtoua: k" =(k.,...k ).k =(k.,,....k. )
PaclumpeHHble Knwouu: O = (TN (k) k™Y = (kD).

L (i) _ 0) __ _, 8ky8k 8k
ﬂko ----- ki) gko gkl “.gki—l 0 ﬂko a---akz’—1)a =a -
Onpobosanue xknoua k, €V . - 8. o
Jlist kasxnoro k, € V. Beramcisiem: !
Gape (0.5) —
. —f,;,;(,-) (™), ] = Ln n,. I (i)
1(0,j) __ (0,/) .
2. X e gk. (a )9 J B 19 no' Y g-kz‘+l—1 (1,7)
1 J) v 4 a’ o]
(1)) 0.0y +_
3.0 f];(i 1)(0[ )9 J —l,no.

4.k, =w@"”,a"’),j=1n,.
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OueHKa TPpyaOEMKOCTH

e Tpynoémkocth ataku (Hampumep, [CiePQ99]):

Tun aTaku

YMC/ZIO Nnap OTKP.
lWndpp. TEKCTOB

"

HNCJ10 3.0.

dencrena

MO WM3BECTH. OTKpPBbIT. c, 2n/2+1 c, 2
TEKCTY

no n3sec. OTKp. o 2n/2+1 c, 2n/2
TEKCTY A1Aa CcXeMmMbl

denctenn

no noagobp. OTKp. c, 2n/4+1 c, 2n/2
TEKCTY A01Aa CcXeMmMbl

e [CicPQY99] /lns nro00ro kiarova mMudpoBaHus k € K CYIIECTBYET
ecu ¢ (k)= (k,,....k,_,), TO

KV eK:

o (k)= (k,,...,k,_ k) nns nexoroporo k, € V.

Tonbko ay1a cxeMmbl DencTesns 10 U3BECTHOMY OTKPBITOMY TEKCTY

[CPQ99] Ciet M., Piret G., Quisquater J.-J., Related-Key and Slide
Attacks: Analysis, Connections, and Improvements,
http://www.dice.ucl.ac.be/~crypto.




OueHka TpyaoEMKOCTU

e Ecnu knov k UCTUHHBLIN, TO k = / - :k'l12 :'"an
N C BEPOATHOCTLIO 1 BbINOSIHAOTCA COOTHOLLUEHUS
(1.1) Fan\ - (ln) '(Z,no)
ya,a")=..=y(a ). (1)

Ecnv kmoy K, NOXHbIN, TO BEPOATHOCTb BbINOSTHEHUS
cooTHoLueHus (1) pasHa 2 "™

YHACJIO |YHUCJIO |4YMCJIO |BEpP. |BEPOATH. YHC.
OTKPBIT. | 3au@p | 3JieMeH. |oml. 1 | omuoOku 2 pojia | CBSI3.
TEKCTOB oriepail. |poja KJI.

9) 2n+27" 2n+2°7' 8 1_(1_2_n)r I"+1
4 2n+37' 2n+2°l" 0 1_(1_2_3n)r 41




TpygoeMKOCTb Ara cxembl Pencrens

YHCJIO | UHMC. YHCJI0 BED. BED. YyucC.

OTKp. |3all. |3.0. omr6. |omwuo. 2 poga | CBs3.

TEKCT 1 pona KJIFOY.
2 2n/2+2r 2n/2+2 .y 0 1_ (1 o 2—n/2 )r r+1
4 2n/2+3r 2n/2+2 .y 0 1_(1_2—3n/2 )r r+1

Tpyno€EMKOCTh aTaku
Ha 25 payHOOBBIM aJITOPUTM OJIOYHOIO
mudpoBanus aaroputm 'OCT 28147-89

HHUCJIIO

HHUCJIO

4HCIIO BEP. BEP. 4HCIIO

OTKD. 3anmd. DJIEM. OnInoO. OnIuo. CBsi3aH

TEKCT. or11ED. 1 pona 2 pona KJIIOY
1 2 | 2% +4 0 - 5
2 936 236 14 0 62 5




APK yooenetBopseTt ycrnosuda 1-5

YUCJ | YUCJIO |YMCIIO | BEp BEPOSITH. YHCJIO0

OTKp |3alIud. | dJIeM. OIIMO. | OMIMOKH 2 CBSI3.

TEK. omepan. |1 poma |pona KJIFOY.
9 2n+2r 22n—l—1 L O 1_(1_2_n )r ’/,_I_l
4 2n+3 7 22n+2 e 0 r+1

1—(1—2—3" )




YacTtb Il. OnpegeneHne 31-6uta k, metTogamm
bymepaHra n cBsA3aHHbIX KItoven
anroputma OCT 28147-89
e ANropmnTM pasBeEpTbIBaHUSA Krtoda k= (k,..., k)
3 s (Y O Y O Y A A o
e 4 cBA3aHHbIX KIO4a
k' K" k" eV,  k®k' =k"®k" =(s,,,0,¢,,,0,5,,,0,¢,,,0,¢&,,,0)

—_ 5 5> 5> 5 5 —

k@K' =k'®k" =(¢,,,0,0,0,0,0,0,0)
e YeTBEpPKN OTKPbITbIX TEKCTOB

10 ~(0)  ~r(0)

a\"/ a \V/,/j\\'/,/j vy c V64 . CZ(O) @a :/’j‘

05(32) @ﬂ(sz) £ ar(32) @ﬂr(32) i (6‘7,6)

e Pa3HOCTHbIE COOTHOLLUEHUS: (1) (2)
ﬂ’ﬁ K3 ]F( K24)ﬂ

K25 ,...,K32 )

— (1) i B (2) 3 =5
(0,&,,)—=0t 50, ¢, ), (0,0) L™ e )



HaxoXgeHue yceYeHHbIM

PA3HOCTHbLIM METOAO0M K, ,..., Kg

Youngdai Ko, Seokhie Hong, Wonil Lee, Sangjin Lee,
Jongin Lim. Related Key Differential Attacks on 26 rounds
of XTEA and full rounds of GOST, Fast Software
Encryption 11th International Workshop, FSE 2004, 2004

[Tapa cBA3aHHbLIX KIo4en

k.k' k@K'= (531,6,531,6,531,6,531,6,531,6)

0 _ (0
PasHocTb Ha Bxoge o ' =(0,&;,)
[Tapbl OTKPbITbIX TEKCTOB

a'® = (0!1(0),0((50)),05'(0) — a9 ®s5Y



Pa3HOCTHaaA xapaKTepuctuka
ona 1-30 payHOoB

/ ’ i 0 r(i (0
S ¢(k)a K = (D(k )9a() — ]((Kl,,,,,;cl.)(a( ))9 04 o = ]((K{,_,,,K;)(a ( ))
e Pa3HocTHOe cooTHowWeHune 1-24 payHa

P{a(zs) Do = (09831)} — .
rie o @ a'” =(0,¢,),a" €, V.,,.
e Pa3HocTHOe cooTHoweHune 1-30 payHa

~N N NN N NSNS N ~ NN NN NS N

Pla™ ®a'"™ e (0XX0XX0X, 2 XX 0XXXX)| =

= P3P PrPaP7 314,
rae v ev,, )?:{O}xVy 77,/;561] Z,i@/f’ef,
pi=P{(A+7) ®(A'+7) eV, x{0}| 5,(1.7) = S,04.7)}



OcHoBHbIe aTanbl ataka Ha TOCT 28147-89

® Bxox: 5= (0,s,)®a ™, =(0,6,)®B,i=1,n",
(a(O,i),ar(O,i))’(ﬂ(o,i),ﬂr(o,i)).

e [. Meronamu OymepaHra u CBSI3aHHBIX KJIIOYEW HAXOIUM 3 1-0uT
(ky 305--»k, ) PAYHIOBOTO KITiOYa k.

o II Jlnsseex K €{k”. k" @z}, K0 =0, K a05e5K19) 1 i=0,6
BBIITOJIHACM.

i.1. PacmdpoBbiBas a(32_i’j) Ha ki+1 HAXO0 UM a(31 ’J),] =], n(o).
i.2. Yceu€HHBIM Pa3HOCTHBIM METOJIOM HAaXOluM k. ,
e III. Ha naiinennsix  kmouax (K",.... k"), (k",..., k")
mu(PyeM OTKPBITHIX TEKCTOB U IIPOBEPSIEM PABEHCTBO
COOTBETCTBYIONUM IH(PTEKCTAMU. VICTUHHBIM KIIFOUOM

CUUTAETCS KUY HAa KOTOPOM BCE OTKPBITHIX TEKCTOB PABHBI
COOTBETCTBYIOIIUM IIH(PPTEKCTAM.

e Brixoa: xirod mudppoBaHus k.



OueHKa TpyaoEMKOCTH
HaXoXXOeHUA Kntoya
LLINJPPOBAHUA

e Yuncno ceBda3aHHbIX Kto4ven — 4.

e TpynoémkocTb aTana | He bonbLie, Yem 230
~ 1 Yyac Ha HoyTOyKe c npoueccopom AMD
Turion, 2.00 I'TI.

e TpyooemkocTtb aTana |l oueHnBaeTca kak
7 %24 3almndpoBaHnN.

e Y1cno oTKpbITbIX TEKCTOB — 225,
e BepoaTHocThk ycnexa —0,8.



Cnacun6o 3a BHumaHume!



