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3abnyxaeHus

DaHKOBCKOU
0e30nacHOCTU

Anekceu Jlykaukumn
Bu3Hec-KOHCYNbTaHT NO 6e3onacHOCTU



HecKonbKo npeAanocbIfnioK

= be3onacHOCTb cucTeMbl paBHa 6e30nacHOCTU caMoro
crnaboro 3BeHa

. nOCTpOeHI/Ie cuctemMbl 6€30nacHOCTUN JOMKHOCTU
Ha4YNHATbCA C MOAEJIMPOBaHNA YIpo3

= Yrpo3bl MOryT ObITb COBEpPLLEHBI HE TONBKO Ha
TEXHOMNOrM4YEeCKOM, HO U Ha OpraHn3aLnoHHOM UNn
«4EeJI0BEYECKOM» YPOBHSAX

= Henb3s1 aHann3npoBaTb 6€30NacHOCTb B OTPbIBE OT
3awuaemMomn cucTemMbl



-
PaccmaTtpuBaemMble 3a0nyxapeHus

= BupTyanbHas knaBmaTypa crnacaeTt oT TPOSIHOB

= OgHopa3soBble koAbl NpegoTBpaLlaoT
HecaHKLMOHUPOBaHHOE crnvcaHne cpeacTB Co cyeTa

= SMS-ayTeHTUdUKauna genaet HeBO3MOXXHOW OENCTBUA
3/T0YMbILLUSTIEHHNKOB

= USB-TOKeHbl C Hen3BfekaemMbiMU KrnroyamMmy cnacarT OT
Kpaxku kntoven LI

= SSL obecneuynBaet 3awmTy TpaH3akumm B IHTepHeT



BuptyanbHas

Krnasuartypa u
keylogger'nl




YTo penaeTt BMpTYyanbHasa KnaBuaTypa

= 3alwmTa oT nepexsat4ynkoB BBOAA C KitaBUATYpPblI

- 38LLI,I/ITa OT cneunaribHblX MEXaHU3MOB B TPOAHAX
Bancos, Ldpinch, Refest, Finero, Bankerash, Bancodor u T1.1.

* ickntoyeHne nepexsaTta BBoAa J10rMHa, napong,
KrtoyeBoro crosa, PIN-koga ¢ o0blYHOM KnaBuaTypbl



BupTtyanbHble KnaBuaTtypbl

* PasnnyHble peanusauunm
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Select the green "Login’ button to continue.
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Y10 Ha camom aene?!

- I'IepeXBaT KOOpANHAT MbIWLKN B MOMEHT «KIMTMKaHbA»

MHorue BUPTYyalibHblE KIlaBNaTypbl pacriojiaralotc4d B8 04HOM N TOM
XK€ MeCTe 3KpaHa

= CHATUE KoMK 3KpaHa 1 rnepeckinka Ha e-malill
TposaHbl Bancos n Zeus

Y3Ke He BaXXHO UHAMUYECKM N MEHSeTCA MeCTO KnaBuaTypbl Ha
aKpaHe

= CHATUE KOnunKn dKpaHa Bb6nm3n mecTta Knuka
CHuxaeT ob6beM rnepegasaemMon MHbopmaLuum

= KOoHTposb bydepa obmeHa
TposH Nibu



-
YTto penartb?

= YeTKO NOHATb JOCTOMHCTBA U HEJOCTATKMN BUPTYarbHbIX
KnaBnaTyp

* [loBbILLEHNE OCBEAOMSTIEHHOCTU KIMMEHTOB

Ecnu 3JTOYMbILLUNTEHHUK MOXET YCTAHOBUTbL MNepexBaTyinka BBOOaA C
OObIYHON KnaBuatypbl, 4HTO MeLWaeT eMy NOCTaBUTb NepexBaTynKa
BBOAaA C BUpPTyanbHOU KnaBuaTypbl

= TpagnuymoHHasi 6be3onacHOCTb KITMEHTOB

AHTUBMpPYCLI, 0bHOBNEeHKe O u T.0.

= CTaTnyeckne naeHTMdmnKaumMoHHbIe napamMmeTpbl HE
CMOCODOHbI ceroagHsa 3awmMTuTb Nofib3oBaTtend baHka

[nHamun4yeckas cmeHa napornem
OaHopasoBble Naponu



USB-TOKkeH cnacaer
OT Kpaxu

CEKPETHbIX KIto4Yen
OLLIT




e
Kakue obiBaroT USB-TOKEHbI?

= Obbl4Haa USB-dneluka
[10 ypOBHIO 3aLLULLIEHHOCTU NPUPABHMBAETCS K AUCKETE

= USB-dhnewkn ¢ 3awmileHHbIM XpaHUnmLiem

Hanpumep, Verbatim Store ‘'n’ Go USB Executive Secure, Kingston
DataTraveler unu Buffalo RUF2-HSCL-U

Kntou SLIMN Tonbko xpaHUTca Ha doneluke, a ans nognmcu
nepegaeTcs B nporpamMmmy, rae u MoXeT ObITb NepexBaYveH,
MoanduumpoBaH 1 nomMmeLleH obpaTHO Ha preLuky

= USB-TOKEeH ¢ BCTPOEHHbIM KPUNTOMPOL,ECCOPOM
Hanpumep, VeriSign USB Token, eToken PRO nnn Rutoken

[TpenblayLunmn BapmaHT C APKO Bblpa)XeHHOW oyHKLmen
naeHTndukauum nons3osarena + 2 obnactun xpaHeHns (RW/RO)

Kpaxa kntoyen B MOMEHT nepenayun B nporpaMmmy



USB-TokeH ¢ reHepauuen ILI

= He TonbKko xpaHeHue kroyen DU, HO u nx reHepauma n
npoBepka
3a cyet BCTPOEHHOIO Ccrneunarnim3npoBaHHOIo Kpunrtonpoueccopa
Hanpumep, iBank 2 Key, eToken FOCT n Rutoken 9Ll

= Ha BXO4 TOKEHa noaaeTcs OOKYMEHT (nnaTexka)

Ha BbIxoge noanvcaHHbI AOKYMEHT UMW pe3ynbTaT NPoBepPKU
iy

= CeKpeTHbIN KIToY HUKOrAa He MoKMAaeT TOKEeH

Ho sawuwaeT nm oaTo 6aHK 1 nonb3oBatena?



HeMHOro mapkeTuHra

= Kak 6aHkn n Nnpon3BoauUTEITN NpoaABUTralOT TakKUE TOKEHDbI

PaodukarnbHou mepol 60pbbbi ¢ 8bISI8/1EHHBIM MPOSIHOM, S8/19€MCS
ucriosib308aHuUe Hocumerss Krodesou uHgopmayuu - USB-

MOKEH, KOmophkIU desiaem HEBO3MOXXHbIM KorupogaHue Kro4yeu
aUri

39mo padukarnbHas mepa 3awumael 05i1s rnpomusodelcmeusi
xuweHuro krmodveu 3L Knuenma. OcHogHoe 00CcmouHcmaeo
3aKro4yaemces 8 moM, 4Ymo Kriro4u, co30aHHble Ha USB-mokeH,
HEeB03MOXHO CKornuposamse. Tak, gpusudeckoe Haxoxo0eHue y
Bac mokeHa, 0aem 2apaHmuto moao, 4mo HUKmMo Opyaol UM He
80Cr10os1b3yemcs, U Bbl cMerio Moxeme Ucrnosib308amak
OMKpbIMble Mo4Yku docmyrna 8 MumepHem
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B yem yrposa?

* Yrpo3a 3akno4yaeTca He B KonupoBaHun Kritoden OLUI
[na KnneHTa — HeCcaHKUMOHUPOBAHHbLIN NMepeBod ero cpeacTs
[na 6aHka — Bo3BpaT/noTeps cpeacTs Unv ygap no penyrauum

= Yrpo3a MOXeT ObITb peann3oBaHa He TOSMbKO 3a CYeT
Kpaxu kntoven ILI

= UTO ecnn Ha BXOA4 TAaKkoro TOKeHa noaaTthb YXe
nogaensHoe niaTexHoe nopyvyeHmne?
be3onacHoCTb cUCTEMBI paBHa 3aWneHHOCT CaMoro cnaboro

3BeHa. 3alMTUB TOKEH, Mbl OCTaBUNU He3alwuLeHHbIM MO un
KaHan ero B3aMmMoaencTsmd ¢ 3awmeHHbIM TOKEHOM

CRnoXXHOCTb peanuiaaunmn paBHa CnoXXHocTn nepexsaTta PIN-koaa
Ha JOCTYN K TOKEHY



BapuaHTbl peanun3auum yrposbil

= [loagMeHnTb NnaTeXHble PeKBU3NUTbI B BAHKOBCKOM
nporpamme

* [logMeHUTb NnaTeXXHble PeKBU3UTbLI B CO34aHHOW
nnaTexke B npouecce nepegadn ee B TOKEH

= OToaBaTtb B TOKEH ABe MiaTeXKN — OPUrMHanbHYo U
dhanbLnByto

Ycunua no BHeOPEHUO TPOsAHLA, KpaayLlero naposnu ¢
OObIYHOIO TOKEHA, U TPOSIHLA, MOAMEHSIOLLErO NNaTEeXKM,
NOEHTUYHBI
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OnpaBgaHuAa pa3padoTymkoB

* Yrposa peanu3yema TONbKO B MOMEHT OU3NYECKOro
noaknryeHnsa TokeHa K lNK

[locTaTo4yHO dhanbcumrkaLmm BCero 0 4HON NaTeXKu

Cxema c NogMeHON NNaTeXKn m pacCcy4nTaHa Ha NOoAKIK4yeHne
TOKEHa

Ecnu TokeH He noagkntoyaTb K 1K, To 3a4eM OH HyXXeH?



-
YTto penartb?

= HacTn4yHoe peweHne — XpaHeHne Bcex noanncCaHHbIX
AOKYMEHTOB B 3HepFOHe3aBI/ICI/IMOI7I NaMATN TOKEHA

[na pasdopa KOHPNNKTOB
eToken TOCT/Flash — 4 I'6, Rutoken QL[ - 64 KO, iBank 2 Key -
?7?7? (TOXE He NpeayCMOTPEHO XpaHeHMe)
= HeobxoamMmMo KOMMIIEKCHOE peLLleHmne
[ToBbILLEHNE OCBELOMITIEHHOCTM KIUEHTA

TpaouuuoHHas 3alwuTta KnmeHTa (aHTusmpyc, obHosnenune NO n
T.N.)



A ecTb ewe u side channel attacks

= Side channel attack (ataka no CTOPOHHUM KaHanam)
onnpaeTcHa Ha CBEAEHUS, NOMYyYEeHHbIE B pe3ynbTaTe

HabnaeHus 3a dusnvecknm npoueccom pabotel USB-
TOKeHa

= ATakm QaHHOro Tuna n3BecTHbl ¢ 80-x roaos

= [Tpumepbl YCNELLUHbIX aTak HAa CMapT-KapTbl U TOKEHbI
0e30onacHoOCTHU


http://www.sidechannelattacks.com/

OaHopasoBble
Koabl no SMS
crnacarT OT

HecaKLIMOHNPOBaH-
HOro nepeBoaa
CpeACcTB CO cyeTa




SMS Kak KkaHan BzavmMmoaencTBus

= O0HOpa308kIU naposib Heobxooum 0515l ocyw,ecmerieHuUs
oriepayuu 8 uHmepHem-baHke «Anba-Knuky. [ns
roJsly4eHuUsi 00HOPa308020 naposisd Heobxooum
MOBUIbHBIU merie¢hoH, HoMep Komopoao bbin yKka3aH
Bamu nipu nooknroveHuu ycnyau «Anbga-Knuky. lNocne
8800a 8cex HeobxoOUMbIX rrameXXHbiX 0aHHbIX, cucmema
rnpeorioXxum esecmu 00OHOPa308kIl naposib Oris
cosepuieHus onepayuu. s nosny4eHusi 0OHOpPa3oe8o20
rnaporsis HY>XHO Haxkamb Ha KHoriky «llonyqdume naporsiby,
naposib bydem docmasrieH SMS-coobuweHuem Ha Bauw
MoburbHbIU menegoH. lNocne nonydyeHuss SMS
rnpoeepbme rpasusibHOCMb PEK8U3UMOB8 r/iamexa,
yKa3aHHbIX 8 meKkcme coobuweHus, egedume rnaposib U
HaxxmMume KHorKy « Omnpasumpe»



PaccMoTpuM cuUCTeEMY LIeNTUKOM
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3BeHO «baHK»: yrpo3bli

= [lepcoHan baHka
[lpeueneHTbl B POCCUMUCKOU NPaKTUKE eCTb

= BpepgoHocHoe 10O, nHrerpnpoBaHHoe B 6BaHKOBCKOE
NPUNoXeHne

BaHkoBckoe npunoxeHme otnpaBnaet SMS-kn (Kak 0ObIYHbIN
MOBUIbHLIN TeNedOH)

baHkoBCKOE NpunoXeHue oTnpaeBnseT cneunansbHo
chopmmpoBaHHbIn XML-3anpoc no npotokony HTTP(S), koTopbIn
Ha CTOpOHe onepartopa SMS-ycnyr TpaHCNMpyeTcHa B KOPOTKOE
coobLlieHne KnneHTy dbaHka

BaHKkoBCKOe npunoxeHue nepenaet MHopmMaLmio Yepes L3 K
CYB[, npenocTaBrieHHbIN onepaTtopoM SMS-ycnyr, yepes
ctaHgapTHbin API. [laHHbIW W03 nepegaeTt nHgopmaumio
onepaTopy, KOTOpbIX U TpaHCcnMpyeT ee B SMS

baHkoBckoe npunoxeHune otnpasnseT nHpopmauuo yepes SMPP
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3BeHO «SMS-ueHTp/onepaTop»: yrpo3bl

* [lepcoHan

SMSKn xpaHatca Hegonro (3-7 AHEW MakCUMYM), HO B OTKPbITOM
Buae

3apnnarta nepcoHana SMS-ueHTpa H1U3Ka, a poTauus Benuvka

[Mpumepbl nepenayn 3a Bo3HarpaxageHne SMS TpeTbumM nuuam
TaKke ecTb

= SMS-nepexBart

QT COTOBOro orneparopa

CrommocTe — 1000 pyBAaei
MNepuod — 1 rog
MapaHTmAa — 100%




SMS-nepexBaT

= Tpu BapnaHTa
TposiHUbI, MACKMpyoLMecs nog nepexsarTymkoB
MoLwweHHN4YecTBO

CneuunannanpoBaHHble CKPbITHO paboTatoLLue nporpamMmmel,
ycTaHaBnMBaeMble Ha TenedoH/cMapTdoH

CneunanuampoBaHHOe obopygoBaHue And paguonepexsarta

= CneuunanbHble NporpamMmmel

[lepecbinatoT BCto MHpopmaumnto no GPRS Ha yka3aHHbIN e-mall
nnun TenedooH

[Tooaepkka LWMPOKOro cnektpa MobusbHbIX niaTgopm
Hanpumep, IntelSpy nnm Mobcontrol



PaguonepexBar

= Pa3Be KaHan mobunbHOW cBA3N He wudpyeTtca?
OTO He Bcerga cnacaer!
= Bo Bpema mMaccoBbiM MePONPUATUN C LENbIO CHMXKEHUS
Harpyskuy LWMgpoBaHMUe 4YacTo OTKIMHYaeTcd
[MpasgHoBaHue 300-neTtua CaHkT-lNeTepbypra
= lllndppoBaHne MOXeT BbITb OTKHOYEHO N0 TpeboBaHUIO
cneucnyx6 (ecnu He ynomuHaTtb npo COPM)
Hopa-Oct

= Baniom anroputma A5/1
Cenyac B3noM 3aHMMaET HECKOJSIbKO YacoB (KapcTteH Hon)
['pynna CCC peanusyeT B3fIOM B pearibHOM BPEMEHMU
[TlpuBne4veHmne DOTHETA K B3NTOMY



3BEHO «MOOUINBbHbLIN TernedoH»: Yrpo3bli

= Kpaka TenedgoHa

MeeT cMmbicn npu AnNTENbHOM HEQOCTYMHOCTM aboHEHTa
(camoneTt n T..)

= KnoHnpoBaHue TenedoHa
Tonbko ansa ctapbix SIM-kapT
Kak nonyyntb goctyn K SIM Ha BpeMs KNOHUPOBaHUA?

= «JleranbHOE» KNOHMPOBAHME
[loBepeHHOCTb Ha nepesbinyck SIM-kapThl



3BEHO «MOOUINBbHbLIN TernedoH»: Yrpo3bli

= CoBeT OT baHkKa

B criydyae 803HUKHOBEHUST mpyOHocmeu ¢ rosiy4eHuem
00HOpa308020 rnaporsis, Bam nompebyemcs rposepumes HOMeEpP
MObUIIbHO20 mernegoHa, yKkalaHHbIU 8 cucmeme baHka. [ns
3MOo20 HYXHO Mo380HUMb 8 TeriehoHHbIU UueHmMp «Arnbga-
KoHcyrnnbmaHm» rno menegoHy e Mockee +7 (495) 78-888-78 unu
8 (800) 2-000-000 (0ns1 becrinamHo20 380HKa U3 pe2UuOHO8
Poccuu). Ecnu yka3aHHbIU Bamu HoOMep okaXxemcsi He8EpPHbIM,
Heobxo0uMO U3MeHUMb €20 caMOCMOAMEesIbHO rpu rnomMmouwu
1roboeo baHkomama e omoerneHusix Anbga-baHka unu yepes
compyOHuka Arnbga-baHka

* [1pn «neranbHOM» KITOHMPOBAHUM COBET He paboTaeT
TenedoH He paboTaeT
B odomc knneHT nonget He cpasy



[Tapadpas 06

0HOPAa30BbIX
kodax
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Ewe oaHa npobnema c ogHopa3oBbLIMU

Kogamu

* [TogMeHa nnaTeXHbIX PEKBU3UTOB B MOMEHT HaXaTus
KHOMKK «Onnatutb» unun «lepeBectn»

Tak gencteyet TposH URLzone



SSL obecneuvnBaeTt

3alnTy TpaH3aKuumn
B /IlHTepHeT




SSL obecneuynBaeT 3aWwmTy?

= Knaccuyeckasa pekomeHgauuns

[lpogepsime, ymo coeOuHeHue delcmaumeribHO rMpPoucxooum 8
3awuweHHoM pexxume SSL, 8 npasomM HUXHeM yany Bawezo
836-6pay3epa 0ormkeH bbimb 8UOEH 3HAYOK 3aKpbIMO20 3aMKa

3almLaeT Hac OT aTaku «4ernoBek nocepegmHe»

= 4 cueHapusa ataku
SSLstrip
SideJacking
PhoneFactor
danbLwmBbIN cepTudukat
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Bonpochb!?

[lononHuTtenbHble BONPoCkl Bbl MOXeTe 3a4aTth Mo 3f1EKTPOHHON
noyTe security-request@cisco.com
nnn no TeneqgoHy: +7 495 961-1410
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