CpaBHeHUe cuctemMm oOHapyXeHUs
aTak: MeToauKn n pesynbraThbl

Jlenuxux Bnadumup, ‘
YuyebHbil ueHmp «Hghopm3awuma»

HEIA LIEHTP



OOHapyxeHue aTak

ObHapyXeHne BTOPXEHUN (aTaK) — 3TO NpoLecc
MOHUTOPUHIa CoObITUIN, NPOUCXOASLLNX B
KOMMbIOTEPHOW CUCTEME UMNN CETU C LENbIO NOMUCKa
NPU3HAKOB BO3MOXHbIX MHLIMOEHTOB
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UHbpacTpykTypa oOHapyxeHua aTak

KomMmnoHeHTbI ynpaBrneHus
(knneHTCKas yacTtb)

KomMnoHeHTbI ynpaBneHus
(cepBepHas yacTb)
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Moaynu cnexeHus
(ceHcopbl)

rorerare




VCQTEBOVI MOAYIb CreXeHus
(apxuTekTypa U npuHUUNBLI PaboTbl)
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«ApeanbHbINY NpumMep

TC_P_Pork_Scan
synflood
Mrmap_ 05 Fingerprink
TZP_ 05 _Fingerprink

:snmap—4.20-win32>nmap.exe —0 200l 50-52 —p

tarting Nmap 4.20 C http://insecure.org > at 2007-
irme

arning: 08 detection for 200 50 will be MUCH
ot find at least I_upen and 1 closed T@P port

(/4




«PeanbHasa» 3agava

nnmap—4.20-win32>nmap.exe —0 200 50-52 —n
tarting Nmap 4.20 ¢ http://insecure.oryg 2> at 2007-

arning: 0S8 detection for 200N S0 will bhe MUCH
ot find at least I_npen and 1 closed IQP port

W;_F‘Drtjcan

syniflood
Mrmap_O5 Fingerprinkt
TZP_ 05 _Fingerprink




OCHOBHOM OOBLEKT CpaBHEHUSA

S5L_PCT1 Cwverflow
Microsoft_Windows_Shell_Banner
TCP_Pork_5can
synflood
Mrnap_ 05 _Fingerprink
TCP_OS_Fingerprink
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' MeToouka cpaBHeHuUS

1. OnpepeneHne ycnoBuu CpaBHEHUSA:
a) BbIOOP 00OBLEKTOB MOHUTOPUHrA;
b) onpeneneHne 3aga4y MOHUTOPWUHrA;
C) NOCTpPOEeHue MoAesNIN HapyLUUTens;
d) pa3paboTka TpeboBaHMN K HACTPONKAM CUCTEM;

Bbi6op KpuTepueB cpaBHEeHUNA
Pa3paboTtka cuctembl noacyeTa pe3ynbTUpyrowmnx
Gannos.
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Knacc 2

bl CErMmeHT

Yol

CepBepH



' 3agavyn MOHUTOPUHra

OOHapyxeHue aTaK Ha y3rbl CepBEepPHOro cermeHTa
OOHapyXeHue aTakK Ha KINTIMeHTCKNe NpurioxXeHus
BbisiBneHune cooeB B paboTte cetu

HabnrogeHue 3a xapakrepom Tpadpuka

hON=




Kputepuun cpaBHeHUA

* KonnyectBo OOHaApYXeHHbIX aTaK U 3HA4YNMbIX COObLITUMN
* Yucno noxHbix cpabarbiBaHnn (False Positives)
« KonnyectBO aTtak, OOHapy)XeHHbIX MPaBUSibHO
(True Positives)
* Yucno nponyckoB (False Negatives)
* Yucno «npaBunbHbIX» nponyckoB (True Negatives)
* MlonHoTa 6a3bl curHatyp (B KOHTEKCTe AaHHOU 3a4aun)
* TOYHOCTb PaboTbI (B KOHTEKCTE AAaHHOMU 3a4a4n)




JloxXHble cpabaTbiBaHUA

OnoBeLweHns 0 COOLITUAX, KOTOPbIX B
AEUCTBUTESIbHO He NPOoUcCxXoauno

NMpUYnHbLI:
1. HeyaayHbIn BbIOOP NpU3HaKa aTaku
2. OunbKa peanmsauum CUrHaTypbl
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JloxXHble cpabaTbiBaHUA
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Event Message

WEB-CGI redirect access
WEB-CGI finger access
WEB-CGI redirect access
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JloXXHble onoBeLlleHus
I B

OnoBeweHnsa 0 COOLITUAX, KOTOPbIE He
~__IB aBnsAlOTCA 3HAYMMbIMU B AaHHOM
KOHKPEeTHOM criy4yae

NMpUYUnHLI:

1. HekoppeKkTHasa HacTpouKa cucTemMbl
2. OCOOEeHHOCTb NPU3HaKa aTaku




JloXXHble onoBeLlleHus

UPX_ Packed Executable

Description

This signature detects PE/COFF executable files that have been packed using the UPX tool While the presence of a
represent an attack, it can be considered an anomaly. The UPX tool is commonly used to pack trojans and malware,
used to distribute legitimate commercial software. The file should be examined to determine if it constitutes malware.

V

Index of /pub/mozilla.org/firefox/releases/3.6.2/win32/ru

Name Last modified Size Description

a Parent Directory -
Firefox Setup 3.6.2.exe 16-Mar-2010 16:53 8.2M
Firefox Setup 3.6.2 exe.asc 16-Mar-2010 17:02 194




OueHKa Moayns crnexeHus

Mo pesynbratam B nencrButenbHOCTU

MOHUTOPUHra
daKT aTakm nmen dakTa aTaku He ObINo
MecCTO
True Positive

ATaka obHapyxeHa
True Negative
ATaka He oDHapyxeHa




TOYHOCTb OOHapyXeHus

Precision= True Positive/(True Positive + False Positive)

— Pa3Be s He nonan? — cnpocwun [aravok.
— He 10 4TOOBLI COBCEM He nonan,—

cka3an lNyx,— HO TONbKO He nonan B
LHapuK!




’ Sensitivity (mnonHoTa 6a3bl curHartyp)

Sensitivity=True Positive/(True Positive + False Negative)
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’ CyMmmapHast TOYHOCTb pPadoThl
(accuracy)

A=(TP+TN)/(TP+TN+FP+FN)




’ HacTpouka cucrtem

v BKnrovyeHune Bcex CUrHartyp
v OTKNoYeHne cobbITUN, HOPMasibHbIX
ANSA yCroBUU CpaBHEHUS




apy>eHHble COBObITUS U NOXHbIE
cpabaTtbiBaHUA
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XHble cpabaTbiBaHMUA N NOXHble
OnoBeLUYeHUS
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’!6Hapy>|<e|-u-|ble COObLITUA N NPONYCKMU
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YHOCTb paboTbl MOAYyNs OOHapyXeHUs

Precision=TP/(TP+FP)

100% -

90% -

80% -

70% -

60% -

50% -

40% -

30% -

20% -

10% -

0%
Snort Proventia




rSensitivity (nonHoTa 6a3bl)

Sensitivity=TP/(TP+FN)
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MMapHasa TOYHOCTb PaboThlI
(accuracy)

A=(TP+TN)/(TP+TN+FP+FN)
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r ' BLiBoabl

v Ob6e cucteMbl UMEIOT CYLLEeCTBEHHbIN
NMPOLEHT JTIOXHbIX cpabaTbIBaHUN

v' BO3HUKaIOT 60s1bLLIME COMHEHUSA
OTHOCUTESIbHO UCMNOJSfIb30BaHUA peXxunma
ONOKUPOBKMU

v Heob6xoanma koppensiuusi CoobITUN




