OOHapyxeHUe ya3BUMOCTEN
B MexaHU3mMe aBTopMu3aLum
BEO-NpPUIioXeHnn

AHpgpeu leTyxos, [ eoprun Hoceesuy
JTabopaTopus BbIMUCTIUTESbHBIX KOMMIIEKCOB
dakynbter BMuK MI'Y umexn M. B. JlomoHocoBa
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MoTtuBauus

[lo gaHHbIM cTaTucTukm WASC 3a 2008 roa;:

 Insufficient authorization:
— B aBTOMaTuyeckom pexume HangeHa B 0.13% cantos
— B pyyHOM pexume HangeHa B 14.82% cantoB
— PasHuua — B 100 pas!

==

— B aBTOMaTtuyeckom pexume HavgeHa B 37.66% cantoB
— B py4HOM pexume HangeHa B 56.41% cantoB

« SOLI
— B aBTOMaTtuyeckom pexume HarvgeHa B 11.65% cantos
— B py4HOM pexnme HangeHa B 16.16% cantoB

« Koppenupyet co ctatuctukon WhiteHat



B yeM Xxe TpyAHOCTbL?

« MexaHnam aBTOpMU3aLnm BbINOMHAET 3a4a4y No 3atluTte
OaHHbIX W/nu yHKLUNOHaNbHOCTY BED-NPUNOXKEHUS OT
HECaHKLMOHNPOBAHHOro JOCTyNa

« B upgeane:
— NOHATUEe HEeCaHKUUOHUPOBAHHOIO AOCTYMa ornpenendercd ABHO
— ONnCbiBaeTCA B MNOJIMTUKE pa3rpaHnyieHnd 0oCTyra
— BXOOWUT B COCTaB UCXOOHbIX TpeboBaHUM K BED-NPUIIOXKEHUIO
— MOHATHO, KaKk hopManusoBaTb YA3BMMOCTb MeXaHu3Ma aBTopusaLum

B peanbHOCTU:
— MONIUTUKA pasrpaHnyeHnd JOCTyna OTCYTCTBYeT
— MeXaHU3M aBTOopUu3aunn pearnimdyeTcd Ha OCHOBE 31paBOlro CMbliClla
— Kak (*)OpMaJ'Il/I3OBaTb YA3BMMOCTb ME€XaHWU3Ma aBTOpU3alunn - BOMpocC
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Pabouyee npeanonoxeHue

« Beb-uHtepdenc aenaetcd HeESBHbIM NCTOYHUKOM
MHdopmMaLuu o0 NpasBunax pasrpaHuyeHus goctyna

* YA3BUMOCTbIO KOHTPOMA AOCTyMNa CHYMTaeTCa cutyauud,
Korga nojib3oBaTersib MOXeT ycneLwHo npoussectt HI TP-
3anpoc, He NpeaycMoTPEHHbIN MHTEPdENCOM BED-
NPUNOXXeHnS

= AprMeHTbI B NMNOJIb3y aAl€KBATHOCTU MNMpeanoJyioXXeHNA.

— KOPPEKTHOCTb MOJf1b30BaTENbCKOro MHTEpdIenca npoBepseTcs Ha
aTane PyHKLUMOHANbHOro TECTUPOBaHUSA 1 3Tane caadu-npuemMku

— MOXHO OXKaaTb, YTO BCE CCbINKU/POpMbI, KOTOPbIE «HE AOSMKHbI
ObITb» B MHTEP(ENCe TOro unm MHOro nonb3oBartensd, oyayT

ybpaHbl



" ) ol PR,

[pumep ya3BMMOCTHU

e [lpunoxeHue 6aHK-KINEHT
« lMmeeT cTpaHuuy «aetanusauuns TpaH3akumy No cCHETY»

« B nonb3oBaTenbCKOM UHTEpdeNCe nepexoa Ha
CTpaHuLy peann3oBaH 4Yepes CCblflku Buaa:
/TransactionDetails.aspx?account h0=5204320422040001

« [logmeHuB 3HayeHUe napameTpa account no, nonyyaem
MHdopMaLmio Mo cHeTaM Opyrnx nofib3oBaTenen.
Hanunuo ropusoHTanbHasa ackanauugd NnpuBunernm

e 3aMeTuM, YTO NpUMep yOOBMNETBOPAET ONpeaeneHuto,
O0aHHOMY paHee: nosib3oBatenu MmoryT caenatb HI TP-
3anpochbl, He NPeayCMOTPEeHHbIe UX UHTEpdencom



http://fictionbank/TransactionDetails.aspx?account_no=5204320422040001
http://fictionbank/TransactionDetails.aspx?account_no=5204320422040001
http://fictionbank/TransactionDetails.aspx?account_no=5204320422040001
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CyuwecTBYyHOLWMN MeTOA

EOQUHCTBEHHbLIN M3BECTHbLIM MeTOoAd A8 NPOBEPKU
MeXaHn3mMa aBTopusaummn 6e3 NouTUuKN pasrpaHnveHus
goctyna — «differential analysis»

« [lycTb gaHbl gBa nonb3oBaTend. userl u user2

« [locTpoum «KapTy CCbINOK» BED-NPUNOXKEHUS, BUOANMbIX
nonb3oBartento userl — Sitemapl, 1 KapTy CCbINOK, BUOAUMbIX
nonb3oBaTento user2 — Sitemap2

« [lpoBepuM BO3MOXXHOCTb AOCTYnNa:
- K pecypcam Sitemapl\Sitemap2 oT MMeHU nosib3oBaTens user2
- K pecypcam Sitemap2\Sitemap1 ot uMeHn nonb3oBaTtens userl

« Ecnu goctyn ycnelleH, To coobliaeM 0 Hanuymy ysa3BUMOCTU:
- FOpU30HTanbHas ackanauns NpuBUNErniA, ECnu ponu ogMHaKkoBble
- BepTuKarnbHasi ackanaums npuBuneruin, eCnu ponu pasHble



AT,
OrpaHnyeHue cyuiecTByroLlero

MeToAa

« «KapTa ccbifiok» — gMHamMn4yeckas CyLlHOCTb, KoTopas
3aBUCUT OT COCTOSIHUA BED-NpUnoxeHus, Sitemap(state)

« B CcrioXHbix NpUnoXeHnUsax He CyLLIECTBYET Takoro COCTOSAHUSA
state, 4To U3 nHTEepdenca Sitemap(state) MoXXHO ObIfio Obl
BbIMOSNTHUTHL NHOOON CLeHapuin UCNONb30BaHUS

« [1na obecne4vyeHUsa NOMHOTbLI aHann3a HeobxoaMMo:

— HaWTu nocrnenoBaTenibHOCTb COCTOAHUN {State;} U nepexooB Mexay
HUMU TaKyto, YTO AN Nboro cueHapusa UCrNofb3oBaHUA HaNOeTCs
nHTEpdenic Sitemap(state;), 3 KOTOPOro OH MOXET ObITb 3anyLlieH

— YMETb CTPOUTb KapTy CCbINOK AJ1A KaXX0ro COCTOAHNA NPUIT0XEHUA

« [locne npumeHeHus «differential analysis» ans kaxgoro
cocTosaHua {state} aHanu3 bygeT NosiHbIM
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[NMpepnaraembin metopn (1 3 2)

 HauTu nocnegoBaTenbHOCTbL COCTOAHUM {State;} 1
nepexoaoB MexXxay HUMU Takyto, YTo Angd noboro cueHapus
Mcrnonb3oBaHUst HangeTcs uHTepgenc Sitemap(state;), U3
KOTOPOro OH MOXET ObITb 3anyLleH

 Vpes peweHus:

— MOCTPOUTb Fpad 3aBUCUMOCTEN MEXAY CLEHapPUAMU
MCnonb30BaHUSA

— NHeapwu3oBaTb rpad B NocrnegoBaTenbHOCTb COCTOAHUN U
NepexonoB MeXay HUMM

— WHTepeNncHble aNeMeHTbl, peanuayloLime nepexoab Mexay
COCTOSAHUAMM, OOMMKHbI UCNOMNb30BaTLCS TOMbKO MNOCE NOCTPOEHUS
KapTbl CCbINOK B TEKYLLIEM COCTOSIHUM
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[Npepnaraembin metopn (2 3 2)

[ocTponTb KapTy CCbINOK A5 3a4aHHOro COCTOSIHUSA
NPUNOXEHUS

Kak aBToMaTuyecku onpeaensatb Bo Bpema crawling'a,
Kakne MHTepdencHble 3fieMeHTbl UBMEHAKT COCTOAHUE
BED-NPUNOXEHUS, a KaKne — HeT?

— CraTtundeckuin aHanms

— Py4Hasa pa3meTka
Mol Bbibpanu pydHyto pasMmeTky
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ABTOMaTMn3auuda metoga

« [loarotoBka pasmeTku

— OnepaTop ocyLlecTBAAET HaBUraLuio No BE6-NPUIIOKEHUIO NPU
nomouim bpaysepa FF ¢ ycTaHOBNEHHbIM paclUMPEHUEM

— OnepaTtop NnomMeYaeT: CCbIIKN U POPMbI, KOTOPbIE N3MEHSAIOT
COCTOSAHUE BED-NpUnoxeHns, opmbl ayTeHTUdUKALNKN, CCbINKK
logout, popmbl ¢ aHTU-aBTOMaTU3aumen (CAPTCHA)

— OnepaTtop MOXeT pa3butb paboTy C NPUIIOXKEHNEM Ha CLEHapumn
UCMOSIb30BaHUS U yKasaTb 3aBUCUMOCTU MEXOY HUMMU
* [NlpoBeneHue «differential analysis» ¢ ncnosibaoBaHuem
Nony4Y4eHHOU pa3MeTKu
— Web-crawler cTpouT KapTy CCbINNOK A TEKYLLEro COCTOAHUSA

— AHanusaTop Ucnomnb3yeT NonyYeHHyY KapTy CChINOoK A
npoBeneHus «differential analysis»

— OcylllecTBRseTcs nepexon kK odepegHOMYy COCTOSIHUIO
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Community

« PoC-peanusaums metofa bbifia caenaHa Bo BpEMS
OWASP Summer of Code 2008

— PoC-peanusauua gocTynHa 3gech:
http://code.google.com/p/accorute/downloads/list
« CnenyoLlyto BEPCUIO MHCTPYMEHTA NiaHUpyeTCS
npeanctaBnTb 3TUM JIETOM HaA KOHCbepeHLI,I/II/I
OWASP AppSec Research 2010 B Ctokronome

— O60 BCcex HOBOCTAX DyaeT coobLiaTbCs B pacchifke
owasp-access-control-rules-tester-project@lists.owasp.org

— Ha pacchbifiky MOXXHO nognucatbCsa Ha CTpaHuLEe NpoeKkTa



http://code.google.com/p/accorute/downloads/list
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
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mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org
mailto:owasp-access-control-rules-tester-project@lists.owasp.org

KoHTakTHaa nHpopmauus

« AHpApeu HeTyxoB: petand@Ivk.€s.msu.su
« [eoprum HoceeBuy: ngo@Ivk.cs.msu.su

. Ten. +7 (495) 939 46 71

« MockBa, 119899 JleHuHckume ropsbl Br. 1/52,
dakynbteTt BMK MI'Y nmernu M. B. JlomoHoCOBa, K. 764
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Cnacnb6o 3a BHUMaHue!

Bonpock!?




