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pentest gns 6mM3Heca
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pentest kak 6un3sHec?
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TecTbl HA NPOHUKHOBEHME. 3a U NPOTUB
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Xakepbl He OyAyT uckaTb BCAKME UHLEKLIUU B BallMX cauTax, UM
UHTEepeceH KOMMNbIOTEP reHepanbLHOro AupekTopa u Bce. Noaromy
Mbl NOCbINaeMm no nNouTe cneuyuanbHyo TPOAHCKYIO Nporpamy Ha
MalLlUHY ceKpeTapLuu U Takum oGpa3om NPoBOAUM NEHTECT
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HeMHoOro o mudgax '

- Llenb neHTecTa B TOM, 4YTO6bI B3J/1IOMaThb

|

I

= MeHTecCTbl ycnewHbl HA 100%
999%%, 83,463...

i

- NMeHTecCcTbl — 3TO AelweBo

il

= CoumortexHmkKa — Hallue Bce
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Pentest — uTO B Hero BxogumT??

BEKTOPBI

CerteBasi HH(pacTpyKTYypa

CeteBble ycTpoiicTBa

becnipoBoanbie ceTH

Cetesbie cayx0b1 1 CYB/]

Web-npuiosxeHust

Padouue mecrta

TUITMYHBIE OIIUBKH

Henocrarounoe cermeHTHpPOBaHUE M PUIbTPaLUA TPpadukKa

Cia0ble napoJiv, HaCTPOIKH, POTOKOJIbI

Caaboe mmppoBanue, c1adble NapoJiv, 0eClIpOBOIHbIC KIHEHTbI

Caalble mapoJiy, cTaHIaAPTHbIC KOHQUIYpalUH,
patchmanagement, pasrpann4enne qocryna

Vazsumoctu peanuzanuu (WASC TC), ciaadblie maposun

Avir, patchmanagement, awarnes.

PUCK

Cpenunnii

Bricokas

Boicokas

Bbicokan

Boicokas

Bricokas

PROB

Boicokas

Cpennss

Cpennss

Boicokan

Boicokas

Bricokas
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Pentest He ayauT?

o
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LlpraTa:

Coobmenne ot forkop 2.
Ouene upasumes, ko20a ayoumop Uyem oWNubRY RONPUIVPAyLL U HOOdEPHCKL CUCTHEMBI.
Bom za maxoii omuem ne xcane omdams denvau!

3mece BCE 3aBMCHT OT EPUTEPHEE H LIENel ayaHTa - Kasie 3aJaqiTe TaKoil 1 bygerT.
Kputepuii - oTcyTCcTEHE VAZEMMOCTE ITPH CHAHMPOEAHHH - OIHO.
CooTteeTcTEME EOHTpONIM M2, Hampumep, Cobit'[SO 17799 - opyroe.

Nremezov ecé FAsucum oM Kpumepues u yeieill ayouma

Toneko He HaNO MOOMEHATE IEHTECT KPACHERIM clIoeoM aviuT ;-) [lotomy uto k ayauTy
sameuaTensHo npueaseieaeTca COBIT, ISO 1 T.1., a BOT K meHTecTy COBCEM HHEIE ;- ) Me1 mpo
ETOpOE TOEOPHM, a He [P0 ayguT.




NMpoekuusa Ha BbICOKOYpPOBHEBbIE NpPoLiecchl
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NMpoekuusa Ha BbICOKOYpPOBHEBbIE NpPoLiecchl

HLoHuEnumns

NMonnTtuka ayreHTurkKauumum

T Nonwraskn / Tpetosarns

YnpaBneHue o6HOBNEHUAMMU
HacTponkn «no yMmMon4aHuio >

1

CVE-XXX-2007
Maponb 12345
SNMP public
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Pentest - CtaHpaapTbl 1 npoLecchl

3AIIUTHBIN
MEXAHU3M

MuBenTapu3sanus
pecypcoB

dopmupoBaHue
nepuMeTpa
6e3omacHOCTH

CceTeBOi

3amura
nepejade

JAaHHBIX npu

AyTeHTH)HUKALUSL

Pasrpannuenue nocrymna

Ynpasnenue
OOHOBIIEHUSIMH CHCTEM

Hactpoiika  BCTpOeHHBIX
cpencTB 6€30MaCHOCTH

3ammra OT BPEIOHOCHOTO
KOJIa

BbesomacaocTh
MIPUIIOKEHUH

[ToBwimenne
OCBEJOMIIEHHOCTH
COTPYIHHKOB

Monuropunr Ub u ananus

ISO/IEC 27001-2005

A711

A10.6,A11.4
A.10.6,A.10.8.4

Al112

AB833, All4, AIllS5,
Al116,A124

Al12.6

A15.2.2

A10.4

A109, Al1l6, Al122,

A12.3,A12.4,A125

AB8.2.2

A.10.10, A.13

ISM3

OSP-3, OSP-4

OSP-16

OSP-12

OSP-11

OSP-5, OSP-6

OSP-7

OSP-17

OSP-8

TSP-8, TSP-9, TSP-11

OSP-20, OSP-22, OSP-23,
OSP-24, OSP-25

PCIDSSV 1.1

Requirement 12: Maintain a policy that addresses information security
for employees and contractors

Requirement 1: Install and maintain a firewall configuration to protect
cardholder data

Requirement 4: Encrypt transmission of cardholder data across open,
public networks

Requirement 2: Do not use vendor-supplied defaults for system
passwords and other security parameters
Requirement 8: Assign a unique ID to each person with computer access

Requirement 3: Protect stored cardholder data
Requirement 7: Restrict access to cardholder data by business need-to-
know

Requirement 6: Develop and maintain secure systems and applications

Requirement 2: Do not use vendor-supplied defaults for system
passwords and other security parameters

Requirement 5: Use and regularly update anti-virus software or
programs

Requirement 6: Develop and maintain secure systems and applications

Requirement 12: Maintain a policy that addresses information security
for employees and contractors

Requirement 10: Track and monitor all access to network resources and
cardholder data
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Y Bac nepBbiA nNeHTecT?

i

Just for Fun

il

Mono>xxeHo (Compliance)

i

OueHka pea/in3o0BaHHbIX MEXaHNU3MOB

i

YacTtb npouecca

i

NMpounsBecTtn BNnevyartieHme
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OT ayaAnTa K MOHUTOPUHIY

i

HakonseHue pe3ynbTaTtoB npeabiaywmx pabéor
e Ucnonb3oBaHne TakcoHomun (CVSS, CVE, CWE, WASC TCv2 un

T.A.)

CpaBHeHMe C npeabiAyLiMM COCTOSHMEM U MUPOBOM
NPaKTUKOM

i

e METPUKWN, METPUKU, METPUKHU

i

NMpoekunsa Ha BbiICOKOYpPOBHEBbIE NPOLEecChl
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Pentest - CtaHpaapTbl 1 npoLecchl

3AIIUTHBIN
MEXAHU3M

MuBenTapu3sanus
pecypcoB

dopmupoBaHue
nepuMeTpa
6e3omacHOCTH

CceTeBOi

3amura
nepejade

JAaHHBIX npu

AyTeHTH)HUKALUSL

Pasrpannuenue nocrymna

Ynpasnenue
OOHOBIIEHUSIMH CHCTEM

Hactpoiika  BCTpOeHHBIX
cpencTB 6€30MaCHOCTH

3ammra OT BPEIOHOCHOTO
KOJIa

BbesomacaocTh
MIPUIIOKEHUH

[ToBwimenne
OCBEJOMIIEHHOCTH
COTPYIHHKOB

Monuropunr Ub u ananus

ISO/IEC 27001-2005

A711

A10.6,A11.4
A.10.6,A.10.8.4

Al112

AB833, All4, AIllS5,
Al116,A124

Al12.6

A15.2.2

A10.4

A109, Al1l6, Al122,

A12.3,A12.4,A125

AB8.2.2

A.10.10, A.13

ISM3

OSP-3, OSP-4

OSP-16

OSP-12

OSP-11

OSP-5, OSP-6

OSP-7

OSP-17

OSP-8

TSP-8, TSP-9, TSP-11

OSP-20, OSP-22, OSP-23,
OSP-24, OSP-25

PCIDSSV 1.1

Requirement 12: Maintain a policy that addresses information security
for employees and contractors

Requirement 1: Install and maintain a firewall configuration to protect
cardholder data

Requirement 4: Encrypt transmission of cardholder data across open,
public networks

Requirement 2: Do not use vendor-supplied defaults for system
passwords and other security parameters
Requirement 8: Assign a unique ID to each person with computer access

Requirement 3: Protect stored cardholder data
Requirement 7: Restrict access to cardholder data by business need-to-
know

Requirement 6: Develop and maintain secure systems and applications

Requirement 2: Do not use vendor-supplied defaults for system
passwords and other security parameters

Requirement 5: Use and regularly update anti-virus software or
programs

Requirement 6: Develop and maintain secure systems and applications

Requirement 12: Maintain a policy that addresses information security
for employees and contractors

Requirement 10: Track and monitor all access to network resources and
cardholder data
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Cnacmbo 3a BHMMaHue!
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