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Coaep:xanue

BBenoeHue

MexaHU3M yaaneHHOro oosepus
MobunbHbIN MOAYIb

[MpyHUMN 3ameLleHna moayns
KoMnoHeHT npoBepKku noanuceun

Peakuusa HageXXHOro cepeepa Ha B351IOM
KINTMEeHTCKOU nporpamMmmbl

ATaku Ha MexaHu3M yaaneHHoOro noBepus
[TpumeHsAeMble MeTOOAUKU 3aLlUUTDLI
MacwTtabnpyemMoctb MeéxaHU3Ma 3aliUThl
OueHuBaHue MeTOoOMK 3aLUTbI
3aKrnovyeHue
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BBeaeHue

B3nom nporpamMmmbl: HECAHKLMOHUPOBAHHbIE
N3MEHEHUs Koaa, BMeLlaTenbcTBa B paboTty
nporpaMmmb

HepgocTtaTtku cywiecTByowmnx metogoB 3awnTbl 10 ot
B3/7TOMOB

= YCuUneHune CyuwecTBYOLNX NPUEMOB 3aLLUUTbI UCKNHOYNTENBHO
3a cYeT yBEeNMUYEHNA NX CITIOXKHOCTU => “20HKa 800pYyXeHUU"

= PackpbITvie NPOTUBHUKOM UCMOMb3yeMbIX anropuTMOB 3aLLUThI
CNocoOCTBYET OCYLLECTBIIEHNIO B3fIoMa

= OTcyTcTBME (pOPManNbLHOro AokasaTtenbCcTBa CTONMKOCTH
MEeTOOO0B 3aLlMnThI

HeobxoauMocTb BpeMEHHbIX OrpaHUYeHUn,
HaKnagblBaeMbiX Ha paboTy NPOTMBHMKA

Ncnonb3oBaHne SW/HW meToooB 3awwmThl
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Llenu paboTthbl

i

I
= Pa3paboTtka KOMNIeKkcHOro MmexaHmama no

sawmte 1O oT B3NomMoB

= Mopgenb 3awmTbl “KINMeHT-cepBep”, peannaytoLlas
NpUHUMN yoasieHHo20 0o8epus

= OnpepenexHune orpaHNYeHnin NPOTUBHMKA MO BPEMEHM,
Heobxo4nMoro Ans OCyLLEeCTBNEHUsS B3NioMa, Npu
MOMOLLIM NPUHLMNA 06HOBNSIEMOro Moayns

» PaspaboTka mMogenn atak Ha JaHHbIA MeXaHU3M

= Jloka3aTenbCTBO aekBaTHOCTU AAHHOIMO0 MexaHu3ma
nocpeancresomMm aHalin3a CIio>KHOCTW BbIMNMOJIHEHNA aTak
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Llenu paboTthbl

[[@apaHTMpoBaTb HEM3MEHHOCTb U NPaBUNbHOCTb
paboTbl NporpamMmmsbl B MOTEHUMANbLHO BpaxxaebHOM
OKPY>KEHUU

YBegomMreHue o B3riloMe nporpamMmbi

HeBO3MOXXHOCTb NPOTUBHUKY BOCMOSb30BaATbLCA
B3TOMaHHOUW NMporpamMmmou

Knacchbl 3agad, Ans KoTopbiX NPUMEHUM AaHHbIN
MexaHnu3Mm

= [lporpammebl, ocyuiecTBAAKOLWLME KOMMYHUKALUK C APYTMMA
knueHTtamu (e.g. IP menegoHus)

= [lporpammbl, onga paboTbl KOTOPLIX TPEDYETCA noaaepkKka co
CTOPOHbI Crieumanm3npoBaHHOro yaaneHHoro cepeepa (e.g.
eCommerce, eGovernment)
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MexaHun3m vyAaJieHHOro nosepus

KnneHTckaa nporpamma, BbINONHAKLWAACA B Npeaeniax HeHaaeXHoro
(untrusted) xocTa

HanexHobin (frusted) cepsep, PYHKUNMOHUPYOWMIA Ha yaaneHHOM
XOCTe

MoObunbHbIn MoayIb (mobile module)

= MoHuTtop

= HenpepbIBHO BbINOMNHAET Habop Bepudmnkalmin koga nporpaMmmel, ee
COCTOSIHUS, UICMNOSb3YEMbIX JaHHbIX, BUBNnoTeK

= BbinonHsaeT cneunanbHbIE BbIMUCTIEHUS, YYBCTBUTEJIbHbIE K
N3MEHEHUAM IMporpamMmbl

= CobupaeTt HEKOTOPYO OOMOSTHUTENBHYIO MHOPMAaLUIO O NporpaMmmMe

= [eHepaTop nognucen

= PerynsipHas otnpaBka HageXxHOMy cepBepy AaHHbIX,
XapaKTepuayoLLmnx pe3ynbTaTtbhl paboTbl BepudunkaLmin

= [Mognucm oTnpaensoTcsa B 3alMdpPOBaHHOM BUae
= ObOecneyeHune naeHTUdUKaLMM KNMEHTaA CepBEepPOM
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MoGunbHbIN MOAYNb

= Mopaynb He nocTaBnsaAeTCs ¢ NporpamMmmMon

= [InHamun4yecku 3arpy>kaeTcs BO BPeEMS 3arpy3ku
nporpamMmbl C cepBepa

s PeryndapHoe 3amelleHne mMoayng

= B3anmonpoHuMKHOBEHME Koaa moAdynsa v koga
KIMMMEHTCKON NporpamMmebl

= MakcumarnbHO BO3MOXHOE paBHOMEPHOE
pacnpegerneHue Koga moaynsa no koay
nporpamMmmel
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‘.- NMpuHuun 3ameweHnna moayna (1/2)

|« 3amelLeHWe ANs NOBbILLEHUS B3IOMa-
YCTONYMBOCTM NpOorpamMmmol

= CospaHne cepBepoM HOBOM BEPCUN MOAYIA, KOTOPbLIN
COOEPXKNT ODHOBIIEHHBIE BEPCUM dOYHKLNW
Bepumkaymnu

= [locTaBka Moayna KNUEHTCKOW nporpaMmme
= YCTaHoBKa B BbINOJTHAOLLYIOCA nporpammy 6e3 ee
nepesarpyskm unm npmocTaHoOBKU
= VIaMeHeHnsa koga moayns
= /IaMeHeHune Kntoya wndpoBaHns
= /I3mMeHeHune anroputma paboTbl Moayns
= VI3MeHeHune BbIDOPKM BEPUPULMPYEMBIX JAHHBLIX

= /I3MeHeHne KONMYeCcTBEHHbIX U KA4eCTBEHHbIX
XapakTepuCcTUK Moayns u ap.
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NMpuHuMn 3ameweHnna moayna (2/2)

n

= /I3MeHeHne moayns OT BEPCUN K BEPCUM

= YHMKaNbHOCTb MOAYNS - pas3nuyne Ans Kaxmoro
KIMMEeHTa

=« He noBTOpsieMocTb MOAYNSA ANSA KaXXOoro 3anycka
nporpaMmmbl
= Llenb 3amellenuns — He gaTtb NPOTUBHUKY

[0CTaTOYHOIro BpeMEHW AN OCYLLECTBIEHUS
B3noma nporpamMmbi

= TpeboBaHue: npubdbnnantenbHoe (oLueHOYHOoEe)
BpeM4 B3rioMa nporpamMmbl He OOJSTKHO
YMEHbLIATHCS NPU YCIOBUM YTO NPOTUBHUK
B3noMars Bce npeablaywme Bepcumn Moayns
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‘ OnpepenexHue nepuoaa 3aMeLleHns Moayns

= [eopeTnyecknun metoa

= Ha ocHOBe OoueHUBaHUA BbIYNCTTUTENbHOW/BPEMEHHOM
CITO’KHOCTW BbINOSTHEHNS aTaK Ha AaHHbIN MEXaHU3M,
OoLeHMBasd CMOXHOCTb OCYLLECTBIIEHNSA BCEX
BOBJI€YEHHbIX B aTaKky OeUCTBUU

= E.g. crnoxxHocmb obpamHou pa3pabomku, Oe-
obopyckauyuu u rp.
O 3KCI'IepI/IMeHTaJ'IbeIe N CTaTUCTU4HECKHNEe
MeToAdbl, Y4UTbIBAKOLLME YENOBEYECKNN (PAKTOP
s OKCNEPTHblE OLEHKMN HA OCHOBE OMbITa
= OMNUPUYECKME OaHHbIE
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Cxema moaenu 3awuThbl

Cemb

‘ Moanvcy reHepaTop
'-. I'IOAI'IMCGVI

3amelleHne moayng

YaaneHHbIn
HEeHaOeXHbIN XOCT

HapgexxHbin XocT
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KoMnoHeHT npoBepkKu nognuceun

n

= [lonydyeHne nognucen oT KNUeHTa n nx
aewndgpupoBaHue

= VIHTepnpeTauna n aHanms nony4vyeHHou
MHdopMaLuunn

= [lpyHATME pelieHns o Tom, BbIno Nn
COBEPLLUEHO BMELLATENBCTBO B paboTy
KIMMMEHTCKON NporpamMmsbl

= [Tporpamma cuyntTaeTcs HEKOPPEKTHOW, ecnu XoTs Obl
ofHa BepudurKkaLmsa 3aBepLuMnach ¢ oTpuLaTebHbIM
pe3ynbTaTom

PycKpunto’2009, 2-5 anpena 2009



Peakuua HapeXHoro cepBepa Ha
‘- B3J/TIOM KITUEHTCKOW nporpamMmmbl

= CepBep npekpalyaeT npenocraBrieHne
OAHHOMY KITMEHTY NntoObIX CEPBUCOB,
nporpamMmMHbIX OOHOBEHUWN, CONPOBOXOEHUS

= VIHpbopMunpoBaHme BnagerbLa aBTOPCKUX NpaB
Ha gaHHoe 10 o B3nome

= BO3MOXHOCTbL OTNpaBKU KNUEHTY KOMaHA4 No
BbINOJTHEHUMIO onpeaeneHHbIX 4eUCTBUN,
NPEenATCTBYOLWMX AanbHeNLWwemy
dYHKLNOHUPOBAHWUIO KIMEHTCKOW nporpamMmmbl
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‘h ATakm Ha MexaHu3M yaaneHHoro noBepus

= Reverse-engineering ataka n npamoe
M3MeHeHne Koga nporpamMmmbl

= /13mMeHeHune OKPYyXEeHUA BbINOJIHEHUA, €.g. TIpu
rnoMouwu SMyTiAamopoe U omJsia04yuKos

s [InHamnyeckoe N3MeHEHNE COCTOAHUA
nporpamMmmbl

= ATaka KNnoHMpoBaHUSA

= [lepexBaTt n nogmMmeHa ceTeBbIX COODLLIEHNN,
cogepalmx nognucu

PycKpnnto'2009, 2-5 anpena 2009



CueHapun gencTBun atakyroLwero

n

CteneHb NOHMMaHMA Koaa
nporpamMmmbl aTakylllem

Automatic-ataka Manual-aTaka

= h

NHCTpYMEHTbI NHCTpYMEHTHI
aBToMaTM3aumu obpaTHou
aTak pa3paboTku

YcnewHas
aTtaka
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Bo3MOXHbIe ynyulleHNsA
‘- MeXaHU3M yAaneHHOro noBepusn

= BbinonHeHue yactn Bepudmkaumm Ha
CTOpPOHE cepBepa

= Camo-Bepudumkaumna MoHuUTopa

= Moaenb ¢ HECKONBKMMU MOHUTOPaMU,
roe Kaxkabl N3 HUX MOXEeT
BepndmnumMpoBaTb OCTalbHbIE MOHUTOPbI
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cnonb3yemble METOAUKN 3aLLUThI

n

s Local-meTtoabl
= MeToabl obdyckaumm koaa
= Crypto guards

» Remote-meTtoabl

= MeToabl Ha OCcHOBEe yaarneHHom atTectayumm (remote
attestation)

« [lpoBepka nHBapmaHTOB
= [lpoBepka KoppekTHOCTU noToka ynpaeneHus (CFG)

= [uHamnyeckoe 3amelleHmne (dynamic replacement)
= Slicing-nogxon

s HW-meToabl
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‘. Maclwtabupyemoctb MexaHu3ma 3aluThl

N rlpOVI3BO,EI,I/ITeJ'IbHOCTb CUCTEMBDI
= Peanunsauna mexaHnusma Ha NPakKTUuKe

= MyUHMMM3auma BbIYUCIEHMA HA CTOPOHE
[IOBEPEHHOro cepBepa

= CNoXHOCTb METOAMK 3aLLMTbl U BepUdmnKaumm Ha
cepBepHOUN CTOPOHE

= MacwTtabmnpyemMocTb MexaHn3ma 3alnThbl

= 3agada JOCTUXKEHME KOMIMpoMMcca

= CymmapHaga CteneHb 3alluThbl VS.
MaclutabupyemocTb
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‘- OueHunBaHne pecypcoemMKoCTH

|
= OueHKa pecypCoeMKOCTU KaXaomn n3

npeanoXeHHbIX MeTOAUK 3aLLnThI
= MeTpuku

= OueHunBaHue 3aTpadmBaemoro spemenn Ll
= Speed — oueHKa CKOpOCTb PaboTbl METOAUKN

« Throughput — oueHnBaHue 3atpat pecypca LI npwu
pacnapansenneaHn

= OueHnBaHue pacxonoB NamdaTm
= [eopeTnyeckmn nogxon

= OMMUPUYECKNE NCCreaoBaHns

= /lcnonb3oBaHune MHCTPYMEHTOB OLIEHKU
npon3BoanTEesiIbHOCTU CUCTEM
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‘- OueHuBaHue 3auTHbIX MEeTOOUK

= BbligeneHne ans kaxxgom n3 MeToauk
Hanboriee 3aTpaTHbIX Npoueayp Ha
CepBEPHON CTOPOHE

= Bo3MOXHble onTMM3aLumm MeToaMK 3aLnThl

= [loBbllLeHMnE npon3BoaAuUTEINIbHOCTU MEXaHNU3Ma

= BbINonHeHmne 4yactn cepBePHbIX BbIYNCIIEHNN
3apaHee, 4O MOMEHTa 3anycka KIMeHTCKou
nporpamMmmbl

« BbloeneHune yacTtu BblumncrneHuin, obLmx ang
HEKOTOpPbIX rpynmn KNUEHTOB
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CTeneHb 3aunThl

i

= OnpepgeneHve cTeneHun 3alnThl,
npeaocTaBnaeMoun Kaxkgom n3 MeToauk
= OKCNEPTHbIE OLEHKN
= Ha ocHoBe IAMMNpNYeCKnX AaHHbIX

= [lonuTnkn 6e3onacHOCTU B ynpaBneHnn KnneHTamm

m OfpaHn4eHune Kosfim4yecrtesa ogHOBpEMEHHO 06CJ'Iy>KI/IBaeMbIX
KITMEHTOB

0 Henpo,u,on>|<|/|Teanoe CHWXeHMne npenocrtaBsiAemMoro
YPOBHHA be3onacHoCT MexaHn3ma 3allnNTbI

= PerynupoBaHue Ha oCHOBe penyTaLlun
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‘. Bbibop meToauk 3aiuThl

= BbIOOp KOHKpPETHBIX METOAMK B 3aBMCMMOCTU OT 0Obema
[OCTYMHbIX PECYPCOB OBEPEHHOIO cepBepa

= [lpamaga 3agava

= [lpn pukcmpoBaHHOM 0ObeEME BblAeNsEMbIX PECYPCOB,
NPEeBbILLEHNE KOTOPOro HeAOMYCTUMO, U 3aJaHHOM JOMYCTUMOM
KONMMYECTBE KITMEHTOB, KOTOPOE MOXET 0OCNy»KMBaTb CEPBEP,
TpebyeTcsa BbiOpaTh Noaxoasilune MeTOAMKM 3aLLNTbl U TEM CaMbIM
onpeaenuTb YpoBeHb 0€30MacHOCTU, KOTOPbIA MOXET ObIThb

obecneyeH

= OOpaTHaga 3apava

= Mcxoasa u3 BbiIOpaHHbIX METOA0B, ONpeaenTb MakcumarnbHO
[0NYCTUMOE KONMUYECTBO KINMEHTOB, KOTOPOE CepBep CrnocobeH
o6cnyXxuBaTb KOPPEKTHBIM 0Opa3om
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‘. 3akn4veHue

I
= BbipaboTaHbl npuHumMnel 3awunTtbl 1O oT B3110MOB
Ha OCHOBe NpuUHLUKMNAa yaaneHHoro JoBepus

N PaCCMOTpeHbI dTdKM Ha MEXaHN3M 3alUUTbl

= /I3yyeHne BONpocoB MacLUTabupyemMocTu
MexaHu3ma

= [lanbHenwas pabota

= OueHnBaHne macLuTabupyemMocTn, NPearioXKeHHbIX METOANK
3aLWunThbl

= OueHnBaHue cTeneHn 3awnTbl METOONK
= Co3pgaHne nporpaMMHbIX NPOTOTUMNOB
« JlokaszaTtenbcTBa ageKkBaTHOCTU MexaHu3ma
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