AHAJIM3 MOJIXOJI0B K 3AIIIUTE MDB-®AHJIOB CYB/]
MICROSOFT ACCESS C UCITOJIb30BAHUEM
CPEIACTB LIN®POBAHUA

B.B. IIpuiun

B paboTe npezacTaBieH aHaIn3 BCTPOCHHOTO MeToa mudposanus mdb-
¢aitnoB MS Access. Ha ocHOBe aHanm3a 3TOTO MeETOJa IPEIUIOKCH
YCOBEPILICHCTBOBAHHBIH ~ METOJ  3alIMTBI € HCIOJb30BaHHEM
mudpOBaHusI, MO3BOILSIIONIMI MOBBICHTh ypoBeHb 3aumtsl Mdb-gaitna
IpH COXPAaHEHUH CTPYKTYphl (aiina W HEH3MEHHOCTH OOIIero
unrepdeiica paborel ¢ mdb-daiimamun mpu momomm apaiisepa MS Jet
OLEDB 4.0.

Cuctema ympasieHuss 6aszamu nmaHHBEIX (CYBJ]) MS Access momydmia
LIMPOKOE PACHPOCTPaHEHHE BO MHOTOM H3-3a IPOCTOTHI HCIOIB30BAaHUS U
HacTpoiku. OmHako 3TH TpeumylnectBa ykazaHHod CYB]l cka3piBaioTcs Ha
ycToiurBoCTH paboThl 1 H6e3onmacHoct 6a3 nanusx (BJI) [Robinson, 2003]. Ipu
9TOM, 4YTO Kacaercsl ycToHumBocTH pabotel, To BJ[ MS Access B mepByio
ouepeb XOPOIIU AJSl «OJHOIIONIB30BATEIILCKOTO» PEXHMMa, TO €CTh PEXHMA,
IIPU KOTOPOM 0a3a JJaHHBIX MpeCTaBIsieM COOOM JIMIIb KOHTeHHEp /I JJaHHBIX
co crocoOHOCTRIO 00pabaThiBaTh sql-3ampockl. A mpobiema Oe3zomacHOCTH B/
JI0 CHX TIOp OCTa€Tcs aKTyalbHOW, TaK KaK B HE3aBUCHMOCTH OT pPEeXHMa
UCTIONIb30BAHMSA IaHHbIE, XpaHsyecs B b/, 1oKHBI OBITh 3aIINIIEHBI.

CYBJ MS Access mpennaraer LEIbId psJl BCTPOSHHBIX METOJIOB 3alllUTHI
BJ] [Robinson, 2003]. OmHako BCe M3 HHMX OKAa3BIBAIOTCS TaK HIIM HHAdYe
YSI3BUMBIMH, KOTJIa pedub UAET O pasrpaHWYEHUH JOCTYyIIA K JaHHBIM. [Ipn sTOM
umeeM B BUIy, 4To BJl ecth (aitn omepanuonnoit cuctemsr (OC) Windows ¢
pacmupesrieM mdb, KOTOpBIT MOXET OBITh AOCTYHEH Jo0oMy (B IaHHOM
paboTe He paccMaTpuBaeTCAd BOIPOC pasTpaHUUEHHUS AOoCTynma K (aimy Ha
ypoBae OC). 1 B Takom cimyqae mdb-daiinm MokeT ObITh MPOYNUTAH C TOMOIIHIO
moboro cpeacTsa dTeHHs (ailyioB, BIUIOTH JO CTaHAAPTHOTO TEKCTOBOTO
penakropa. Ilpu 3TOM, pasymeercsi, OyieT HEeM3BECTHA, HaNpHMEp, CTPYKTypa
JaHHBIX, HO CaMM TOJIS JAHHBIX OKa)XyTCsl JOCTYIHBIMH. YUHUTBHIBas 3TO,
paspaborunku MS Access npeiararoT HCHOJIb30BaTh BCTPOEHHOE B 000JIOUKY
MS Access mm¢pposanue mdb-¢aiinos. IIpu 3TomM camo mo cedbe BCTpOEHHOE
mu¢ppoBaHUE 3AIIMINACT TOJBKO OT YKa3aHHOTO BBIIIE criocoba JOCTyna K
JaHHBIM, OCTaBJISII TPH 3TOM BO3MOXKHOCTH IpOYECTh IaHHBIA ain ¢
oMoIel0 000109k MS Access TOYHO Tak ke Kak W He3amu(ppOBaHHBII
¢daiin. OpHako BCTpoeHHOe TMM(POBAHWE MOXKET OKa3aThCsl JOBOJBHO
MIEPCIIEKTHBHBIM CIIOCOOOM 3alIMTHI JaHHBIX MS Access Ipu ero codeTaHuu ¢



HECTaHIAPTHEIM criocoboM 3ammutel mdb-¢aitmor MS Access, npemmaraeMpiM
aBTOpaMHM M ONHMCAaHHBIM HIDKe. JlJsi 9TOro HeoOXOJMMO CclenaTh aHaIu3
BCTPOEHHOTro MeToja mudpposanus mdb-daiiios.

Jdnst  aHanu3a BCTPOGHHOI'O METOAa INUQpoBaHWA OBLT  IMPOBEAEH
9KCIIEPUMEHT, IPU KOTOpOM OBl co3ziad tunoBod mdb-daiin b1 MS Access,
Jajee 3ToT (aiin ObLI 3amKppoBaH ¢ MOMOIIBIO BCTPOSHHOTO MK(poBaHus MS
Access. Onupasch Ha nHpopManuio u3 oromierens MS Access [Microsoft, 2003]
0 ToM, 9To naHHble mdb-daiina mmppyoTCI OJIOKaMH C TOMOIIBIO alTOpPUTMa
umdposanus RC4, mpu uém kaxmaoMmy OIOKY CTaBHTCS B COOTBETCTBHE CBOIt
YVHUKaJBHBIN KIIFOY, AIHHOM 32 OuTa, SKCIIEPUMEHT NpeciiefoBall CICAYIOIINe
LeTH:

e  ompeereHHe rPaHull U pa3MepoB OJIOKOB MIH(POBaHHS;

®  HaxOXICHHE COOTBETCTBHA MEXIy OJOKaMH 3alu(ppOBaHHOTO
¢aiina u Omokamu HesamuppoBanHoro ¢aitna (To ecTh, Kakoit
u(poBaHHBINA OJIOK COOTBETCTBYET KaKOMY He3allu(ppOBaAaHHOMY

0JI0KY);
e  BBIYHCIICHHE KIIOYeH MU(PPOBaHUS;
®  OIpenescHue «MECTOIIOI0KCHUS HaWAeHHBIX KJIro4uei

mmdpoBanus (To ects cMmemeHus B mdb-gaiine, rae XpaHATCA
KITFOUH IH(POBaHU).

Co3mannsiii mdb-gaiin (6aza.mdb) umen pasmep 132 Kb (135168 Oaiir),
IpU 3TOM IIOJYYCHHBIN 3amudpoBaHHblii daiin (6a3a_crypted.mdb) Taxke
umen pasmen 132 Kb (135168 6aiit). [leproHauanbHO ObUT IPOBEAEH «OCTIIBIN»
CpaBHHTEINIbHBIH aHaNu3 mojydeHHbIX (aioB. [Ipu cpaBHeHMn namna daiina
6aza.mdb u nammna 6aza_crypted.mdb st oHUX U Tex ke cMmenieHui (puc. 1. u
puc. 2.) ycraHoBiieHO, uto ¢aitn 0a3za crypted.mdb He comepxkur B cebe
KaKOro-JIM0O OCMBICJIEHHOTO TEKCTa U JICHCTBUTEIBHO OYSHb MOX0K HA MacCHB
3ammppOBaHHbBIX JIAHHBIX.



Puc. 2. Tamn daiina 6a3za_crypted.mdb

Hanee npu cpaBHenuu nepsbix 4096 oaiit (4Kb) o6oux daitioB BUAHO, 4TO OHH
OTJIMYAIOTCS JIMIIb HECKOJBKUMHU OalTaMu B caMoM Havane (puc. 3. u puc. 4.,
nojpoOHEEe O pa3HUIE 3arigaBun  GainoB OyneT CcKa3aHO HIKE).

1nagBnoohn i A Q
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Puc. 3. Tamm 3arosioBka ¢aiina 6aza.mdb



Puc. 4. Tamm 3arosoBka ¢aiina 6a3a_crypted.mdb

Uro ke KacaeTcs Namma cpa3y Mocjie CMEIISHUs 0x1000* (maunnas ¢ 4097
Oaiita OT Hayanma Qaitna) st 000ux (aiyoB, TO ITH JaHHBIE PE3KO PA3HATCA.
Omnwmpasich Ha 3TO HAOMIONCHME, OBIIO CHENAHO MPEATON0XKEHHE, YTO IIEPBBIH
He3amu(ppoBaHHBIN 00K HaHHBIX (aima Oa3a.mdb HaumHaeTCI WMEHHO CO
cmenternst 0x1000. KpoMe 3Toro ObLIO cenaHO MPEANnooKEeHHEe, YTO dTOMY
0JIOKY COOTBETCTBYET OJIOK B 3aingpoBaHHOM (aiine 0aza crypted.mdb Taxxe
HauuHas co cMemenus 0x1000.

Jns  npoBepku  0003HAYEHHBIX  MNPEANOJOKEHHH  ObUI  MPOBENEH
9KCICPUMEHT, COCTOSIIMI B TOOOpE Kitoua s anroputMa mmdposanus RC4,
rae mudpTeKcToM sBiseTcs n OalT ¢aitna 6a3a_crypted.mdb HauumHas co
cmemenns 0x1000, a OTKPBITEIM TekcToM” — n GailT (haiina 6aza.mdb HaumHAs
co cmemenus 0x1000. Ilpm 53ToM mepBOHAYANBHBIA BEIOOp 4dHCIA N
HecymecTBeHeH, Tak kKak RC4 sBisieTcss NMOTOKOBBIM KPHUIITOAITOPUTMOM.
ITosToMy 1y yBEeTMUYEHHS] CKOPOCTH MOOOpa n OGBUIO MPOU3BONBHO BHIOpPaHO
paBHBIM 16.

C nomompio mepebopa OWTOBBIX CTPOK JUIMHOM 32 OuTa JaHHBINA
SKCHEPUMEHT 3aBEPIIMICS YCIENIHO U ObUI HaWJeH KII04, 3HaUeHHEe KOTOPOTo
B OaiitoBoM mpencrtaBieHun ecth MaccuB (239,33,230,172). C mnomoirsio
HalJJEeHHOro KJI4Ya M nepebopa 4YWClia N YCTAHOBJIEHO, 4YTO pa3Mep
mUQpPTEKCTa U COOTBETCTBYIOIIETO €My OTKPBITOrO TekcTa ectb 4096 OailT.
Crnenyrommii Gyiok mudprekcra JumHON 4096 OalfT, HauMHAS CO CMELICHUS
0x2000, Takke COOTBETCTBYET OJIOKY OTKPBITOTO TeKcTa, JIMHOH 4096 OailT,
HauyuHast co cMenienus 0x2000. Ilpu 3ToM HalWJeHHBIM KIIIOUOM sIBIsieTCs 4-X
GaiiToBbIii MaccuB (236,33,230,172). Ilpu cpaBHEeHMHM HaWAEHHBIX KIIOUYEH,
OUYEBHIHO, 4TO 3 U3 4 OalT KiroYa MICHTHUYHBI, IIEPEMEHHBIM SIBISETCS TOJIBKO
nepBelid.  Pa3sBuBasg  mOpeAnonoKeHWe, UYTO  JaHHas ~ 3aKOHOMEPHOCThb
pactpoCTpaHseTCss W Ha OCTajbHBIE KIIOYH, NajdbHEUIWi mepebop Kiouei

Y 30ect u danee dannas sanuce ecm npeocmasienue Yuca 8 wWecmHaoyamepuyHom
suoe.

2 Hanee nod wugpmexcmom nonumaem 610k dannwix gatina 6aza_crypted.mdb, a noo
OMKPBIMbIM MEKCMOoM ROHUMAeM 010K danublx patiia 6aza.mdb.



COCTOSUT JIMIIB B MOA0OpE IepBoro OaiiTa Kiroda MU(PPOBaHUS (HA30BEM 3TO
YHUOHUUIUPOBAHHBIM 1epedopomM). Takum o0pa3oMm ObLIM HaJIEHBl KIIOYH
mudpoBanus 10 Onoka HaymHas co cMmemeHus O0XxE000 BriounTenbHo.
Onmnako gns Onoka mudprekcra HaumHas co cmemmeHus O0xFO000 wu
COOTBETCTBYIOIIErO  OJIOKa  OTKPBHITOrO  TEKCTa C  IOMOINBIO  Kak
YHU(HULIUPOBAHHOTO, TaK IOJHOTO repedopa 32-0aiTOBBIX KIHOUEH MCKOMBIH
He Obul Haiinen. OTcroa 3aKIIOUYEHHE, YTO MOPSIOK CJEeJOBaHHs OJIOKOB
mu(pPTEKCTa HE COBIAAALT C TOPSAAKOM CIIEIOBAHUS OIOKOB OTKPBITOTO TEKCTA.
Jlanee 3KCIIEpUMEHTAIBHO HEOOXOAMMO OBIIO HAWTH COOTBETCTBUS MEXKIY
Onmoxkamu mUdpTeKcTa W OJOKaMH  OTKPBITOTO  TEKCTa, a  TakKxke
COOTBETCTBYIOIKE Kimoun ImudpoBannusi. C MOMOMBIO YHH(DHIIMPOBAHHOTO
mepebopa KI0UeH W TOJHOTO mepebopa ONOKOB mudpTeKcTa U OJIOKOB
OTKPBITOTO TeKCTa ObUIN Hal/IEHbI COOTBETCTBUSI, yKa3aHHbIE B TadHLE 1.

Tabmuua 1.
HavansHoe cmelenue s HauaneHoe cmemenue Kitou mm¢pposanus
OJioka mmgpTeKcTa B daiiie Ui GJIOKa OTKPBITOTO
6aza_crypeted.mdb TEKCTa B (Qaiine
6aza.mdb
0x1000 0x1000 239,33,230,172
0x2000 0x2000 236,33,230,172
0x3000 0x3000 237,33,230,172
0x4000 0x4000 234,33,230,172
0x5000 0x5000 235,33,230,172
0x6000 0x6000 232,33,230,172
0x7000 0x7000 233,33,230,172
0x8000 0x8000 230,33,230,172
0x9000 0x9000 231,33,230,172
0xA000 0xA000 228,33,230,172
0xB000 0xB000 229,33,230,172
0xC000 0xC000 226,33,230,172
0xD000 0xD000 227,33,230,172
O0xE000 0xE000 224,33,230,172
0xF000 0x11000 225,33,230,172
0x10000 0x12000 254,33,230,172
0x11000 0x14000 255,33,230,172
0x12000 0x15000 252,33,230,172
0x13000 0x16000 253,33,230,172
0x14000 0x1E000 250,33,230,172
0x15000 0x13000 251,33,230,172
0x16000 0x19000 248,33,230,172
0x17000 0x1A000 249,33,230,172




HauanpHoe cMmernenne s HavanpHoe cMmereHne Kirou nmgpposanns
65oka nmmgprekcTa B daiine JUIsL GJI0Ka OTKPHITOTO
6aza_crypeted.mdb TEKCTa B (Qaiine
6aza.mdb

0x18000 0x1B000 246,33,230,172
0x19000 0x1C000 247,33,230,172
0x1A000 0x1D000 244,33,230,172
0x1B000 0x17000 245,33,230,172
0x1C000 0x18000 242,33,230,172
0x1D000 0x1F000 243,33,230,172
0x1E000 0xFO000 240,33,230,172
0x1F000 0x20000 241,33,230,172
0x20000 0x10000 206,33,230,172

[MonyunB ykazaHHbIE JaHHBIE, TOCTHTHYTHI 3 M3 4 MOCTABJICHHBIX LeJel
9KCTIepUMeHTa. TakuM 00pa3oM, OCTaJOCh YCTAHOBHUTH MECTO IIOJIOXKEHHE
Kimroued mm¢poBaHus. BoszBpamasch K 3aronoBkaM MIM(GPOBAHHOTO H
He3ammppoBaHHoTOo (aiinma (puc. 3. U puc. 4) OTMETHM, YTO OHH Pa3HATCSH
JuImb s 6akitoB, Haxomsmuxcs mo cMemenmsam (0x3E, 0x3F, 0x40, 0x41,
0x72, 0x73, 0x74, 0x75). To ectb, mMeeM 2 Ojoka 1o 4 TOCJIECIOBATEIHHO
unymux Oaiita, mepBerii - (0x3E, 0x3F, 0x40, 0x41) u (0x72, 0x73, 0x74,
0x75). YuuTeIBasi, 4TO 3arojOBKH Pa3HATCA JMIIb I 8 OalTOB, a Takke TOT
(axT, 4To HaliJIeHHbIE KIIOUU MIU(PPOBAHHS OTIMYAIOTCS APYT OT JIpyra OJHUM
OaiiToM, yTBEpXKIaeM, YTO KaxJblil KIF04 MIM(POBaHUS HE XPAaHHUTCS Ie-In0o,
a ¢opMupyercs M3 OJHOrO KJIOYa, KOTOPHIH XpaHWUTCS 10 YKa3aHHBIM
cMeneHussM. TakuM 00pa3oM, LENbI0 CTAHOBHThCA IIOHMCK I3TOr0 KIItOua,
HA30BEM €r0 OCHOBHBIM KIIFOUOM.

W3mMeHsist ¢ oMomIpio JFOOOTO penakTopa OMHAPHEIX (PaiyioB KaKoW-THOO
0alT u3 2-ro Onoka mmdpoBaHHOTO (haiina M Hanee OTKPBIBas ATOT (Qaili ¢

[omaace Access x|

OECyTCTENOT PRIpasse 1e s ooamsw ot s Tl oypted o' HecSoomwss capesmen
. ADEN M SR0Th MDALOCT S0 DT AR AKX THATODOM MH NOMICSTRMN, CONLAREMN COWaeT

Puc 5. Coobuienne MS ACCeSS 06 OTCYTCTBUH pa3pelieHns Ha
OTKpBITHE (haiina.

moMmombio MS  Access, moxydaemM 100  cooOmeHHe 00 OTCYTCTBUHU
paspenieHus Ha OTKpbITHE (puc. 5), MO0 (haiin KOPPEKTHO OTKPBIBAECTCSA. DTO
CBHJIETENILCTBYET O TOM, YTO OaWThI M3 2-TO OJI0KAa HE MMEIOT OTHOIICHHS K
OCHOBHOMY KJIIOUY.




Wzmenss xe 6aiTel u3 1-ro Onoka GaifToB, mOJTyd4aeM COOOIIEHHE O TOM,
yto Qopmar Oa3el HepacmosHaBaeM (puc. 6). O4YeBHIHO, 3TO €CTh MPU3HAK

Microsoft Office Access x|

! 'j HepacnozHaeaemeld hopmat Gasel 4aHHen: 'Ci6asaZ_crypted.mdb’,

Cnpaeka |

Puc. 6. Coobmenne MS AcCess o Hepacrio3HaBaeMOM
thopmare 6a3bl.

TOTO0, 4TO OalThl U3 1-ro OJIOKa KaKUM-THOO 00pa3oM (OPMHPYIOT OCHOBHOMU
KIIOY, M TpU U3MEHEHHMM YKazaHHBIX OaiitoB MS Access He Moxer
BOCCTAHOBHUTh HY)KHbIC KJIIOYA M MOJy4aeT OMIHOOYHBIC OJOKA TIpHU
pacuudporke. OTCIoAa U COOOIIECHIE O HEPACIIO3HABaeMOM (hopMaTe TaHHBIX.
BaiiTel Mo cMerieHusIM 1-ro OJ0Ka TPEACTABIAIOT cO00H 4-X OailToByIO
mocienoBatenbHOCTh (21, 171, 90, 226). Cnenaem psix IpeAIIONI0KEHIH:
e qocnemoBatenbHOCTE (21, 171, 90, 226) ecTb OCHOBHOH KJIIOY,
HO B 3aA()pOBaHHOM BHIIE;
®  aNrOPUTMOM MIN(POBAHUSA ecTh Kpunroaaroputm RC4;
e 3 mocnemHux Oailita ocHOBHOro kimoya ecth (33,230,172) B
CWIIly WX HHBAPUAHTHOCTH JUISI HAWJCHHBIX  KJIFOUEH
M poBaHusL.

JlaHHBIE MPEIIONI0KEHUS TTOATBEPANINCH, TAK METOJIOM IIOJIHOTO IIepedopa
ObUI HalIeH K04, IPU KOTOPOM rocienosarenbHocTs (21, 171, 90, 226) npu
pacuudppoBaHUr MPEACTaBIsIa co00i mocaenoBareapHocTh (218,33,230,172)
— OCHOBHOH K04 mmM(ppoBaHus. HalieHHBI K04 MUPPOBaHUA €CTh
nociienoBareabHocTh  (1,25,149,242), Ha30BEM ero mIOOATLHBIM KIIOYOM.
3aMeTHM, 4TO pa3HUIA MEXAY 3HAUCHUSIMU IEpPBOTO OalTa OCHOBHOTO KIIOYa
(218,33,230,172) u nepBoro Oaiita kmoua mmppoBanus aii nepsoro 4096-
OadiTHoro Oyoka mudpoanus (239,33,230,172), ects uncino 21. OueBumHO,
YTO TIOJydeHHble KoM mmdpoBanus (tabmuna 1.) dopmupyrorcs Ha Oase
OCHOBHOT'O KJIFOYa ITyTeM M3MEHEHUsI 3HAUeHHs €ro IIepBOro OanTa.

OTMeTHM, YTO UIEHTUYHBIN IKCIIEPUMEHT ObLI MPOBENEH IS JPYrod Hapbl
¢aiinoB (He3amm(ppoBaHHBIN/3aMN(POBAHHBIN), M TPH O3TOM HaWICHHBIHA
JIOOANBHBIA KITIOY OKAa3ajCsl TaKUM XKe, KaKk W JJis1 MepBOM maphl (HansioB.
[Mpruém pasHHIa MEXIy 3HAYCHHUSMH TEepBOTO OaliTa OCHOBHOI'O KIFOYa M
nepBoro Oaiita Kmoya mudpoBaHus s nepBoro 4096-6aiitHoro Onoka
mugpoBanus, Tak e ectb uyncio 21. CooTBercTBusi OJOKOB MM(pTEKCTa U
OJIOKOB OTKPBITOTO TEKCTAa OKA3aJIMCh HWJICHTUYHBI JAHHBIM, YKa3aHHBIM B
Tabnuue 1.

[ToapITOXXMB, OTMETUM OCHOBHBIE PE3YJIbTATHI IKCIIEPUMEHTA!



1. Bcrpoennoe mmdppoBanne MS Access mmdpyer ¢aitn 6a3si
naHHBIX B (opmate mdb Onokamu, pazmepom mo 4Kb kaxiblii ¢
noMouipto anropurma mugposanus RC4;

2. MecropacnoyoxeHue OJ0KOB MU(pPOBaHHUS B 3alIM(pPOBAHHOM U
UCXOJHOM (haiiax MOTYT HaXOIMThCS 1O Pa3IMYHbIM CMEIICHHIM
(cM. Tabmuiy 1), ogHako anroput™M (GopMHpPOBaHMS pa3MELICHUs
0710KOB B IIU(POBAHHOM (aiijie MHBapUaHTEH;

3. Kiroun mmdpoBaHus OGIOKOB OTIMYHBEI IPYT OT APYra JHIIb Ha
onuH OalT W (GOpMHUPYIOTCI Ha OCHOBAaHUHM OJHOTO CIy4aifHOTO
KJIF04Ya ¢ TTOMOIIBIO CTATHYECKOTO AITOPUTMA M3MEHEHUs MIEPBOTO
OaliTa KJIroua;

4. VKa3aHHBIA CIlydailHBIM KIII0Y4 IMAQPOBAHUS 3aIMCHIBACTC B
3arojioBok mudposanHoro ¢aiina mo cmemenusm (0x3E, 0x3F,
0x40, 0x41) B 3amm@ppoBaHHOM BHUIE C IMOMOILIBIO AITOPUTMA
mmgposanust RC4;

5. Kurou mmdpoBaHHs OCHOBHOTO KIII0Ya €CTh MOCTOSHHAS BEJIMYMHA
JUIS KOHKpETHOW wuHcTauiauud MS Access, To ecTh Haubolee
BEPOSITHO XPAaHUTHCS B OJNHOM M3 CHCTEMHBIX OHONMOTEK MS
Access.

Pe3ynbraThl 3KCIIEpUMEHTA CBUAETEIBCTBYIOT O TOM, YTO ISl IEIIHU(PPOBKA
mdb-daiina, npeaBapuTeNEHO 3aIM(PPOBAHHOTO BCTPOCHHBIM alrOPUTMOM
mmdposanust MS Access, J0CTaTOYHO TOJYYHTh INIOOATBHBIA KIIIOY, B HAIlEM
cIydae 3TO TOCIeAoBaTeNbHOCTh OalT (1,25,149,242), a pamee mpormecc
nemmppoBaHus TpuBHaieH. [Ipym 4éM NaHHBIN K04 MOXET OBITH IOJIydYEeH
myTéM mepebopa B COOTBETCTBUHU C BBIIICONMHCAHHOW CXeMoii, a mepebop 4-
0aiiToBOro Kiroua He 3aliMET MHOTO BpeMEHH (Hampumep, Ha IepCOHAIBHOM
KOMITBIOTEPE 3TO cocTaBiisieT B cpeanem 7-10 wacoB). Takum oOpasom,
OCHOBHasl CJ1a00CTh 3aKJII0YaeTCsi B TOM, YTO K04 mH(poBaHus He 3aaaércs
I10JIb30BATEJIEM, a OIPEAEIISIETCSI CUCTEMOM, MPUYEM 3TOT KIHY UIEHTUYEH JUIs
omaHON m ToW e mHcTamumuu MS Access. C 3TOH TOYKHM 3peHHS CIOCOO
mm¢posanus mdb-daiiioB ¢ momompio cpenctB MS Access, 0€3ycIOBHO,
HEHaJIEKEeH.

ABTOpamMH TIpeaJIOKEH Crocod yCcHIIeHHs BCTPOEHHOro mmgppoBaHus MS
ACCeSs ¢ MOMOIIBIO0 MCHOJIB30BaHus Mn(poBanus 3arojoska mdb-gaiina. [Tox
3aroJIOBKOM B JJAHHOM Cllyyae IIOHMMaeM IiepBele 65536 OailT daiina 0a3sl
nanHbIX. LIudpoBaHue ocyliecTBIsIETCS Ha OCHOBE 3aJIAHHOTO IOJIb30BaTeIeM
CUMMETPHYHOTO anroputMa M Kitoua imudpoBanus. [Ipu 3TomM coxpaHsercs
BO3MOXKHOCTh BOCCTAHOBUTH HCXOJHBIH 3arojIOBOK IPH H3BECTHOM KIIIOYE
mmdpoBaHus.

[lepBoHaYalbHO TMPH TIOMOIIM  CHEIHWAIBLHO CO3MaHHOTO Windows-
MIPUIIOKEeHUs 3arosioBok mdb-daiina mudpyercs (cormacHo puc. 7) Ha OCHOBE



3aJaHHOTO CHMMETPHUYHOTO alIrOpUTMa MH(QPOBAHUS M CEKPETHOTO KIFOUA.
Kirou mudpoBanus nepenaéres JISTMTUMHOMY TTOJIb30BATEIIIO.

CrenaiabHO cO3AaHHOE Windows-TIPHIIOKEHHUE ISl YTCHUS JaHHBIX mdb-
¢aiina ¢ 3amMdpoBaHHEIM 3aroJOBKOM (janee mnporpamma) paboTaeT IIo
cnepyromei cxeme. Windows-nipunioxkenust it pabotel ¢ aitmamu  6a3sl
naHHbIXx MS Access B (opmare mdb wucmomp3yror apaiiBep Microsoft Jet
OLEDB 4.0. Ilpm 3amaHHbIX mnapamerpax coeguHeHus c mdb-daiinom
TIPOU3BOIUTHCS MTOKIIFOUCHHUE, POUCXOTUT YTCHNE TIEPBBIX 65536 OalT daiina
JaHHBIX. B maHHBIT MOMEHT cpabaThiBaeT 3amuTa. [IporpamMmma nepexBaThIBacT
Bb3oB API ¢yrkunm ReadFile, cama cunteiBaeT 3aronoBok BJl, n Bo3Bpamaet
JaHHbIEe, pacIM(POBaHHBIC HA OCHOBE 3aJlaHHOTO AJITOpHTMa INU(POBaHMA U
Kmroya mudpoBaHusa. B cmywae ycmemrHod pacmmgpoBKH IIporpamma
MPOA0JKAET KOPPEKTHO paboTaTh ¢ qaHHbIME mdb-¢aiiia, nHAYE MPOUCKOAUT
c00#, CHTHATM3UPYIOLIHI 0 HEBEPHOU paciiidpoBKe.

s nmepexsara Bbi3oBa API ¢ynkuuu ReadFile ucnosb3yercs ToKaibHBINA
mepexBaT ¢ UCIOJIb30BaHUEM Dpaszesa umnopra. JIokalbHBII IHepexBaT
peajM30BaH IIOCPEJICTBOM IIOJIMEHBI ajpeca IepexBaThiBaeMoil (YHKIMU B
Tabnuue uMnopra. M3mensiercst agpec mmnopra ¢pynknuu ReadFile Bo Bcex
MOJIYJISIX TIpoliecca (IPOoIecc MOXKET BBI3BIBATh €€ HE TOJIBKO M3 €Xe-MOAYJs,
HO ® w3 dll-monyrneit). B Hamem ciyuae ¢yHkums ReadFile Bei3siBaercs w3
Moxmyns msjetd40.dll — Oubmmorteka apaitBepa MS Jet OLEDB 4.0. Anpec
UMIIOPTa HEOOXOIMMO U3MEHHUTH TOJIBKO B 3TOM MOJYIIE.

[Mocne 3amenbr anmpeca Oubnmoreka msjet40.dll mpm urteHmm Oyzper
BEI3BIBaTH HOBYHO (yHKmmro, HazoBem e€ SpecialReadFile. IIpm sTom
HEOOXOJMMO CHaualla BbI3BaTh oOpuruHanbHylo ¢QyHkuuto  ReadFile,
npeABapuTeNabHO 3anmoMHUB e€ anpec B moayie kernel32.dll. Tlocie storo
BbI3oBa ReadFile Bo3Bparur Oydep ¢ 3ammdpoBaHHBIME JTaHHBIMH, Pa3MEPOM
64K0. Jlanee 5Tu naHHBIE pacmIM(POBBIBAIOTCS W 3aIUCHIBAIOTCS 110 alpecy
storo xe Oydepa. [locne sToro ympapieHHE BO3BpAIIAETCs BbI3BIBAIOLIEMY
Moaymro. TakuM 006pa3oM, MPOUCXOIUT pacuIu(PpoBaHUE HAIETY.

B kauecTBe CHMMETPUYHOrO ajroputMa MMH(POBaHMS IPEATIOKEHO
UCTIONB30BaTh anroputM Blowfish, koTopblii 001agaeT BEICOKOH CTOHKOCTBIO U
II03BOJISIET 3aaBaTh KIIFOYM JIUHOM 10 448 OuUT.

ITpn nepexsare BeizoBa ReadFile ¢akr uyteHust mmenHo 3arosoBka mdb-
¢aiina ompenensieM Ha OCHOBE aHayim3a pasMmepa Oydepa mnst urenus. Ecmu
pasmep Oydepa coctaBisger 65536 OalT, TO TPOUCXOAWT YTCHHE TAHHBIX
MMEHHO 3aroJioBkKa. B 3TOT MOMEHT U mpoucxoauT pacmudposka. Kpome storo
6ubnmoTreka msjet mepuoauiecku (mepuon mopsaka 10 cexynm) cunteiBaet 512
O6aiT ¢ 3584 Oaiita or Hauama daitma. Takum o00pa3oM, NpenBapPUTEIHHO
oTnenbHO mMpyercs Onok mmuHOW 3584 Oaiita or Havama (aiima 1o
cmemennss 3583, m Omok, HaumHas co cMmemeHus 4096 mo 65536. A Gnok
anuHO# 512 6aiT ocTaBisieM HesaurudpoaHubM (Puc. 7).



|
3584 Gaiita | 5126aiit | 61440 Gaiit

Puc. 7. Ctpykrypa 3ammdpoBanaoro 3aronoska mdb-gaiina.

T'ne —IaHHBIE, TI0/IBEPTAIOIIHECS

mmdpoBanHuio/pacmm(poBaHUIO,

— JTaHHBIE, HE TIO/JIeKaIIHe IH(PPOBAHUIO/pacIIU(PPOBAHHIO.

IIpencraBneHHbI MOAXOJ CBSI3aH C TPYAHOCTBIO OIpPEAENIEHHUS TEKYILIEro
nosnoxkenus kypcopa B bJI. To ecTh, Hem3BecTHO, Kakue WMEHHO 512 Gaiit
HEOOXOJMMO MPOYUTATH: T€, YTO SIBISIOTCS YaCThIO 3ar0JIOBKA MIIM 3TO OAMTHhI,
Jiexaniue nociie 3aronoska bJ[.

[pemmaraemerii coco® 3amutel mdb-daiimoB CYBJ] Microsoft Access
MO3BOJISIET TOBBICHTH YpOBEeHb 3ammThl mdb-¢aiina mnpu coxpaHeHUH
CTPYKTYpHl (paimla m Hem3MeHHOCTH oOmero wmHTepdetica paborer ¢ mdb-
¢aitmamu npu nomomu apaiieepa MS Jet OLEDB 4.0. IIpu coBmemeHnn
MPEATIOKEHHOT0 Ccrocoba C BCTPOEHHBIM ImudppoBaHueM MS Access y
3JI0yMBIIIJICHHUKA, OJHAKO, OCTaéTCsi BO3MOXHOCTb pacHIM(poBaTh JaHHbIE
JexKale 3a mpejesiaMy 3amu(poBaHHOTO 3arojioBKa 0 CXeMe OMHCAHHOTO
BBILIIE JKCrepuMeHTa. Ho monydyeHHble TakuM o0pa3oM OJIOKM [JaHHBIX HE
MO3BOJISIT MOJHOCTBIO BOCCTAHOBHTH CTPYKTYpPY 0a3bl M HOJY4YHTh JaHHbIE B
mosHOM 00béMe. UTo ke Kacaercs Iemu(ppoBaHUs caMOro 3arojoBKa, TO MPHU
WCTIONIb30BaHNMY, HampuMmep, 32-OMTHOrO KIoYa 3TO HE MPElCTaBisIeTCs
BO3MOXKHBIM, TaK KaK CTOHKOCTb HMCIOJIb3YEMOrO ajropuTMa CHMMETPHUYHOTO
mr(ppPOBaHUS MMEET JIOKa3aHHYIO 1 000OCHOBAHHYIO CTOMKOCTb, O3BOJISIONIYIO
mojaraTthCsi Ha €ro HaaéXHOCTh. Kpome 3TOro IpM CHHTE3€ METOJOB
MOJTy4eHHBIH (aiitn OyAeT MHONHOCTBIO 3amM(pOBaHHBIM, M 1O €ro BHIY
HEBO3MOXHO ONpeaenuTh sBisiercs: i daitn mdb-gaiinom 6a3br gaHHEIX MS
Access. Takum o00pa3oMm, CcOXpaHEHHE B CEKpeTe HE TOJBKO KIIOYa
mu¢ppoBaHus 3arojoBKa, HO M BCeH mpoueaypsl 3amuThl mdb-daiina Takxke
MTOBBIIIIAET YPOBEHb OE30MACHOCTH COJEpPIKAIINXCS B (haiine JaHHBIX.
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