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3AILIUTA MPUJIOKEHUM UMEIOIAX
INPOMEXYTOYHOE INIPEJICTABJIEHUE (BAUT-KO/)

Lenpto  maHHOW  paboOTBI  SBISIETCS  PACCMOTPEHHME  MPOOIEMBI  3aIUTHI
HUHTEJJIEKTYalIbHOM COOCTBEHHOCTH JUIS SI3BIKOB IIPOTPAaMMUPOBAHUS HMEIOLIUX
npomexyrounoe npencrasienue (.NET, JVM) u npenoxxeHne ogHOTO U3 MOJXO0J0B
ee pemenus. IIpemnaraemslii crmoco0 3aliUTHl OCHOBBIBAETCS Ha METOAE COKPBITHS
yacTH KOJa 3allMIIaeMOT0 IPUIOXKEHUS BHYTPU «UEPHOTO SAIIMKa» WIH
albTEPHATUBHOM  3allMIICHHOM  cpeAbl  BBIIOJIHEHUS, KOTOpas  IMO3BOJIET
CYIIECTBEHHO  3aTPyJHHUTh  OOpaTHBIH  aHaJU3  CHCTEMBl CO  CTOPOHBI
37I0yMBIIIJICHHUKA.

B nocnennee Bpemsi Bce GOJBIIYIO MOMYJIAPHOCTh CPENU Pa3pabOTYUKOB
MPOrpaMMHOr0 oOecHeueHus MPHOOPETAIOT S3BIKM IMPOrpaMMHPOBaHUS
(.NET, JVM), umeromue mnpoMexxyTouHoe mpencraBieHue (6ait-xom). C
TOYKM 3pEHMsI pa3pabOTUMKa 3TO BIIOJIHE OINPaBJAHHBIA BHIOOp, TaK KaKk 3TH
TEXHOJIOTUH TI03BOJISIIOT YCKOPUTh W YNPOCTHTH Ipolecc pa3padOTKU
MPOTPaMMHOTO O0eCIIeueH s, OJJHAKO B 3TOM cllydae OTACIBHOU MpoOiieMoit
CTAHOBWTCS 3alllUTa WHTEJUICKTYalbHOH COOCTBEHHOCTH pa3paboTaHHOTO
MPOTPaMMHOTO TIPOAYKTa. [Ieio B TOM, 9YTO aHATH3UPOBATH KO MPUIOKCHHS
B IIPOMEXYTOYHOM TIpEACTaBICHUH (0alT-K0/A€) TOpa3 o MpoIe, HeXeln 4YeM
HA MAIIMHHOM SI3BIKE, OTCIOJ]a BO3HHKAET HEKOTOpas «IIPOCTOTa»
KOMITPOMETAI[MK 3alUTHBIX MEXaHH3MOB TAaKOTO IMPUIOKCHHs, TaK Kak
MOJU(UKALHUS CYHIECTBYIOIIETO KOJIa TOXKE JOBOJILHO HECIIOKHBII IpoLecc.
Yeyrybmsier  cutyanuto W TOT  GakT, dYTO BeCh HEOOXOIUMBIH
WHCTPYMEHTApHU JUIsl YCIEIIHONW KOMIIPOMETAIlMH MOXHO 0e3 0co0BIX
YCUIMH HAaWTH B TI00anbHOM ceTu mHTepHeT. CHUTyanuio ycyryOmsioT camu
MOCTAaBIIUKN CPEJCTB Pa3pabOTKU C IMPOMEXYTOUYHBIM MPEICTABICHUEM, TaK
KaKk  BKJIOYAIOT B  TIOCTaBKy  Ju3acceMOiep, KOTOPBIA  MOXKET
JIN3aCCEMOUPOBATh TPUIOKCHHE B TAPAHTHPOBAHO KOPPEKTHBIN KOJI, TOCIE
Yero MOJKHO OECHpeIsITCTBEHHO BHOCHTh HM3MEHEHHUs U IepecoOupaTth
JIUCTHHT acceMOJIepOM, KOTOPBIA TakKe TMOCTaBISETCS pa3paboTINKAMH.

B nmawHOW cTaThe mpeayiaraeTcs K PAcCMOTPEHHIO HECKOJIBKO WHOM
MMOJIXOJT K 3aIIHUTE, YeM B OOIIECIPHUHATHIX CPEACTBAX 3AIIUTHI MPOrPAMMHOTO
obecriedernss I TwaThopM  pa3paboOTKM € TPOMEKYTOUHBIM
npencraBieHneM. KimroueBas myues 3akio9aeTcs B TOM, YTOOBI IPEIOCTaBUTH
JUIl  aHain3a 3JIOYMBIIUICHHUKY HE TPUIOKEHHEe C OpPUTHHAJIBHBIM



MPOMEKYTOUHBIM TIpEJCTaBICHUEM (0OalT-KOIOM), IS KOTOPOTO YK€ €CTh
3¢ (QEeKTHBHBIC HHCTPYMEHTHI JIIsI KOMIIPOMETAIUH, a 3aIIUTUTh [P UIOKCHHUE
TakuM 00pa3oM, YTO KIOYCBBIC AJTOPUTMBI JJIS 3JI0YMBINUICHHUKA OYAYT
MpeJCTaBiIeHbl B BUAE HEKOTOPOI'O «YEPHOTO SIIMKay. Takas uies BIIOJIHE
peanu3yeMa, a OCHOBHBIM (YHIaMEHTOM Ui €€ peau3alliil SBIIICTCS
IIEpEeBO], M3 YK€ CYILECTBYIOIIEr0 MPOMEKYTOUYHOIO IPEICTABICHUS B
aNbTePHATUBHEBIN BapHaHT, KOTOPHI He OyAeT 3HAKOM HH 3J0YMBIIUICHHUKY,
HU pPacopoCTpaHEHHbIM MHCTPYMEHTaM KOMIIpoMeTauuud. B wutore npu
aHaAJIN3€ 3II0YMBIIIICHHUK OyIeT BCerJa MOoIydaTh YacTh IPHUIIOKCHIS B BUAC
«UEPHOTO SIIUKA», TAaK KaK albTEPHATUBHOE MPOMEKYTOUHOE MPEACTaBICHUE
OyIeT YHUKAIBHBIM I KaXAOTO 3amuimaeMoro mnpwioxenus. Cpena
BBIMIOJIHEHUSI U1 alNbTEPHATHUBHOTO TMPOMEKYTOYHOTO TPECTaBICHUS
(3ammumimeHHoro 0OaiT-koma) o00MamaeT MPAKTHYSCKH BCEMH CBOHCTBAMU
«UEPHOTO SIIMKa» ¢ TOUYKU 3PEHUS aHAJIM3a U UCCIEOBAaHUS MEXaHU3MOB €€
paboThl 3JI0YMBIIUICHHUKOM. TakuMm 00pa3oM, BHYTPH «UYCPHOTO SIIAKA»
MOXHO 3alllUTUTh KIIOUEBBIE aITOPUTMBI, 0€3 KOTOPBIX IPOTPaMMHBIMI
mpoaykT Oyner Oecrosie3eH. M TakoW MOAXOJ TO3BOJUT CYIIECTBEHHO
3aTPyIHUTH UCCIEOBAHNE 3alIUIIEHHOT0 0alT-KOJa, €CIIH MPEAYyCMOTPETH B
aNPTEPHATHBHON Cpele BHIIONHEHWS (3alIMIIEHHOE IPOMEKYTOYHOE
MpEeICTaBICHAE) MEXaHW3MBl MPOTHUBOJCHCTBUS BHEIIHEMY aHAlU3y U
MOAH(HUKAIMA CO CTOPOHBI 3TIOYMBIIUICHHUKA.

Peanuzanus ugen ¢ «4epHBIM SILIMKOM» CTPOMUTCS HAa OCHOBE TEOPUHU
aOCTPaKTHBIX CTEKOBBIX MAIlMH, HA KOTOPBIX IOCTPOCHBI BCE CHCTEMBI
pa3paboTKu C MPOMEXKYTOUHBIM TpejacTaBieHueM. KitoueBoil uiaeeil 3aech
SIBJISIETCSL  TPAHCISIUSL M3 OJHOW CHCTeMBbl KOMaHJ B  HEKOTOPYIO
aJTbTEPHATHBHYIO CHCTEMY KOMaHA (apXUTEKTYpHO O4YeHb OIU3KYI0 K
OpUTHHAy) a0CTpParupysch OT MHKPOIPOIECCOPHOW aAPXUTEKTYpPhl MyTeM
HCTIONb30BaHUs aOCTPAaKTHOW CTEKOBOW MallWHBI. B uUTOTE MBI MOXEM s
KaXKIOT0 3all{IIaeMOTO TNPWIOKCHHUS BBIPAa0aTHIBATh YHHUKAIBHYIO CHCTEMY
KOMaHJ aJbTePHATHUBHOTO IPOMEXKYTOUHOIO MpPEACTABICHHs, a TaK >Xe
VHUKaJIBHYIO cpely BblmoiaHeHus. Ilocie »3Toro st KOMIIpOMETalluu
NPEVIOKEHHBIX  BBIIIE  3alMUTHBIX  MEXaHU3MOB  3JIOYMBIIUIEHHUKY
moTpedyeTcss pa3o0paThCs C  adbTCPHATHBHOW CpPENOW BBHIMONHEHUS U
peanu3oBaTh CcaMOMy BeCh HEOOXOIMMBIH WHCTPYMEHTApUil mis  ee
HCCIEN0OBaHUS.

CueHapuii 3aITUTH MOYKHO Pa3JeNInTh Ha HECKOJIBKO OCHOBHBIX ATAIOB:

1) TpaHcuAIMs 3aMUIIAEMOTO IPUIOKECHUS B «POIHON» OalT-KOI ISt
CpeIbl BHITTOTHEHMSI, B KOTOPOH BBHITIONHSAETCS OPUTHHAIILHOE TTPUIIOKEHHE.



2) BeigeneHue yyacTKOB KOJa MPUTOAHBIX sl 3alUTHI [0 OMHCAHHOM
BBIIIIE METOJIUKE.

3) TpaHcnAuus ~ OPUTHHANBHOTO  0alT-KOZa B YHHKAaJIbHBIA
JIbTEepHATUBHBIN 3aIMIIEHHBIN OaiiT-KOA.

4) T'eHepauus anbTEePHATHBHON CPEIbI BHIMOIHEHHS IS 3aL[HIICHHOTO
OalT-KOZA.

[IpuBeneHHBIN BhIILIE CLEHApUN 3alUUTHI SIBISETCS YHUBEPCAIBHBIM U
MOAXOAWUT UL 3AINUTHl TNPHIOKCHUH TIOA pPasIu4HbIe  IUIATHOPMBI
pa3paboTKH, WMEIOMKE BO3MOXKHOCTh KOMIWIALUK pa3pabaTbIBacMbIX
TIPHIIIOKEHUH B IPOMEKYTOUHBIH OalT-KOJ.

BuptyanpHast cpena BBINOJIHEHHS, KOTOpas OyIeT CreHepHpoBaHa B
IIpOLIecce 3aIMThI, IPEICTAaBICHA B IBYX BapHaHTaX:

- TIEPBBIM BapHaHT 3TO CpeJia BBINOJHEHHUS, Peai30BaHHAs IOCPEICTBOM
texHosjorun Reflection.Emit (OubnuoTeka KiIaccoB, KOTOpas CYIIECTBYET,
HaunHast co Bropod Bepcuu .NET Framework), koropas ceifuac akTUBHO
MIPUMEHSETCs U TIOCTPOSHUS Cpelibl BRIIIOJIHEHHUS CpeCTB pa3zpaboTku DSL
(Domain Specific Language) s3b1ko0B;

- BTOpOH BapHaHT — 3TO 3aMKHYTas CpeJa BHIIOIHEHHA, pealu30BaHHas
MIOJIHOCTBIO Ha S3bIKE MPOTPAMMHPOBAHHS KOMITUIHPYIOIEr0Cs B MalTMHHBII
KO/,

IlepBbIif crmoco® xopom TeM, YTO Ha €ro OCHOBE IIPOIIE BCETO
TE€HEpUPOBATh YHUKAIBHYIO CpPEAy BBIIOJIHEHUS, TaK KaK OH OCHOBBIBAETCA
Ha TEXHOJOTHSX, KOTOpBIC SBIAIOTCS OOIICNPHHATHIMH IS TOCTPOCHHS
KOMIUIATOpOB cpexasl BeimonHeHus .NET. Kpome Toro mpu ucnoiab3oBaHUT
mepBoro cmocoba oTmagaeT mpobiemMa BbI30Ba OMOIHMOTEK  CpEIbI
BoinoyIHEHUS NET HenocpenCTBEHHO W3 3allMIIEHHOIO KOAA, TaK KaK B
texHosorun Reflection.Emit Takue MeXaHHU3MBbI 3aJIOKEHbI Ha YPOBHE
apxuTekTypsl. Ho y 3Toro moaxoma ectb OJUH CyIIECTBEHHBIH HENOCTATOK,
STOT HEJOCTaTOK 3aKJII0YaeTcs B  MNPOCTOTe OOpaTHOro  aHaM3a
peanu30BaHHOM 10 ATOMY MPHUHLHUITY 3aIIUIIEHHON CPE/bl BBIIOIHEHHUS.

Bropoii crocod mMeeT CyIIeCTBEHHBIE NMPEHMYIIECTBA C TOYKH 3PEHUS
3alIMIIEHHOCTH OT 00paTHOTO aHAJIM3a 3aIMIIEHHON CPe/bl BBINOJIHEHHUS, HO
NIPEJCTaBIsIET COOOH CyIIECTBEHHBIE CIOXHOCTH B IIPOLECCE pealH3alui,
TaKk Kak 37ech NPUAETCA BCE pPealu3OBBIBATE C «HYIs». Ecaum B mepBoM
ciIy4ae y Hac yKe NMEeeTCsl HEKOTOPBIH KapKac JUIsl pean3alyy, TO 371eCh BCe
MIPHUIETCS PeaTn30BBIBATh caMuM. Kpome Toro B mporiecce peann3anuy 3TOro
MoaXxoJa CYIECTBYeT MpobOiieMa BBI30BA OHOIMOTEK Cpelbl BBITIOJHEHUS
.NET, Tak xak BbI3pIBaTh UX NPUIETCSA U3 MALIMHHOIO KOJA, a 3TO SABJISAETCA
caM0 1Mo cebe CyIecTBEHHOW MpoOIeMOi, MOCKOIbKY OMOIMOTEKH Cpebl



BeinonHenus .NET peanu3oBaHbl MOTHOCTBIO Ui yIpaBiseMoi (managed)
cpensl BoimonHeHus. Ho, HeCMOTpss Ha Bce HEAOCTAaTKH 3TOr0 MOAXO7a,
MOCTPOUTH 3AUIUIICHHYIO CpPEAy BBHINIOJHEHUS NPUMEHS 3Ty METOAUKY
Mpollle B TOM IUIaHe, YTO MAIIMHHBINA KOJ aHAJIU3UPOBATH TOPa3I0 CIIOXKHEE.

JlaHHBII MTOAXOM K 3aIIUTe MPOTPAMMHOTO oOecTieueHusI 00Ia1aeT pAIoM
MIPEUMYIIECTB, CBA3aHHBIX B IMEPBYIO OYepeAb C MOBBIIICHHON CTONKOCTHIO
TaKOM 3alUThl OTHOCUTEIBHO CYLIECTBYIOIIMX peleHuid. Eme oaHum
MIPEUMYIIECTBOM SIBIIICTCS BO3MOKHOCTH BBHIIIOJTHCHHUS 3AIIUIICHHOTO OanT-
KOJa Ha BHEIIHEM ammapaTHOM MOJAyJe, TaK Kak 3Ta OCOOCHHOCTh
MPEeIyCMOTPEHA Ha YPOBHE apXUTEKTYPHI 3aIIUIIICHHOTO OalT-KOa.

B 3akmioyeHue XOTenoch ObI OTMETUTh TOT (aKkT, YTO NPHU 3aIIUTE
MPWIOKEHUH Ha  0a3e  COBPEeMCHHBIX  miIaThopM  pa3paboTKu ¢
IIPOMEXKYTOUHBIM NIPEACTABICHUEM HYKHO pa3pabaThIiBaTh HOBbIE KOHLEIIIUI
3alIUThI. Mexanu3Mbl 3allMThl MAIIMHHOI'O0 KOJa IMOJApasyMEBarOT COBCEM
Jpyrue NpUHOUNB (QYHKIMOHMPOBAHHS CpPEbl BBIIOJHEHHUS IS KoJa
3alUIICHHOI'0 TPHUJIOKCHHUA MW HE TMOAXOAAT IJid 3allUuThl HOpOoTrpamMM,
HCTONB3YIOMINX CPEAy BBIMOJIHEHHS C IMPOMEXKYTOYHBIM KoaoM. Ilostomy
IIPH 3aIIHUTE MPHUIOKEHIH ¢ MPOMEKYTOYHBIM TIPEICTaBICHUEM CTOUT 0c000€e
BHAMaHHUE YICIHUTh HEMOCPEACTBCHHO CBOWCTBAM CpEIbl BBITTONHCHUS
MIPOMEKYTOYHOTO KOJIa U YXKE C YIETOM BCEH CHEIM(UKU CpeIbl BEIOTHCHUS
pa3pabaTbIBaTh 3aIIWTHBIE MEXAaHU3MEL. BEINIe ObUIM MpUBEICHB OCHOBHBIC
KOHIEIIMA HUCIOJIb30BaHM TEXHOJOTMIA BUPTYaJIM3allMd KOJAA B IpPOIECCe
3aIHUTEI IPUWIOKEHUH, OTTPAHCINPOBAHHBIX B MPOMEKYTOYHOE
mpeaACTaBJICHUE. OHI/IpaSICB Ha HUX MOXHO MMOCTPOUTH JOBOJIBHO CJIOXKHYIO
CHUCTEMY  3allUThl, KOTOpas COCTaBUT CEPhE3HYI Mperpamy s
3JI0YMBINUICHHUAKA, [EIbI0 KOTOPOTO SBJSICTCS KOMIIPOMETAIMS 3alUTHBIX

MCXaHHU3MOB.
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