I/ICCJ'IED,OBAHI/IE MEXAHU3MOB
SAWLNTDBbI OT ATAK DDOS:
UMUTALIUA NMPOTUBOBOPCTBA
UHTEJINEKTYAJIbHbIX ATEHTOB
B CETU UHTEPHET

U.B. KoteHko, A.B. YnaHoB

HUI komnbloTepHON 6e30nacHOCTHU
CaHkT-lleTepbyprcknm NHCTUTYT MHAOOPMAaTUKU U
aBTomatusaunm PAH
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NMnaH goknana

n

= BBeoeHue

= Ataku DDoS u mexaHuU3MbI 3alUUTHI
= [logxoa K MoaenUpPoBaHUIO

= Cpena mogennpoBaHus

x DKCMEepPUMEHTbI

= 3aKrnr4yeHue
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Ob0ocHoBaHue npobnemsbi

n

= Llenb paboTtbl: pa3pabomka obuweao rnoodxooa
U UHCMpymeHmarsmbHouU cpeobl Orid
MHO20a2eHMHO020 MOOeIUpo8aHUsi
npomusobopcmea KoMaHO rpozpamMmMHbIX
a2eHmoe8 8 KOMIMbIoMepPHbLIX cemsx (Ha
npumepe DDoS-amak u mexaHu3mos 3aujumal
om Hux).

= [eopeTnyeckue 3agayvu: nccriegosaHme
HOBbIX MEXaHWU3MOB 3aLUUThI

= [IpyknagHble 3agayvu: oLeHKa 6e30MnacHOCTH
CYLLECTBYHOLLNX CETEN, pEKOMEHALIUN MO
NOCTPOEHUIO MEPCNEKTUBHBIX CUCTEM 3aLLUThI
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Ataku DDoS

Ataxku DDoS >

Hcmowenue
pecypcos cemu

s Peanunsauus atak DDoS:
BbIXO[ N3 CTPOSA XOCTOB,
CIy>X0, CErMeHTOB CeTH

= DDoS — Distributed
Denial of Service —
pacnpeneneHHbIV
OTKa3 B 00CnyXnBaHuu

Hcmowenue
pecypcos y3ia

> TCPSYN )
HC Land )
ﬂ(ng of Death)
€KOPPEKTHBIE
HaKeThl
Tpynoemkue
3aIpoChl
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MexaHuambl 3awmtbl oT DDOS aTtak

= Obwwmm noaxon k 3awmte ot DDoS aTak:
= cbop nHpopmaunm o HopmasrieHOM Tpaduke
= CpaBHeHMe TeKyLero Tpaduka ¢ MoaesbHbIM
= NpocCnexnsaHne NCTOYHUKOB aHOMarnum v Bblaavya pekomeHgauum

= NpUMEHEeHne Bbl6paHHbIX KOHTPpMEP
Mexaau3Mmebl 3a1uThl oT DDoS atak )

[penynpexnenne |
aTaKu
Ucxonnas cethb
Onpenenenue <
daxra aTaku | llo somanam 1lo 3a0auam Ilo mecmy [TpomexxyTouHas
Omnpenenenue < 3auiumol 3auumol VCMAHOBKU CCTh
HCTOYHHUKA
= 3amuimaemMast CeTh
[IpotuBonenicTBue <
aTake

C 3amura oT aTaku ) <06Hapymenne aTalm>

= )R R e S

Ilo cnoco6
Y ITo cnocoby Ilo cnocoby Ilo cnocoby
ApEQYDENCALREA onpeoeneHus pakxma i e onpeoeieHus
RpomusOdCugIE amaxu S - sl UCTMOYHUKA AMAKU
amare MOOENbHBIX OAHHBIX
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KoonepaTtuBHble MeXxaHU3MbI 3aLllUTbI
ot DDoS aTak

= YnpaBrieHue pecypcamu
= Server Roaming
= Market-based Service Quality Differentiation
= [ransport-aware |IP router architecture
s AyTeHTUdunKauus
= [ransport-aware |P router architecture
= Secure Overlay Services
= MexaHusmbl otcnexunBaHus (traceback)
= ACC pushback
» COSSACK
» Perimeter-based DDoS defense
= DefCOM
=« Gateway-based
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MHoroareHTHOe MogenupoBaHue
KudeprnpoTtuBobopcTBa

3awmwaemas cetb

x
_ _ e
= ... -KomaHpa aretTos - KoMaHAa areHToB 3aluThl
4 = 4 3ﬂ0yMb|LUJ_|eHHV|KOB >

s N\
., - B3aumopeiictaue Nh

areHTOB-3/10YMBblLLNIEHHNKOB & » - B3auMMoaeuncTeBue areHToB

3aluThbl

—* - MapuwpyT aTaku
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OcHOBHbIe PadoThLI, UCNONb3yeMble
B KayecTBe Oasuca ana nccnenoBaHuUun

* AreHTHO-OpueHTUpoBaHHoe moaenupoBaHue: N.Jennings, M.Wooldridge n ap.

 KomaHgHasa pabota areHToB: P.Cohen (0o0wwue HamepeHus), B.Grosz, S.Kraus
(pasgensiemble nnaxbl); M. Tambe (koMOUHMpOBaHHbLIE NOAX0AbI) U Ap.

* CucteMbl BbiIBOAa, OCHOBaHHbIE Ha NpeAcKasaHUU HaMepPeHUN U NaHoB
onnoHeHTa: E.Charniak (dpopmynupoBka 3agadu pacno3HaBaHusl Kak 3agaym
abayktmusHoro BbiBoga); H.Kautz, J.Allen (pacnosHaBaHue nriaHa Ha OCHOBE
noeHTuprKaunm MMHUMMasribHOro MHOXeCTBa BbICOKOYPOBHEBbLIX AEUCTBUN,
KOTOpbl€ AOCTaTO4YHbI AN 06bsACHEHMA HAabngaeMblx 4EUCTBUN) 1 AP.

* pechrniekcuBHbIe npouecchl: B.A.Jlegesp, B.E.Jlenckun, [1.A.llocnenos n ap.

* TeOpeTuko-urposoe moaenupoBaHue: J.Nash, G.Zlotkin , J.Rosenschtein,
T.Sandholm, KO.b. 'epmenep, A.N.KoHgpaTtbes n ap.

« CucTeMbl KoonepaTUBHbIX pacrnpeaesrieHHbIX rfpaMMaTUK 1 rpaMmMaTUyecKme
moaenu areHTckux cuctem: M.ter Beek, J.Gaso, J.Kelemen, J.Dassow u gp.
 MogennpoBaHue atak Ha KomnbroTepHble ceTu: [Ritchey et al-00], [Swiler et al-01],
[Ortalo et al-01], [Sheyner et al-02] v ap.

 MogenupoBaHue npoueccoB 3awunTbl UHoOpMaUunKn, B T.4. MoAderNen
ayTeHTUMUKaUnM n pasrpaHM4yeHnst 4ocTyna, BUPTyaribHbIX YaCTHbIX CETEN,
NHAPACTPYKTYPbl OTKPbITLIX KIOYen, 0OHapYy>XEeHUs1 BTOPXEHU 1 ap.
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n

Pab0oThkl B oOnactTu MHOroareHTHoro
MoAaenupoBaHuUNA

=  Knaccuyeckune noagxoabi:

Teopua obwmx HamepeHuin [Cohen 1991]
Teopus obmx nnaHoB [Grosz 1996]
KombuHupoBaHHbIN nogxoa, cuctema Steam [Tambe 1997]

s  Cncrembl MHOroareHTOHOro MoadennpoBaHNA

GRATE": obwas otBeTcTBEHHOCTb [Jennings 1995]
OAA: gocka oobsasneHun [Martin 1999]
CAST: obuwast meHTanbHaga moaens [Yen 2003]

RETSINA-MAS: kombrnHaumm BCEBO3MOXHbIX POSIEN areHToB
[Giampapa 2002]

Robocup soccer: opneHTauust Ha CO6CTBEHHYO MOAENb MUpa
[Stankevich 1999]

COGNET/BATON: B3anmoaencrtasme nogen n areHTos
[Zachary 19906]

Team-Soar: «MmHoroyposHeBasi Teopusi» [Kang 2001]
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NMpeanaraembin noaxon

KnubepHeTtnyeckoe NnpoTnBoOOPCTBO NpeacTaBnsieTcd B
BUAE B3aMMOOENCTBUA PA3NNYHbIX KOMaHA
NpPOrpaMMHbIX areHToB

[TpoLuecchbl NPOUCXOOAT B cpeae, 3agaBaemMoun
Mopaenbto MHTepHeTa

BbloenaTcss KoMaHabl areHTOB aTaku 1 3aLuThl

3HaHMS 0 NpeaMeTHOW 0bnacTn coaepxaTcs B
OHTONOMNSAX

AreHTtbl B3aMMO4EUCTBYHIOT MO MNpPOTOKOS1aM U B
COOTBETCTBMU CO CLLeHapuamu

KomaHabl B3aMMO4eVNCTBYOT Mexay cobon:
NPOTUBOBOPCTBYIOT, KOOMNEPUPYHOTCA, adanTUPYTCS

«PycKpnnto’2008», 3 - 6 anpens 2008 r.
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OcCHOBHbIe NOoJIoXeHna noaxona

[Mpegnaraemei nogxod 6asmpyeTcss Ha KOMOMHUPOBaAHUM
9N1EMEHTOB TEOPUM OBLLIMX HAMEPEHUIN, TEOPUN pa3aerigeMbiX
Nf1aHOB N KOMOMHUPOBAHHbLIX MOAXOA0B

CTpyKTypa KOMaHAbl areHTOB OMUCLIBAETCH B TEPMUHAX
nepapxmm rpynnoBbiX N HOUBUAYANbHbIX POSIEN B PasfiNYHbIX
cueHapusix 4enucTeumn

Cneundukaumsa mepapxvm nnaHoB AENCTBUN OCYLLECTBNAETCH
AN Kaxaon n3 ponen. [na kaxaoro niaHa onmcbiBatoTCA:

(1) Ha4YanbHbIE YCNOBUS, KOraa nnaH npegnaraetca angd
NCMNOJTHEHUS;

(2) ycrnoBus, nNpu KOTOPbIX NiaH npekpawiaeT UCNONHATLCS;

(3) mencrteus, BbINOSTHAEMbIE HA YPOBHE KOMaHbI, Kak YacTb
obLiero nnaHa

Ha3Ha4yeHune poneu u pacnpegeneHue nNraHoB MeXay areHTamu
BbINONHAETCS B ABa 3Tana: (1) cHayana nnaH pacrnpegenseTcsd B
TEPMUHAX POSieN, (2) KaXKgonm n3 pornen ctTaBuUTca B COOTBETCTBUE
areHT

«PycKpnnto’2008», 3 - 6 anpens 2008 r.
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NMpoueaypbl NnoanepPXKKU KOMaHAHON paboThl

1. Mpouenypbl obecrnevyeHUa COrnacoBaHHOCTHU
AEeNCTBUWN areHToOB B KOMaHAae (epyrire,
UHOuUBUQOyasibHO) N0 HEKOTOPOMY OOLLEMY MNaHY.

2. lNpoueaypbl MOHUTOPUHIA U BOCCTAaHOBMNEHUSA
pyHKLUMOHANbHOCTU KOMaHAbI (2pyrinkl,
UHOusuUOyarsibHO) 3a CYET NepeHasHayYeHns “yTePAHHbIX
POSiIeEN TEM YfieHaM KOMaHAObl, KOTOPble B COCTOSIHUA
BbIMOJIHUTbL 3Ty paboTy

3. Mpoueaypbl obecnevyeHUs1 CerieKTUBHOCTU
KOMMYHMKaLUMWU; OCHOBbLIBAIOTCH Ha pacyeTe Ba)XHOCTU
TOro WS MHOTO COODLLEHNS C YHETOM Ero “CTOMMOCTU” U
BbIro4bl, NOy4aemMom rnpu 3ToM.
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KoMaHaa ataku

Cuttack = {MaA} ) gMol
:  Rowor i
3M10YMBbILLSTIEHHUK :ZZE;III:[ MacTtep DDoS
[lemoH

___________________________________________________________________________

= Artaka DDoS: rmobanbHas uernb gOCTUraeTcsl CKoOOpANHNUPOBAHHBLIMU
YCUNUAMWN MHOTMX KOMIMOHEHTOB

= «JleMOH» — UCNONHUTENb aTaku
= B Hadane paboTbl NOCbINAeT «MacTepy» CBOW agpec v nopt
= «MacTep» — KoopanHaToOp aTaku
= CocTtaBnseT cnMcok paboTocnoCcobHbIX «4EMOHOBY
* [lonyyaeT KOMaH4y aTaku OT 3/10YMbILUIEHHMKA
= [locbinaet paboTocnocobHbIM «AemMoHaM» KomaHay aTtaku: IP
agpec 1 nopT uenu, MHTEHCMBHOCTDL (MakeToB B CEKYHAY)
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NMNapameTpbl mogenupoBaHua atak (1)

Knaccbl napameTtpoB atak DDoS

Tun uenu amaku

[

[MpunoxeHune

y

Y3en (XocT)

Cetb

y

NHgopacTpykTypa

Tun amaku

CemaHTH4yeckad

—+ Bo3moxHocmb pacKkpbimusi

Packpbisaembie

g

OmHoweHue Kk cepeucam yenu

> dunbTpyemad

* HedpunbTpyemas

HepackpbiBaemble

[pybas cuna

Bo3delicmeue Ha yesnib amaku

lModpbieHoe

I—" Bo3MoXHOCTb aBTO-
BOCCTaAHOBJI1EHUA

— Yxyauwatouiee

— SlecumumHocmb adpeca omnpasumerns

J10XXHBIU

»

Mapwpymu3upyemocms adpeca

[

Memooduka nodmeHbI adpeca

CnyyanHas

N3 noacetn atakm

cxoaoHbIM Ha MONyTHLIN

PeanbHbin

«PycKpunto’2008», 3 - 6 anpens 2008 r.

14



NMNapameTpbl MoagenupoBaHua aTak (2)

Knaccbl napameTtpoB atak DDoS

Temnn amaku

| [loCcTOSAHHBIN

|| [lepeMeHHbIn

| ,| MexaHu3m usmeHeHuUs1
memrna

,| HapacTtatowunm

Koneobnowmnca

y

A 4

MocmosiHcmeo Habopa azeHmMoe

[MOCTOSAHHbIN

[MlepeMeHHbIN

.| CmeneHb aemomMamu3auyuu

Py4yHas

—»

lMonyaemomamuyeckasi

_,i CTpaTeFVIFI CKaHNpoBaHUA

I
b

|, MexaHn3m pacnpocTpaHeHus

MexaHu3m cesizu

_________

Mpsmon

.| KocBeHHbIN
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KomMaHaa 3awurbl

dunbTp } ---------- {OrpaquMTenb}*---- AreHT aTakm
[3aLLI,I/ILLI,aeMbIIZ l v
ysenm  JUTTT { Camnnep ]—{,D,eTeKTop ]—{ AreHT }
AreHT “camnnep” paccrieqoBaHus

« C6op MoaenbHbIX AaHHbIX ON19 KaXXO0ro y3ra rno ceTeBblM Naketam

* Bblgaya MogenbHbIX JaHHbIX HA 3anpoc «AeTekTopa»

AreHT “peTekTop”

* [lpuem coobLieHnsa o paboTocnocobHOCTU APYrUX areHToB

« 3anpoc AaHHbIX OT «COMMIIEPOB»

* [lpmnem pelieHunsi 06 atake

« [locblnka coobLieHnst Co CNUCKOM MOAO3PUTENBHbLIX Y310B «UNLTPY» U
areHTy «paccrnenoBaHusi», AUPEKTUBY OrpaHnvnBaTh Tpadoumk

AreHT «(punbTp» — NPMEM OaHHbIX OT «AeTeKTopa» N punbTpauns

AreHT «paccriegoBaHUsA» — OTCIIEXNBaAHNE NCTOYHUKA aTaku 1 ero
obe3BpexmBaHme

AreHT «orpaHu4YnTenb» — orpaHn4yeHne Tpaduka

«PycKpunto’2008», 3 - 6 anpens 2008 r.
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[MapameTpbl MOAeNUPOBaHUA 3aLUUTDI

Knaccbl napameTpoB mexaHM3MOB 3aWuThbl oT atak DDoS ]

y

lo mMecmy ycmaHoO8KU

4 )

—> NcxogHasa ceTb
— [lpomexyTo4Haqa ceTb

\
>

—> 3awuuiaemas ceTb

- /

A

A

Ilo cnocoby obHapyxeHusi

O6HapyxeHune

J

Ob6HapyxeHne aHomanumn

J

A 4

y

MexaHu3m kKoonepayuu

‘%[ LleHTpanu3oBaHHLIN I

[leueHTpanm3oBaHHbIN ]

Mo amanam 3awumesli

\ 4

Mo cnocoby onpedeneHus
UCMOYHUKa amaku

Mo BOCCTAHOBNEHHOMY MYTH

—{ Mo curHaTypam

N

Bo Bpemsa aTtaku

N

XpaHeHune curHartyp

A

«PycKpunto’2008», 3 - 6 anpens 2008 r.

> [MpenynpexneHne ataku —> PasmeTka naketoB
e ~
— Onpepenexve cdakta atakn | = FeHepaums cryxe6HbIX
NakeToB
—  OnpenerneHne NCToYHMKa L )
— [MpoTBOLENCTBUNE aTake

(1)
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[MapameTpbl MOogenupoBaHuUa 3awuThbl (2)

Knaccbl napameTpoB MexaHM3MOB 3aWuThbl oT atak DDoS

A 4

npedynpexoeHusi u
npomueodelicmeusi amake

Mo cnocoby

{

dunbTpayma ]

[MakeTbl

[MoTOKM

|

Mo pecypcam ]

\ 4

Crnocob nosny4eHuss MOOesIbHbIX

OaHHbIX
l—{ Oby4eHune ]
-{ N3BHE }

A 4

Cnocob ebisierieHUs
OMKJITOHEHUSI Om MOOesIbHbIX
OaHHbIX

PasrpaHunyeHune pecypcoB

Y

[lepeHoC pecypcos

N

Y

N\

N3ameHeHne KonnyecTtea
pecypcoB

S
\

—»[ AyTeHTudpumnkaumns }

e

— [loporu }

Y

— [lpaBuna }

~N
J

—  V/IaMeHeHne BepOATHOCTHbIX

> napamMeTpoB )
—> N3BneyveHune gaHHbix (Data

L Mining) J
—> CnekTpanbHbI aHanms i
— HenpoHHble ceTu

_______________________________________________
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NMpumepbl mMeTOO0B OOHaApPYKEeHUSA
BpeaoOHOCHOro Tpaduka

Hop counts Filtering (HCF): 3akntouaetcs B gpopmupoBaHum tabnuu
noaceTeun 1 KonnmyecTtsa CKayvykoB a0 HuX. [NpegnonaraeTtcs, YTO NakeTbl U3
O4HON 1 TOW XXe CeTu NPOXOoaAT OT OTNpaBnUTeNda 4O nosfiyvyaTtens
OAMHAaKOBOE KONIMYECTBO XONOB (CkaykoB). BHavane cocraBnaeTcsd
Tabnuua, B KOTOPOW y3nbl FPYNMMPYHOTCH NO KonnyecTtBy xonos. [Npu
obHapyxeHun ataku cuctema, peanusytowaa HCF, selumncnsieT
KONIMYECTBO XOMOB NMpuLLIeaLlero naketa u cpaBHUBaAET ero ¢ TabfINYHbIM
3HA4YEHMEM.

Source IP address monitoring (SIPM): ncnone3yetcs npeanonoxXeHue,
4YTO BO BPeMS aTakm nogasndeTtcs 60sbLIoe KONIM4eCTBO HOBbIX aapecoB
KnueHToB. BHavane nponssogutca goopmupoBaHue 6asbl IP-agpecos
“NermMTMMHLIX” KNMeHToB. B peanbHOM BpeMeHU cuctema cobupaer
CTaTUCTUKY MO NakeTam — KOSINYeCTBO HOBbIX ANns cuctembl IP-agpecos 3a
3aJaHHble OTpe3kn BpemeHn. Ecnn ata BennynHa octaeTcs B npegenax
HOPMbI, TO HOBblE aZipeca 3aHOCATCS B 6a3y, ecnm HET — OCYLLLECTBIAETCS
dounbTpaums.

Bit Per Second (BPS): no3sonaet oOHapyXUTb aTakyroLuX rno
NpeBbILLEHNIO NOpora HopMansLHOro Tpadpuka. BHavyane onpenenseTcs
«40NyCTUMbIN» NOPOr Ansg Tpadguka Ha OCHOBE 3arpoCoB NEermTUMHbIX
KITMEHTOB.
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= Pexum obyyeHuns:

= JlermnTumHble KNUeHTbl obpallarTCcs K 3aluuuiIaeMomMy cepBepy, a OH
obpabaTbiBaeT nx 3anpockl, Takum obpasom cosgaBasi BbI6OpKy HOpMaribHOro

Tpadoumka.

MocTpoeHune moaenu HopmanbHoOro Tpaduka

= AHanorn4yHolM obpasom co3gaeTcd Bblbopka BpeaOHOCHOro Tpaduka, npu aTom
3a4eNCTBYIOTCS aTakylowme areHTbl KOMaHabl aTaku.

= HCF

(std::vector<AR_MormHop * =) ...p[0].ad_sks

2|

=10l x|

. [gtd::vector<&F_MormHop #x ] coop_methods.d_firewall tepdpp[0]. ad_statznapp. [nhpee. get

Y

50 100
Zeneral |

150

clazs st vectorsAF_Stats = |

AR_Stats ® *[hav. getectorPtr{]][0]
AR_Stats ® *[hav. getectorPtr{)][1]
AR Statz ® "Thev.oefectorPl 21

IP=10.0.0.12
IP=10.0.0.15
IP=10.0.0.17

s BPS

R T_ AT

br <AR_MNormlIP *=) ...p[0].ad - |I:I|5|
L otorPUllE] = IP=10.0.017 Hop=7 Time=568.996 4
LctorPll9] = IP=10.0.015 Hop=7  Time=582.381
&8 _MormlP *» ] coop_methods.d_firewall tepdppl0]. ad_statsnapp.*[nipfpctorP()10] = IP=10.0.0.18 Hop=E  Time=593.663
: otarPH{I[11] = IP=100.011 Hop=7  Time=587 323
_lal x| ctarP{[2] = IP=100.019Hop=7  Time=595 463
= 1| EotoPr(I13] = IP=10.0.0.33Hop=6  Time=580.118
o . LctorP{l[14] = IP=100.034 Hop=5  Time=58012
————(jorPullil0] = IP=10.0014 " Time=231352 ctorPH{[E] = IP=10.0.0.35 Hop=4  Time=580.121
sstatsnapp hsijfort(l] = IP=T0.001E  Time=22.002 otarPH{IHE] = IP=100.036 Hop=5  Time=580123
= oonee  qeoaier ctaPtfI17] = IP=10.0.037 Hop=b  Time=550.125
”’Pt’[”[ 4]  oonee ez ctorP{[18] = IP=1000.23Hop=5 Time=580.125
il OFili4] = 1P=10.00 =45 ctorP{[19] = IP=10.0.0.24 Hop=4  Time=580.127 —
. oPH(I5] = IP=100.012  Time=351574 !
Bits=7112 I = IP100013  Tmocaa 0ars ctarP{20] = IP=100.025Hop=3  Time=580128
?:sijigg ;I otPH(IT] = IP=10.0,0.20 Time=33 £o55 ectorPJ[21] = IP=10.00.26 Hop=4 Time=A80123 ;I
Ls= aPH(E] = IP=10.0.015  Time=33.5271
rmprgerrectoPH[9] = IP=100.017 0 Time=37.3458 S I P M
AR _MormlP * *[nipy.getectorPi(])[10] = IP=10.0.018 Time=39.9285 ;I [ |
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KoonepaTM BHblI€ ME€XaHN3Mbl 3aliUThI

= Moagenu KkoonepaTUBHOIro B3anMoaencTBuUS.
= DefCOM [Mupkosuy n agp.]: “Alert generator”, “Rate

th 11

limiter”, “Classifier”

» COSSACK [Managononyc n gp.]: “snort”, “watchdog”,

-
filter 2| = @] sl b @) 2T

J [MCoop_big) coop_big [id=1] [ptr01463C0E] _eee,
K= L

[TpeanoXXeHHbIE:

= 6e3 Koornepayuu;

= Koorepauus Ha
YpO8HEe hUIbMpOSs;

= Koorepauus Ha
YpOB8HE CIMIIEPOS,;

= c/iabas koonepauyus,
= [10/1Has Kooriepauyus.
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u ApxuTekTypa cpeabl MogenupoBaHus

MoavJjb NpoIeccoB NPeJIMETHON 00,J1aCTH

Mojenu y3J10B CETH

Monaenu npuiIoXeHuu

{

y:

/  TlomcumcreMa areHTHO- )\
Moayas umutauuu cetu UHrepHer
M — OPUEHTHUPOBAHHOIO
OJICJIN Y3JIOB CETHU: TUIIOBOU y3€II
a y y3¢&IL, MOJeJIMPOBaHUSA
MapuIpyTHU3aTOP -
- = || Moxaenu areHToB: TUIIOBOM
=
OACTH HPHITOXCHIH arcHT, CIelUaJIbHbIC ar€HThI
Moaenu NpOTOKOJIOB: KaHAJIbHBIN,
. N ITpOTOKOBI: A3BIK
CE€TE€BOU, TPAHCIIOPTHBIN .
B3aUMOJICMICTBUSI ar€HTOB,
Mopenb kaHaia CBsI3U IIPOTOKOJI areHT/IIPHUIIOKEHHUE

y: U )
ba3zoBas cucTeMa UMUTALIMOHHOTO MOACJTMPOBAHUSNA N

¢ - - - - - - - - - - - - - - - - - - - - - |

i Mopaenb UMHUTAITMOHHOT'O MOJICJINPOBAHUS i

| |

! bub6amnoreka KOMIIOHEHTOB !

NuTtepdeticnl nmoap3oBaTes: rpapuiyeckuii, KOMaHTHBIN

Anpo cucTeMbl UMUTALIMOHHOTO MOAECJIUPOBAHUS )
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‘* Cpeaa moaenupoBaHuUA

Moaenvnpyemble npoLecchl nponcxoaat B cetu Internet

bbin npoBegeH aHanna naketoB mogenupoBaHus: NS2, OMNeT++
INET Framework, SSF Net, J-Sim INET Framework n ap.

BeiaBuHyTeIM TpeboBaHusam yaosnetsopseT OMNET++ INET
Framework (HagcTtpouka Hag OMNET++)

OMNET++ — cumynaTop AUCKPETHLIX COBOLITUN, KOTOPbIE
NPOUCXOAAT BHYTPU MOAYISIEU

Moayrnb UMeeT LWN3bl, Yepes KOTOopble Mo KaHanam rnepegarTcs
coobLeHmns

INET Framework Obin gfopaboTtaH n A4onofnHEH HOBbIMU MOOYNSIMU
ONs KOPPEKTHOro MoaennpoBaHns MeXaHU3MOB aTaku 1 3aLUThI

Ha ero ocHoBe pa3pabaTbiBaeTcs MHOroareHTHasa cpea
mMoaenunpoBaHna 6opbbbl 3a pecypckl B ceTu Internet
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Pa3paboTtaHHasa cpeaa

OKHO
ynpaBfieHUs

AreHT

vl
|
ad_tTpapp

OMMeT ++,/Tkeny - coop_methods

=10 %]

File Edit Simulate Trace Inspect  Yiew Opkions  Help
|-_Et| ré|ﬂ STQ nun’ FAS?F EH&H!S? UH?ILI:..' @ ﬁq' a q”'

_(coutvect
ri

J [cOutectar] coop_methodz.d_firewall ppp(£]. thra[0] thruput [

=10f |

Run #8-coaf, method: Event #410162 | T=600.0115 [10m 0Os]

" MNext: coop

20z zcheduled: 44 ||Msgs created: 174077 | =gz present; 1

268

+1e-8 +1e-7 +18-6 +1e-5 +1e-4+0, +001 +001

Ew/zec: nfa ||Simsec:a"sec:: héa |Ev£simsec: hia
Ldp data generate next udp packet, CusumlP . timer ..
pREndTxEvent generate next Udp packeEOhN-ESTAS, timer ...

Received [IPDatagram]udp data for fransmission
Starting tranzmizzion of [PPPFramejudp data

254232149
12942 2264
—
. 461,
260115029 72714907 BO0.071503

a_sarflerdry

ad ztatznapp

T

-zleaping

a_clig] =
i_cl[B] i_det[E]

Mopenupyemasa ceTb

Daemo

Lazt walue: t=579.86242 [ 9m 39z] value=1023.64 | Optiofs...

J [zt vector<GenencRule *» ] coop_methods.i_d_r[6].filkerT ab

|

class std:vectors GenencRule = {
GenencRule * rules_wector[0] = 10.0.0.61 1
GenencRule * rules_wvector[1] = 192.168.01 1
GenerncRule * rules_wector[2] = 192168.0.10 1
GenerncRule * rules_wector[3] = 192.168.0.11 1
GenencAule * rules_wector[4] = 192168.0.12 1 j

General

k3

a 2}

coop_methods. GULAT TACK_TEAM

@DFW ATTALCE TEAM ACTIMS

a

(€Y TEAM ESTABLISHING ATTACEIMG
as ad
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[MapameTpbl
ceTtu

[TapameTpsl
paboThbl
areHToB

[MapameTpbl
KOMaHOHOW
paboThbl
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NMpumep mogenupyemMmoun cetu

57 IP hodes

1] r'u:uI ‘ i I odes

configurator
r"nit Investiatnr:init
; s

D aemor;init

D
i_fu[1] J eifl]

D i
- £l
/ Irwestigatorinit f'f"-'[‘H

"‘tﬁﬁ 8
‘\\ : u:l_.i_nﬂ:f

1_ch3]
nvest‘ﬁlﬂr.lnlt
Filk®r: i

im0l
dg =
M il

@ % det[0]
Eiaur itk
Uens aTakH — B

b az

Ikt

S5a

— KoMaHna aTakH

]

— KoMaHna 2alHTH

g



JKCMNEePUMEHTbI

BPS, false positive
e

= Co3fgaHHasa cpega MoaenupoBaHus NO3BONSAET
NPOBOAUTb Pa3fNYHble 3KCMEPUMEHTbI C Lienblto
nccnegoBaHUA cTpaTernin peanusauum atak u
NepCrnekTUBHbIX METOA0B 3aLLUTHI.

= B npouecce akcnepuMeHTOB MOXHO BapbUpoBaTb
= TOMOMOMNI0 U KOHAUIypaLMIO CETU;

= CTPYKTYPY U KOHOMIYpaLUIO KOMaHA aTaku 1
3aLUMThI;

0.4+
0.8 -

0.7 4
0.6
0.8 4
0.4

0.3+
0.2 4
0.1 4

]

= MexaHW3Mbl peanu3aumm atak u 3aluThbl;
napamMmeTpbl Koonepauum KomaHa v ap.

Fasle negative
nnnnnn HCF

nnnnn

R 08
e 05
e 04
B 03 B
Rl 02
i 01
oo HeF :
random real
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Pexum oby4yeHus (1)

ana Hop counts Filtering (HCF)

{std::vector<AR_MormHop * =) ...p[0].ad_sks _|I:I|i|

2|

[td: wvector<aBR_MaormHop *x ] power.d_firewall tepdpp[d]. ad_statznapp. *[nhpw. gety ectorPr

Zeneral ] ]
)

clazs std::vector<AR_MormHop *> | << =
AHF_MomHop * “[nhpy. getyectorPr(JI[0] = IP=10.0.0.36] Hop==2 Tirme=220.007
AR MHaoarmHop # *[nhpw. getyyectarPrr]])[1] IP=10.0.0.35] Hop=0O Time=220.002
AR _MHaoarmHop # *[nhpw. getyectarPr[)[2] IP=10.0.0.27] Hop=5 Time=271.374
AHE_MormHop * “[nhpy. getyectorPe[]1[3] IF=10.0.0.34 Hop=0O Time=236.01
AHE_MormHop * “[nhpy. getyectorPrr]][4] IF=10.0.0.25 Hop=4 Time=263.711
AR MHaoarmmHop # *[nhpw. getyectarP])[5] IP=10.0.0.24] Hop=2 Time=264.229
AR_MormHop * “[nhpwy. getyectarPr]1[E] IP=10.0.0.31| Hop=3 Time=291.663
AHE_MormHop * “[nhpy. getyectorPr]1[7] IF=10.0.0.23 Hop=3 Time=285.36
AR MHaoarmHop # *[nhpw. getyyectarP ][ 2] IP=10.0.0.28] Hop=5 Time=263.152
AHF_MHaoarmHop # *[nhpw. gefyectarPr(1[E9] = IP=10.0.0.26] Hop=4 Time=292.011
AHE_MormHop * “[nhpy. getyectorP (101 0] IF=10.0.0.2H Hop=4 | Time=2396.011
AHE_MormHop * “[nhpye. getyyectorPr]1[1 1] IP=10.0.0.2 Hop=4 | Time=273.603
AR _MHaoarmHop # *[nhpw. gefyectarPr1[1 2] IP=10.00.20 Hop=5 | Time=Z7¥4.052 =
AR_MormHop * *[nhpy. getyectarP]][1 3] IP=10.0.0.3F Hop=0 | Time=2280.007

; hd

Cnucok y3nos, obpallaBLUMXCS K CEPBEPY, N CKAYKOB 40 HUX
nocne 300 cekyHf 0b6y4YeHus

«PycKpnnto’2008», 3 - 6 anpens 2008 r.

Konu-
4yecTBO
CKa4yKkoB

27



Pexum obyuyeHus (2)

ansa Source IP address monitoring (SIPM)

MHOro HoBbIX apecoB B

Hayane MHOro HOBbIX afijpecoB B NHTepBarie

mexay 0 n 50 cek

{cOut¥ector) ..all.tcpApg [0].ad_statsnap - |I:I|i| {std::vector-_AR_MormIP *>) ...p[lO].ad_. iy ] |
Ei 7|
. [cOubvector] powerd_firewall tepdpp[0].ad_statznapp.Mew |Ps value [ptl0ZB0B178) . [ztd::vectar<AR_MNormlP *:] power.d_smp.sniffApp[0]. ad_gtatznapp. “[nipy. gety'ects
General
3 ] - SF ~
clazs std: vectar<AR_MHaormlF > { ( \_
AR_MarmlP * #[hipw. getYectarPrr[1)[0] |= IP=10.0.0.33 Tirme=12.0002
AR_MormlP = “[nipw. getyectorPr(I[1] |= IP=10.0.0.2& Time=14.0003
AR_MormlP * “[hipw. getYectorParI[2] |= IP=10.0.0.37 Tirne=14.0007
AR_MarmlP * #[hipw. getYectarPr(1[3] |= IP=100.0.25 Timnme=23.1377
AR_MormlP = “[nipw. getectorPar(][4] |= IP=10.0.0.27 Time=21.9345
154 AR_MarmlP * #[hipw. getYectarPr[1[5] |= IP=10.0.0.35 Timnme=21.9347
AR_MormlP = “[nipw. getectorPar(]J[E] |= IP=10.0.0.24 Time=32.034
AR_MarmlP * #[hipv. getYectarPr1[7] |= IP=10.0.0.23 Time=35.1563
AR_MormlP = “[nipw. getectorPr(I[2] |= IP=10.0.0.21 Time=33.8222
AR_MarmlP * #[hipw. getfectorP[]][9] |= IP=10.0.0.23 Time=37.3439
AR_MarmlP * #[nipy. getvectarPr[10] = IP=10.0.0.268 Time=39.8259
AR_MormlP = “[nipv.getectorPr[11) = IP=10.0.0.29 Time=39.925
AR_MarmlP * #[hipy. getvectarPr[[12] = IP=10.0.0.22 Time=42. 0396
0 AFR_MHormlP = “[nipv.getWectorPr(])[13) = IP=10.0.0.30 Time=45.531E
-0 i 300 AR_MarmlP = #[hipy. gebYectarP[[14]1\e IP=10.0.0.32 Time=1 Dﬂ.y
: } i
| Last {alue: 1=297.0005 [ 4m 57s) value=0 | Dptlons...l

N3meHeHne konmyecTBa HOBbIX
|IP-agpecoB

Cnucok y3noB, obpallaBLUMXCS K
cepBepy M NPU3HAHHbIX NErMTUMHbBIMU

knmeHtamu nocne 300 cekyHa

00y4eHus

«PycKpnnto’2008», 3 - 6 anpens 2008 r.




Pexunm oby4yeHus (3)

ans Bit Per Second (BPS)

MakcumarnbHoe 3HaYeHue - Konnyectso but B
1742 .4 6uT/cek nHtepsane 10 cek
=T
= {std::wector<AR_Stats *=) ...pp[0].ad - 10| x|
J [c0ubector] power. d_firewall. tdpdpp[0]. ad_statznapp.BEPS walue [pi0ZBOB1EE]
17424 ﬂ
. [zt vector<AR_Stats *» | power.d_firewall tepdpp[0] ad_statznapp, *[haw. get

AR Statg * *hew. getectorP{)|[2 P=10.0.0.25 Bitz=hR040
AR_Statz * *Thev.getvectorPh])[3 P=10.0.0.27 Bitz=h704

Genetal 1
] —
§71.21 class std:wector<AR_Stats *» {
AR_Statz * *[hav.getectorP[])[0] = IP=10.0.0.31 Ritz=AER0
AR _Statg * “[hav.getectorP()1] = IP=10.0.0.22 Bitz=4332
1=1
1=1

o
53 ] i) }

=
Lazt value: t=297 0005 [ 4m 57=] walue=11952 Option=. .. I

CTtaTuctuka Konun4vectsa nepegaHHbIX
ouT no oA4HOMY U3 UHTEPBAJioB
BPEMEHU
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‘L MMpuHATHE peweHna n pyHKLMOHNPOBaHUe

[‘padbnkn N3MeHeHUs1 NPONYyCKHOM CNOCOBHOCTM KaHarna Ha BXo4e B 3alluLLaemMyto
ceTb (3aBUCUMOCTb OUT/C OT BpeMeHun) o (KpacHbin) 1 nocne dounbTpa (CUHUN)

10000 —

5000 —

—-— povver.d_r pppl0] thra[1]: thnaput [bittsec] [po

*

r.'-.-'e-:] “\. ’\.
—i— pover.d_r ppp[1] thri[0]: thruput (bittsec) [pow]dy wec) TpaCbI/IK /// \\(/ ’/
aTaku \a Voo
\ ® W / :
x /
TR R
#\ / \\\\““ ‘\H“‘
ObHapyxeHue Tpacuka IR HopmarnbHl

\/
®

aTaku U NpuHATHNE
peLleHuns

TpapuK
BrioknpoBaHue Tpaduka
aTaku

v‘J""‘

p

HopmanbHbIn Tpadomk

\ ! \ ' \
200 400 [0}

aTaku 6rokMpoBaHua  pexunma aTak 6rnokupoBaHus
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DefCOM | COSSACK '

20000 200004

10000 100004

sl L7 L .l ey Ew x | e -,
gl ity Vyly e “.,4,.:. ¥y | ) be y 5 mes

0 20 400 0 200 400

Mpadukn Tpachuka ana mexaHU3MoOB Koonepauuu

[TapameTpbl: TONOMOrMA ONOPHON CETU:
k=2, konn4yecTBo y3roB — 10, napameTp z =
2.25, 10 KnNneHToB NOAKIHYEHbI
CrnyYanHbiM 06pa3oM K MapLUpyTM3aTopam
OMNOPHOW CeTHU, 3a4aH 3allmLlaeMblN
cepBep U napameTpbl OCYLLECTBNEHUS
3anpocoB K HeMY KNMeHToB. B komaHoy
atakm Bxogat 10 oemMoHOB, peanmayrowmnx

| [NlonHas
Koonepauus

200004

10000

ataky UDP flood Ha cepsep. M AN A N

| I-."I
0 200
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OCHOBHbIE pe3yrnbTaTbl PpadoTbl

n

Pa3paboTaHa nporpamMmHasl cpeaa
MOOEeNMPOBaHUA MexaHnU3MoB 3awmTbl oT DDoS
aTak

C ncnonb3oBaHueM paspaboTaHHOW cpeabl
npoBegeHO MHOXECTBO 9KCMNepUMEHTOB

VlccnepgoBanuch pa3linyHble TUMbI aTak,
onTnMarlibHbl€ NMapaMeTpoB MEXaHNU3MOB 3aLLNTbI

[TpoBeaeHo cpaBHEHVE Pa3NMYHbIX MEXaHU3MOB
3alUMThbl, PEXKMMOB Koornepawmm

B ganbHenwem nnaHnpyeTcsa COBEPLUEHCTBOBAHME
cpeabl MoAeNnnMpoBaHusd, paclumpeHmne dnbnmoTekn
npeamMeTHon obnactm n cucteMbl MHOFrOareHTHOro

MOOENMMPOBaHUS.
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KoteHko Uropb Butanbesuyd (CITTIMNPAH)
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http://comsec.spb.ru/kotenko/

bnarogapHocTu

PaboTa BbinonHeHa npu dpuHaHcoBon nogaepxke POOU (npoekT
Ne(Q7-01-00547), nporpammbl doyHOaMeEHTarbHbIX UCCeaoBaHU
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