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YnobcTBO U
0e30nacHOCTb: KakK

COBMECTUTDb
HECOBMECTUMOE

Anekceu Jlykaukum

KoHcynbTaHT no 6e3onacHoCcTu



Ynobcteo &

0e30nacHOCTb




3ayeM HyxHa cuctema UB?

= [1nsa 3awuThbl
NHdpopmauun
NHdopMaLMOHHBLIX CUCTEM
ObopynoBaHus

= [Inga obecne4vyeHuns
KoHpuaeHumansHOCTH
LlenocTtHoCTH
[ocTtynHocTK

= ... (MHOXecCTBO Opyrnx onpeneneHunn)



be3onacHOCTb, KakKk camouenb

= MHorue pykosoaduine AOKYMEHTbI, CTaHaapThl,
TpeboBaHus no b paccmatpuBatoT 6e3o0nacHOCTb, Kak
camouernb




be3onacHoOCTb, Kak camouenb




NpaBunbHasa 6e30MacHOCTb

* IAHdpopmaLmoHHas 6e30nacHOCTb - 3TO pblyar angd
reHepauunm bonbLiero busHeca u ysennyeHmnsa rubkocTun
npeanpusaTua, KoTopasi No3BOSNINT eMy paboTaTb B TEX
obnacTsax, KOTopble CIULLKOM onacHbl 6e3 peanunsaunm
apgeksaTHou nporpammbl Vb




KTo reHeput 6mM3Hec?




Be3onacHoCcTb unu yaoocTteo?




[Tcuxonornyeckas

NMPUEMIIEMOCTDb




[lcuxonornyeckas npuemMIiieMocCTb

= O4YyeHb BaXXHO, YTOObI MHTEPdENC B3aUMOOENCTBUSA C
nonb3oBaTesniem Obif1 yaoOHbIM B UCMOMb30BaHNU; YTOOLI
Nonb30BaTENN 3aNpPOCTO U «Ha aBTOMAaTE» UCMNONb30Banu
MEXaHW3Mbl 3aLMTbl NpaBunbHbIM obpa3om. Ecnu obpas
3awmnTbl B yMe nosnb3oBaTensa 0yayT cCOOTBETCTBOBATb
TEM MeXaHu3MaM, KOTOpble OH UCMOMb3YyET Ha NpPaKTUKe,
TO OWNOKN OyayT MUHUMN3NPOBaHbI. Ecrnin xe
nonb3oBaTENb AOIMKEH NEPEBOANTL NPeACTaBASAEMbIN UM
obpa3 Ha COBEPLLUEHHO MHON «A3bIK», OH 06s13aTEeNbHO
bygeTt oenartb OLNOKM

[xepom 3anbTuep n Mankn Wpegep, 1975 (1) rog



Maponu: 4yTto nnoxoro?

* BbibnpanTte naponun AnNMHON CBbile 8 CMMBOJSIOB

A Kak nx 3anoMHuUTL?

* /iIcnonb3ynte CUCTEMbl aBTOMATUYECKOW reHepaunm
naponen (8HguJ7hY)

A Kak ux 3anoMHUTbL?

= [MycTb Nnaponb BbIbUpaeT nonb3oBaTenb
Tpl/IBl/IaJ'IbeIe N J1ErKO yragbliBaemMble MNMaposin



[Toyemy 3TO NponcxoauT?

= [1poayKT paspabaTtbiBaeTCsa C TOUYKU 3PEHUSA
pa3paboTyunka, a He noTpebuTens

= Ecnn notpebutenu n onpalunBatoTcs, TO TOMNbKO C TOYKU
3peHNs MYHKLMIA 3anNTbI

= TecTupoBaHMe NPOBOAUTCS HA NpPeaMET OLLNOOK 1 AbIp,
HO He 13adbunuTn

= [poAyKT BbINMyCKaeTCs B YCNOBUSAX XKECTKON KOHKYPEHL UM
CO CTOPOHbI APYrMx paspaboT4ynKkoB

= B Poccun npakTtuyeckn HUKTO He obpallaeTcs K ycnyram
cneumanmcToB Mo 3proHOMUKe



XopoLuune n nnoxume

npuMepbl




[Maponu: Kak yny4qwuTb?

* [ padpmnyeckme naponu

= TOKeHbl, CMapT-KapTbl, OoMeTpuS




[MTaponu: xo4yeTcAa CIKOHOMUTBL?

Sk
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Microsoft

= «MoHOonoONUCT»
PbIHKA
nporpaMmMHoOro
obecnevyeHus

3a cyeTt ygobcTea
AOns nonb3oBartend

= MHOXecTBO
HapeKaHUW C TOYKHU
3peHns
be3onacHoCTH

Cutyauus
N3MEHSETCS




NMpumep ¢ OC Windows

* Y10 Takoe «signed»?

= Y10 Takoe «Microsoft
Code Signing PCA»?

= Bcerga ooBepsTb 3TOMY
NCTOYHUKY?

A ecnu a xo4y Bcerga
HeOBEPATbL 3TOMY
NCTOYHUKY?

= Y10 «ga» u YTO «HET»?

= YeM 3TO onacHo?

Internet Explorer - Security Warning

Lt='y Do you want to install this software?

E MName; 19.2 4
=1
Fublisber: Mi i

[ 2 ] Mave options | ametal | | pontimersl |

' \Whie Fles From the Internet can be usebd, thic Rl bype can patentialy barm
vour compocer, Cnly install sofbware From publishers woo trost, wWhat's the iz

Caution: Microgoft Corporstion M5 M assets that this
contert is safe. You should only ingtallview this contert i
you tnst Microsoft Comoration MSM to make that
assertion.

Internet Exploner - Security Warning

Do you want to install this software?

Iﬁ Marne: M5 Chat Conkral 9.2.210,2401
Publzher: Microsoft Corporation MSMN

) always instal software From "Microsoft Corporation M
) Mever install software From "Micosoft Corporskion MSN"

(%) &isk me every time

Fewer options

[ Install ] [ Don't Install

@ Wwhile Files From the Inkernet can be useful, this File bype can potentially harm
your cormputer. Only inskall sofbware From publishers wou brask, What's Ehe rick?




NMpumep ¢ OC Windows

File Download El
" KaK MO>KHO OTKp bITb exe- \‘r) ‘fou are downloading the fie:
@ a VI n ? S spyhurters exe from software-files download.com

‘Whould you like to open thefile or save it to your computer?

= YeM 3TO onacHo? (o fre— — e

= Kakme 0encrtBus
OCYLLECTBNAIOTCS NO
YMOYaHUio?

File Download - Security Warning

Do you want o run or save this file?

Iﬁ Mame: spvhunters, exe
Type: Apglication, 2,40 MB

From: soffware-files, download. com

[ R H_ Save ]L Cancel |

P While fles hiom the Internet can be uzeful, thiz file tppe can
g potentially harm your computer. |f yow do nat trust the sowce, do not
i or zave this mftware, Wwhat™s the rsk?




3aknoyeHume




ZoneAlarm

* 1 MUNNKMOH 3arpy3okK c
caunTa 3a nepsble 10

@ help
Overview rd Status | Productinfo  Praferences
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A - 0 sutpact o-mall attachments quarantined b ‘.":jd“k, 1
n4a nepCcoHalJ1IbHOU .
ity fir
ﬂ p 1 :l‘lli':i::l! Protection y . ‘;co:l.tb?“
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NMpuHunnbl agnsanHa ZoneAlarm

= 3HalnTe Bally ayauToputo

= [lymanTe Kak Balla ayautopus
= I3berante becnopsgka

= [/I3beramte CNOXHOCTHU

= BcTaHbTE Ha CTOPOHY NONb30oBaTENS AaXe eCnu
KOHKYPEHTbI «JaBAT» Ha Bac CO CPOKaMMU

= ObecneybTe 0bpaTHYIO CBA3b C Nornb3oBaTtenem!!!



ObpaTtHasa cBAa3b!!!

Internst Options

| Generl || Secuity | Privacy | Cortent | Connections | Programs | Advanced |
Internet Securi E =
Settings : =]
A =T 0 Maove the slider to select a prvacy settingfor the Intemet thould grant
thes M zone. from this
Saur
D o _ Medium
- - - Blocks third-party cookies that do not have a compact
y _ privacy palicy
- Blocks third-party cookies that use personally identifiable
i © information without yourimplicit consent
- | - - Restrcts first-party cockies that use personally identifiable
3 _ information without implict consent
[ Sites. . ] [ Impart. .. ] [ Advanced. . Dlefault
Fop-up Blocker
@ Prevent most pop-up windows from sppeanng.
Block pop-ups
| ok || cancel |[ Aoy |




Bupyc bagle.aa n Cisco Security Agent

= Bupyc noasuncs B anpene 2004

* He ObINIO BpEMEHU HA YCTAHOBKY NaTt4ya unu obHOBNEHNE
aHTMBMpYyca

= 3 38,370 K 3awumweHHbix Cisco Security Agent, okono
600 ObINo ckoMmnpomMeTupoBaHo — 620 nonb3oBaTenen
OTKPbINO 3apaXeHHbIN pann
HekoTopble nonb3oBaTenu Haxkanu “Yes” Ha Bonpoc

«llogo3putensHoe NPUNoXeHne NbitTaeTcs NonyvYnTb OCTYN K
9JIEKTPOHHOM noyTe. PaspewnTtb?»

= CyLLueCcTBEHHOE CHUXEHNE BPEMEHU U CTOMMOCTN OOPLOLI

A TakKxe 0OHOBIIEHME NONUTUKN BE30NaCHOCTN AN CHMXKEHNS
BIIUSIHUA «4enoBe4vYecKkoro doakropa»



JononHutenbHaa nHdopmauus

= http://www.ischool.berkeley.edu/~rachna/security usabilit
y.html - MHOXeCTBO ccbIfmiok Ha nyonukauum ob ynobctee
n 6e3onacHocTu

= Security and Usability. Lorrie Cranor,
Simson Garfinkel

Publisher: O'Reilly

Pub Date: August 2005
ISBN: 0-596-00827-9
Pages: 738




Bonpochbl?

[ononHnTtensHblie BONpockl Bbl MoXeTe 3aaTh MO SNIEKTPOHHOM
noyTe security-request@cisco.com
unu no tenedoHy: (495) 961-1410
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